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Abstract—The cyber-physical security of Industrial Control
Systems (ICSs) represents an actual and worthwhile research
topic. In this paper, we compare and evaluate different Machine
Learning (ML) algorithms for anomaly detection in industrial
control networks. We analyze supervised and unsupervised MLbased anomaly detection approaches using datasets extracted
from the Secure Water Treatment (SWaT), a testbed developed
to emulate a scaled-down real industrial plant. Our experiments
show strengths and limitations of the two ML-based anomaly
detection approaches for industrial networks.
Index Terms—Machine Learning, Anomaly Detection, Industrial Control System, Cyber-Physical System, Security.

I. I NTRODUCTION
Modern Supervisory Control And Data Acquisition
(SCADA) systems monitor physical devices (e.g., actuators,
sensors), processes, and events characterizing the industrial
plants. The increasing and pervasive interconnection capabilities of ICSs improve functioning but open new cyber-physical
threat scenarios. Most communications are performed deviceto-device, or device-to-computer, with relatively little human
interaction. Nowadays, we can consider the Cyber-Physical
Systems (CPSs) as the foundation of many applications in
ICSs that need actuators and sensors to perform monitoring.
Some ICS examples include refineries, power plants, nuclear
plants, and water distribution systems.
During the last few years, numerous malware targeting ICSs
have been documented. The most famous is Stuxnet [1], while
more recent ones, such as Triton [2] and BlackEnergy [3],
highlight the security vulnerabilities of ICSs. Problems to ICSs
can cause devastating consequences, therefore it is very important to study and develop innovative cyber-physical security
methods to protect these systems. Furthermore, since specific
ICSs are categorized as critical infrastructures, damaging or
destroying them can cause serious problem to the population
and the environment.
Nowadays, the industrial infrastructures produce huge
amounts of data. Due to this incredible load of traffic, it is
not easy to filter, analyze, and make operational and security
decisions for ICSs. To overcome these problems, ML and
artificial intelligence have been introduced in the decisionmaking processes. In fact, these techniques allow to analyze
very large amounts of data and provide accurate decisions that
would otherwise be unaffordable for analysts. The research

in this field is very active and in recent years it has made
incredible progresses. The integration of anomaly detection
systems with ML and artificial intelligence allows to obtain
greater performances and accuracy compared to traditional
techniques. Therefore, it is necessary to analyze and develop
accurate and novel anomaly detection systems in order to
prevent possible damages to ICSs.
We summarize our contributions as follows:
• we perform an analysis of supervised and unsupervised
ML-based algorithms for anomaly detection.
• we exploit the SWaT testbed dataset to evaluate the MLbased anomaly detection methods identified.
• we discuss how ML-based techniques can represent an
added value for the detection of threats affecting ICSs.
The rest of the paper is organized as follows: Section II
presents the related work. Section III introduces the dataset
considered for this work. Section IV briefly describes the ML
techniques used. Section V discusses the results of our experiments with the ML-based techniques for anomaly detection.
Section VI concludes the paper.
II. R ELATED W ORK
Anomaly detection for ICSs is a largely studied problem in
the literature. However, the scientific community is afflicted by
the scarcity of available datasets on which perform evaluations.
Lemay and Fernandez [4] provide a dataset of a SCADA system simulated with a sandbox. In this scenario, different data
collections have been performed. An exhaustive description of
the scenario simulated can be found in their work. This work
introduces malicious activities exploited using penetration
testing tools such as metasploit. The use of metasploit as a
source of attack is one of the most prevalent drawbacks of
the employed dataset: there are several Modbus-based attacks
mentioned in [5], but none of these are introduced in the
dataset. However, in-depth studies were performed on the
Lemay dataset, for example in [6] the authors compared supervised and unsupervised algorithms, showing the superiority of
supervised ones. Another approach to investigate ICS cyberphysical security is to use real ICS testbeds and develop ad
hoc offensive and defensive techniques, such as the anomaly
detection systems presented in [7], [8].
In this work, we consider the SWaT testbed dataset [9] and,
in particular, we will focus on the analysis of physical data.

The dataset from SWaT includes 36 different cyber attacks.
Several studies have been done on this dataset in order to
observe the performance of various types of ML detection
algorithms. In [10], the authors used unsupervised algorithms
to identify attacks on physical dataset sensors. In [11], the
authors proposed a window-based anomaly detection method,
where a neural network model predicts the future values of
the data features based on previous values.
There are two ways to manage the data in an anomaly
detection system. The first is through the analysis of the
individual elements, while the second is done by grouping the
elements in time series and analyzing the collapsed elements.
While the former makes it possible to identify the individual
malicious elements, the latter does not allow it, but on the other
hand, it allows to exploit temporal features obtained from the
union of several elements. In this work, we chose the first
analysis approach in order to identify every single malicious
element. Furthermore, unlike the previously mentioned works,
we compare both supervised and unsupervised techniques in
order to show the main differences.
III. ICS T ESTBED AND DATASETS
In this Section, we initially remark the availability importance of ICS datasets (Section III-A), useful to develop
accurate strategies and methodologies to prevent malicious
events. Then, we introduce the SWaT testbed (Section III-B)
and the dataset used for the experiments (Section III-C).
A. Data availability problem for ICS security research
The security community requires cyber-attack datasets to
discover, test, and evaluate new detection and prevention
methodologies in order to understand patterns and impacts
of cyber-physical attacks against ICSs. However, due to the
lack of available datasets containing attacks in ICS networks,
it is not easy to carry on innovative security research. The
lack of available datasets is due to privacy concerns and
also because it is not possible to test cyber-physical attacks
on real-world critical systems. While some research groups
are able to investigate novel security methods using professional testbeds [12] or low-cost ones [13], implementation
and evaluation of cyber-physical security strategies and cyberphysical attacks represents an impediment in most of the cases.
To overcome this problem, research groups provide useful
datasets of their testbed communication. One example is the
SWaT testbed with its dataset, described in the following
Sections.
B. The Secure Water Treatment (SWaT) testbed
The SWaT testbed was built for the Singapore University
of Technology and Design (SUTD) in order to provide a
realistic ICS environment to safely test offensive and defensive
cyber-physical strategies. The testbed operation processes are
described in Figure 1. The testbed represents a real-world
scaled down water treatment plant that produces purified water.
The water goes through a six-stage filtration process from
process P1 to process P6 and each stage is supplied with a

Fig. 1. SWaT testbed processes overview [9].

precise number of sensors and actuators. For more information
about the SWaT testbed, please refer to [14].
C. The SWaT dataset
The SWaT dataset contains seven days of data recording
under normal conditions and others four days of recording
where a total of 36 attacks were conducted. The dataset
contains a total of 946722 elements and each of them is labeled
as either attack or normal. Attacks include both targeting to
a single stage of the process and targeting to different stages
simultaneously. An exhaustive table containing all the attacks,
the corresponding times, attack points outcomes is provided
in the dataset documentation.
A shortcoming of the dataset is that, as the authors say in
[9], the data was captured with a per-second interval, so there
are instances of overlap where multiple rows reflect a different
activity but carry the same timestamp. Similarly, based on the
attack logs, the data was labeled based on the start and end
times of the attacks without distinguishing between malicious
and normal elements. Therefore, these problems affect data
purity and may compromise the final results of the analysis.
Among all the 36 attacks performed, we choose the attack
number 3 for the analysis in this work. The file considered
contains both normal and malicious data together with the
corresponding label. The dataset consists of scalar values
recorded by sensors in constant time intervals. The attack
performed during this time interval consists of increasing the
water level by 1 mm every second. The result is a tank
overflow that damages the P-101 sensor. These effects could
be destructive in a real scenario. Since there are many sensors
inside the dataset, we decided to divide the dataset as follows:
•

•

ds1: this dataset contains the data of all the sensors of
the testbed during the attack stage. This dataset is studied
in order to observe if the alteration of a sensor (in this
case LIT-101) influences the other sensors, and therefore
provides additional information for the detection.
ds2: this dataset contains only the data of the sensor under
attack, that is the sensor LIT-101.
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Fig. 2. Normal and malicious elements in ds1 and ds2 derived datasets.

Each of the derived datasets contains a total of 2701 elements,
of which 383 are malicious, that is about 14.18%. Normal and
malicious number of elements are sketched in Figure 2.
IV. ML- BASED A NOMALY D ETECTION M ETHODS
In this Section, we present the ML-based algorithms used
to perform our evaluation. We compare both supervised (Section IV-A) and unsupervised (Section IV-B) algorithms in
order to observe the strengths and weaknesses of the two
approaches.
A. Supervised Algorithms
a) Support Vector Machine: in 1992, Boser et al. introduced the Support Vector Machine (SVM) [15]. SVM is a
supervised ML algorithm which can be used for both classification and regression. The main idea behind this framework
is to create a divider, the so-called large margin classifier,
between two groups of data such that each element has the
greatest distance from the divider. The input of the training
algorithm is a set of m examples xi with labels yi as follows:
(xi , yi ) i = 1, . . . , m,
where each yi is equal to:
(
1
if xi belongs to the first class
yi =
,
−1 if xi belongs to the second class

(1)

(2)

Once the training phase is over, the decision function,
namely signum function, is defined as follows:
zi = sgn(w, xi − b),

(3)

where w is the normal vector of the large margin classifier,
b is the offset from the hyperplane, and z is the output vector
which describes the attribution to one of the two classes.
There are two possible cases for the application of SVMs:
the instances can or cannot be divided by a linear function. If
the instances are not linearly divisible, a transformation called
kernel trick [16] is applied. This trick consists of mapping
non-linearly the input space into a higher dimensional feature
space, where the algorithm can create a linear divider.

b) Random Forest: the Random Forest (RF) is a supervised learning algorithm used for both classification and
regression problems, composed of an union of Decision
Trees [17] which are populated during the training phase. RF
consists of a root node, internal nodes (the so-called split
nodes), and leaf nodes. Each class predicted by the algorithm
corresponds to a leaf node. The assignment of an element
to a class is made by a majority voting. RF performs well
under noise or overfitting conditions, which are very common
problems in ML.
c) k-Nearest Neighbour: k-Nearest Neighbour (KNN)
algorithm is a non-parametric algorithm [18] used for both
classification and regression problems. The KNN algorithm
assumes that similar things exist in close proximity. In other
words, similar things are near to each other. In fact, the
classification is based on the characteristics of objects close to
the one considered using specific distance metrics, in general,
the Euclidean distance. The Euclidean distance is defined as
follows:
v
u n
uX
(4)
D = t (xi − pi )2 ,
i=1

where xi and pi are the components of n-dimensional
vectors. Once the distance between the considered point and
all the others is calculated, the class of the considered point
is assigned as the most frequent among the first k points with
the smaller distance.
B. Unsupervised Algoritms
a) One-Class SVM: the One-Class Support Vector Machine (OCSVM) [19] is a special case of the conventional
SVM. OCSVMs are trained using only one class representing
the normal behavior. Specifically, the OCSVM is a One-Class
Classification (OCC) method. OCCs try to identify objects
of a specific class among all objects by creating a decision
boundary. To do this, the OCSVM model is primarily trained
with a set of elements containing only the objects of the
specific class. Thus, having all the training elements with
the same label is equivalent to having no labeled elements.
For these reasons, the OCSVM is considered an unsupervised
learning model [20], [21].
Once the OCSVM model is trained with the normal class,
it is able to infer the properties of the normal elements and
from these properties, it can predicts which elements do not
belong to the normal class. The elements that do not belong
to the normal class are called outliers.
b) Autoencoder: Autoencoders (AEs) [22] are fullyconnected neural networks trained to reconstruct their input
training sets. The AEs learn a “compressed representation”
of the input (could be an image, text sequence, etc.) automatically, by first compressing the input (encoder) and
decompressing it back (decoder) to match the original input.
An AE network consists of three parts: one input, one output,
and one (or more) hidden layer. While the input and output
layers need to be of the same size, the size of the hidden

layer can be adapted to the use case. Over the last couple
of years, this kind of neural network is getting popularity
in real-world problems, including the anomaly detection. In
fact, an AE trained on a test set X gains the capability to
reconstruct unseen instances from the same data distribution
as X. This kind of detection is called Reconstruction-based
detection [23]. If an instance does not belong to the concepts
learned from X, then we expect the reconstruction to have a
high error. The Reconstruction Error (RE) of the instance x̄ for
a given AE can be computed by taking the Root Mean Squared
Error (RMSE) between x̄ and the reconstructed output ȳ. The
RMSE between two vectors is defined as:
r Pn
2
i=1 (xi − yi )
,
(5)
RM SE(x̄, ȳ) =
n
where n is the dimension of the input vectors. Threshold
selection is a crucial point in the development of AE. A too
high threshold may increase the number of false negatives,
while a too low threshold may increase the number of false
positives. In our case, the AEs are trained with only normal
class, so the threshold selection approach is based on the
one used in [24]. A 20% validation set is extracted from the
training set (which contains only normal elements), and after
having trained the neural network, the maximum among the
REs on the validation set is set as the threshold value.

is set to 1. We perform the evaluation on a laptop with the
following specifications:
• CPU: Intel(R) Core(TM) i7-3537U 2.00GHz x 4.
• RAM: 10GB DDR3.
• Operative System: Ubuntu 18.10 64-bit.
B. Evaluation Metrics
For the evaluation of the ML-based algorithms for anomaly
detection, we use the following metrics:
• Accuracy: represents the fraction of correct predictions
of the model under consideration. In the binary classification case, the accuracy is defined in terms of positives
and negatives as follows:
TP + TN
,
(6)
TP + TN + FP + FN
where TP = True Positives, TN = True Negatives, FP =
False Positives, and FN = False Negatives.
F1-Score: is a metric used to evaluate a classification
by taking in consideration both precision and recall as
follows:
precision · recall
F1 = 2 ·
,
(7)
precision + recall
ACC =

•

where:
precision =

V. E VALUATION AND R ESULTS
In this Section, we discuss the implementation details of
the ML algorithms in Section V-A and the evaluation metrics
used to compare the ML-based anomaly detection algorithms
in Section V-B. Then, we describe the results obtained from
the experiments in Section V-C.
A. Implementation Details
To perform the evaluation, we split each dataset in 80%
for training and 20% for the detection test. In the case of the
unsupervised algorithm, we exploit a semi-supervised learning
method for the training. This means that the models are trained
with the subset of normal elements extracted from the training
set. In order to implement the SVM, RF, KNN, and OCSVM
algorithms, we use the Scikit-learn library [25] for Python.
Given a training set Xtrain and the corresponding labels
ytrain , all the estimators classes in the Scikit-learn library
implement a fit(Xtrain , ytrain ) method to fit the model,
which in the case of unsupervised algorithms, such as the
OCSVM, take only the Xtrain value. To classify the unlabeled observations Xtest , the Scikit-learn library implements
the method predict(Xtest ), which returns the predicted
labels ŷtest . To implement the AE neural network, we use
the Keras [26] library. One of the main difficulties in the
implementation of neural networks concerns the parameters
tuning task. The AE model implemented is composed of an
input layer and an output layer with the same dimension of
the features number. The number of neurons in hidden layers
is half of the input and output layers’ neurons. In the case of
ds2, where there is only one feature, the number of neurons

TP
,
TP + FP

recall =

TP
. (8)
TP + FN

C. Results
In Table I, we present the results obtained for the MLbased anomaly detection algorithms for the datasets under
consideration. The dataset ds1 contains the recording of all
the sensor data, while ds2 contains the data of only the sensor
LIT-101, which is the one under attack. The results show that
all the algorithms, except for the AE, perform better in the case
of ds1, that represents the derived dataset characterized by all
the sensors values. This means that the attack against the LIT101 sensor also affects the state of the other sensors, which
contributes to the identification of the malicious behavior.
Furthermore, RF and KNN obtain a detection score of 1.0
on ds1, which means that their detection approaches are very
efficient on this data. Also SVM performs well on this dataset,
it fails to identify only one element, meaning that the data
can therefore be separated from a hyperplane. OCSVM proves
to be a discrete algorithm, achieving worse performance than
supervised algorithms, but better than AE. Again, the result
underlines the divisibility of the data by the hyperplane, which
is able to better categorize the data compared to the RE-based
approach. In fact, the F1-score of AE on ds1 is null, this means
that none of the malicious elements have been recognized. In
the case of ds2, that is in the dataset in which only the sensor
under attack is considered, the performances are generally
worse. This is due to the fact that the information obtained
from the sensors under attack is not sufficient to identify the
malicious behavior. We show the graphical representation of
the Accuracy for all the algorithms in Figure 3, while the
representation of the F1-Score is in Figure 4.

Dataset
Algorithm\Metric
SVM
RF
KNN
OCSVM
AE

ds1
Accuracy F1-Score
0.9963
0.9868
1.0
1.0
1.0
1.0
0.8465
0.9024
0.8539
0.0

ds2
Accuracy F1-Score
0.9242
0.6238
0.9371
0.7069
0.9316
0.6782
0.8428
0.9050
0.9168
0.5710
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Fig. 4. F1-Score representation for ML-based anomaly detection algorithms.
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Fig. 3. Accuracy representation for ML-based anomaly detection algorithms.

In order to investigate the lower scores obtained by all
the algorithms on ds2 with respect to ds1, we analyze the
RE of AE on this dataset. The analysis of the RE allows to
easily visualize the distance of the elements of the test set,
with respect to the compressed representation of the training
set memorized during the AE training phase. The results are
shown in Figure 5. Since AE is trained with only elements
labeled as normal, when a prediction is performed on the test
set, elements close to the normal ones will have a low RE
value, while a high RE value will be obtained for abnormal
elements.
Figure 5 shows that elements are labeled as malicious even
if the physical state of the device LIT-101 has not yet begun to
vary and therefore it is still considered normal. Consequently,
the low accuracy score is caused by a labeling shortcoming of
the dataset. This involves a low F1-score despite the correct
use of the algorithm. This problem is caused by the fact that
the starting point of the malicious labeling was set at the attack
start time, instead of the instant when data started to vary. This
problem, although displayed on AE, also appears for the other
algorithms in the case of the ds2 analysis.
D. Discussion on ML-based anomaly detection algorithms for
ICS security
Considering the results obtained, we identified that the
algorithms using supervised learning have generally better
performance than the unsupervised ones. This is given by the
fact that the supervised algorithms use a priori knowledge
given by the labeling of the dataset. On the contrary, the
unsupervised algorithms do not use any kind of information,
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Outliers
0.08
Threshold
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0.04
0.02
0.00
3500 4000 4500 5000 5500 6000
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Reconstruction error
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1.00

1.00
F1 Score

TABLE I
T HE RESULTS OF THE ML- BASED ANOMALY DETECTION ALGORITHMS ON
THE DATASETS .

Fig. 5. Autoencoder Reconstruction Error on ds2.

but instead, they look for latent information in the data in order
to find common characteristics. The supervised approach has a
fundamental limitation: it necessarily requires labeling of the
dataset to perform the model training. After a more accurate
analysis of the AE results, we note that there is a labeling
problem related to the dataset (the problem also appears in the
other algorithms). In fact, data with values equal to normal are
also labeled as anomalous, thus leading to a low F1-Score and
then the presence of many FNs elements.
As shown in the experiments, machine learning techniques
can be very powerful in anomalies identification. In the ICS
environments, communications between different devices are
characterized by a polling time, and therefore are constant and
repeated. The use of intelligent and self-adaptive techniques
allow to identify anomalies even where a human fails, especially when the amount of data to be managed is huge.
VI. C ONCLUSIONS
In this paper, we evaluated ML-based algorithms for
anomaly detection in industrial control networks. Specifically,
we analyzed supervised and unsupervised approaches using
datasets extracted from the SWaT testbed. The tests performed
show the potentials and the limitations of supervised and
unsupervised algorithms applied for anomaly detection on ICS
networks datasets.
For future work, we will implement the ML-based approaches identified on ad hoc ICS simulation networks and

real ICS testbeds to deepen the analysis and develop effective
anomaly detection systems.
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