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LOCARD: R&D for detecting deviant online 
behaviour
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#whoami

{
"name": "Constantinos",
"surname": "Patsakis",
"organisation": [{
"affiliation": "University of Piraeus",
"role": "Associate professor"

}, {
"affiliation": "Athena Research Center",
"role": "Adjunct researcher"

}],
"expertise": ["security", "privacy", "cryptography", 

"cybercrime"],
"email": "kpatsak@gmail.com",
"webpage": "https://www.cs.unipi.gr/kpatsak"

}
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Agenda

 Research and tools for detecting deviant online behaviour from the 
LOCARD project

 Mainly focused on NLP
 Results
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Challenge

 NLP methods have made huge steps forward and present very good 
results when handling large chuncks of data

 What happens with short messages?
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Emojis

 When we exchange messages, is it always verbal?
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Grooming detection

 We collected a large dataset from online chats where grooming was 
performed and synthesized a filter to detect such behaviours

 Dataset available for researchers and LEAs: 
https://zenodo.org/record/3560365

 Analysis and results:  
 Nikolaos Lykousas and Constantinos Patsakis. Large-scale analysis
of grooming in modern social networks. Expert Systems With 

Applications, pages 1–1, 2021

https://zenodo.org/record/3560365
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Grooming detection (topic detection)
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Online marketplaces

 Darkweb marketplaces are known for what is being sold
 What about the surface web?
 What if there is no search option in the marketplace?
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What’s on sale?
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What’s on sale?
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What’s on sale?
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What’s on sale?
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Short texts

},
"price": 10,
"currency": "USD",
"stock_warning": 0,
"type": "service",
"stock": 9223372036854775807

}, {
"id": "bdkYlhF",
"title": "5.7M Facebook Profiles w\/Email",
"image": {

"url": "https:\/\/s3-storage.shoppy.gg\/shoppy-
gg\/product_images\/8ew6yoHYJqti4pnH8nxyl1Hf23LKwaRAIC8kmQFQ.png",

"path": "product_images\/8ew6yoHYJqti4pnH8nxyl1Hf23LKwaRAIC8kmQFQ.png"
},
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Find users

 Correlate blackhatworld & cracked.to usernames and signatures
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Extract topics
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Contact Us
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Thanks for your time and patience
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