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2 Executive Summary
Digital forensics is the process of preserving, collecting, confirming, identifying, analysing, recording, and
presenting the digital evidence of a crime scene. The purpose of forensics investigators is to prosecute
criminals in court and provide the necessary set of evidence to prove criminals are guilty. However, handling
digital evidence is much more challenging than traditional evidence and it requires dedicated knowledge.
Digital forensics is applied to several disciplines, which differ according to the domain of evidence: computer
forensics, network forensics, mobile forensics, cloud forensics, digital image forensics, digital video forensics,
streaming services forensics.
The LOCARD project aims to provide a holistic platform for chain of custody assurance along the forensic
workflow, a trusted distributed platform allowing the storage of digital evidence metadata in a blockchain.
Among the different sources of digital evidence, LOCARD focuses on the ones associated to mobile devices,
cloud systems and streaming services. Thus, the purpose of D4.1 is to provide the necessary background
information about the state-of-the-art in digital forensics, with particular focus on mobile, cloud and
streaming services forensics. Starting with a general overview about digital forensics and the lifecycle of
digital evidence, we then introduce the different challenges (e.g., technical, legal) and conclude with the
security and privacy issues, together with research directions we will follow during the project, also referring
to the legal problems related to the admissibility of digital evidence and to the use of digital evidence in the
Courtroom.
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3 Glossary
ABE: Attribute Based Encryption
adb: Android Debug Bridge
AN: Analysis Nodes
API: Application Program Interface
B2MDF: Blockchain-Based Malware Detection Framework
BTS: Base Transceiver Station
C2: Command-and-Control
CB-MMDE: Consortium Blockchain for Malware Detection and Evidence Extraction
CC: Cloud Controller
CDR: Call Data Records
CP-ABE: Ciphertext-Policy Attribute-Based Encryption
CPSs: Cyber-Physical Systems
CSPs: Cloud Service Providers
DCO: Device Configuration Overlay
DFS: Deniable file systems
DFU: Device Firmware Upgrade
DNS: Domain Name Server
eMMC: Embedded MultiMediaCard
FCC: Forensic Cluster Controller
FDE: Full Disk Encryption
FFSN: Fast-Flux Service Networks
GDPR: General Data Protection Regulation
HPA: Host Protected Areas
ICT: Information and Communication Technology
IDS: Intrusion Detection Systems
IoT: Internet of Things
IPFS: InterPlanetary File System
KASLR: Kernel Address-Space-Layout-Randomization
MFT: Master File Table
MLATs: Mutual Legal Assistance Treaties
MMU: Memory Management Unit
OTP: One Time Passwords
PDE: Plausibly Deniable Encryption
PPI: Protection of Personal Information
PwC: PricewaterhouseCoopers
SLA: Service Level Agreement
SMM: System Management Mode
SMS: Short Mesputing Base
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SoC: system-on-chip
TCB: Trusted Comorking
TPM: Trusted Platform Module
U.N.: United Nations
VMI: Virtual Machine Introspection
VMM: Virtual Machine Monitor
VMs: Virtual Machines
VPN: Virtual Private Netwsage Service
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4 Introduction
Background. The term forensic science involves forensic (or forensis, in Latin), which means a public
discussion or debate. In a more modern context, however, forensic applies to courts or the judicial system.
Combine that with science, and forensic science means applying scientific methods and processes to solving
crimes. From the 16th century, when medical practitioners began using forensic science to writings in the late
18th century that revealed the first evidence of modern pathology, to the formation of the first school of
forensic science in 1909, the development of forensic science has been used to uncover mysteries, solve
crimes, and convict or exonerate suspects of crime for hundreds of years. The extraordinary scientific
innovations and advancements in forensic science have allowed it to become a highly developed science that
involves a number of disciplines and thousands of forensic scientists specializing in everything from DNA and
botany to dentistry and toolmarks. Forensic science, also known as criminalistics, can also be defined as the
application of science to criminal and civil laws, mainly—on the criminal side—during criminal investigation,
as governed by the legal standards of admissible evidence and criminal procedure.
Forensic scientists collect, preserve, and analyse scientific evidence during the course of an investigation.
While some forensic scientists travel to the scene of the crime to collect the evidence themselves, others
occupy a laboratory role, performing analysis on objects brought to them by other individuals. In addition to
their laboratory role, forensic scientists testify as expert witnesses in both criminal and civil cases and can
work for either the prosecution or the defence. While any field could technically be “forensic”, certain
sections have developed over time to encompass the majority of forensically related cases. Forensic science
is a combination of two different Latin words: forensic and science. The former, forensic, relates to a
discussion or examination performed in public. Because trials in the ancient world were typically held in
public, it carries a strong judicial connotation. The second is science, which is derived from the Latin word for
'knowledge' and is today closely tied to the scientific method, a systematic way of acquiring knowledge.
Taken together, then, forensic science can be seen as the use of the scientific methods and processes in crime
solving.
Requirements. The field of forensic science draws from a number of scientific branches, including physics,
chemistry, and biology, with its focus being on the recognition, identification, and evaluation of physical
evidence. It has become an essential part of the judicial system, as it utilizes a broad spectrum of sciences to
achieve information relevant to criminal and legal evidence.
Forensic science may prove the existence of a crime, the perpetrator of a crime, or a connection to a crime
through the:
l Examination of physical evidence
l Administration of tests
l Interpretation of data
l Clear and concise reporting
l Truthful testimony of a forensic scientist
Forensic science has become an integral part of many criminal cases and convictions, with objective facts
through scientific knowledge serving both defence and prosecution arguments. The testimony of forensic
scientists has become a trusted component of many civil and criminal cases, as these professionals are
© 832735 LOCARD Project Partners
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concerned not with the outcome of the case; their objective testimony is purely based on scientific facts.
Forensic scientists perform both physical and chemical analyses on physical evidence obtained by crime
scene investigators and law enforcement officials at the crime scene. These scientific experts use microscopic
examining techniques, complex instruments, mathematical principles, scientific principles, and reference
literature to analyse evidence as to identify both class and individual characteristics. Although the majority
of forensic scientists perform their jobs within the confines of the forensic laboratory or morgue, their work
may also take them outside the laboratory and to the crime scene, where they observe the scene and collect
evidence. Forensic scientists may work for local, state and federal law enforcement agencies and
government, private laboratories, and hospitals. They may also serve as independent forensic science
consultants. The forensic sciences are used around the world to resolve civil disputes, to justly enforce
criminal laws and government regulations, and to protect public health. Forensic scientists may be involved
anytime, scientific analysis is needed to find the truth and to seek justice in a legal proceeding. Forensic
science is the application of sciences such as physics, chemistry, biology, computer science and engineering
to the matters of law. Forensic science can help investigators understand how blood spatter patterns occur
(physics), learn the composition and source of evidence such as drugs and trace materials (chemistry) or
determine the identity of an unknown suspect (biology). Forensic science plays a vital role in the criminal
justice system by providing scientifically based information through the analysis of physical evidence. During
an investigation, evidence is collected at a crime scene or from a person, analysed in a crime laboratory and
then the results presented in court. Each crime scene is unique, and each case presents its own challenges.
Due to the highly complex field of forensic science, forensic scientists are most often skilled in a particular
area of forensic science, such as latent prints, questioned documents, trace evidence, or firearms, just to
name a few.
Forensic scientists may be divided into three major groups:
l Forensic Pathologists: These include medical examiners and other professionals who oversee
autopsies and clinical forensic examinations
l Forensic Scientists: These include forensic professionals working in law enforcement, government,
or private forensic laboratories who are responsible for dealing with any number of specific tests and
analyses, such as toxicology, ballistics, trace evidence, etc
l Associated Scientists: These include scientific professionals lending their knowledge to forensic
science, such as forensic odontologists, forensic botanists, forensic anthropologists, etc. These
scientists apply their knowledge to the forensic science field as to provide investigators with crucial
information regarding everything from bite marks to insect infestation on the postmortem body

5 Digital Forensics
Digital forensics is the process of preserving, collecting, confirming, identifying, analysing, recording, and
presenting crime scene information. Wolfe defines digital forensics as “A methodical series of techniques and
procedures for gathering evidence, from computing equipment and various storage devices and digital
media, that can be presented in a court of law in a coherent and meaningful format”. According to a definition
by NIST, computer forensics is an applied science to identify an incident, collection, examination, and analysis
of evidence data. While doing so, maintaining the integrity of the information and strict chain of custody for
the data is mandatory. Several other researchers define computer forensics as the procedure of examining
computer system to determine potential legal evidence. Digital forensics has become an important tool in
© 832735 LOCARD Project Partners
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the identification of computer-based and computer-assisted crime. They are ubiquitously utilised within law
enforcement to investigate electronic media and increasingly within organisations as part of their incident
response procedures. Digital Forensics has currently become an important part of many investigations.
Digital Forensics tools are now used on a daily basis by examiners and analysts within local, state and Federal
law enforcement; within the military and other US government organisations; and within the private “eDiscovery” industry. Developments in forensic research, tools, and process over the past decade have been
very successful and many in leadership positions now rely on these tools on a regular basis, frequently
without realizing it. Moreover, there seems to be a widespread belief, buttressed by portrayals in the popular
media, that advanced tools and skilful practitioners can extract actionable information from practically any
device that a government, private agency, or even a skilful individual, might encounter.
Major challenges in digital forensics. The growing size of storage devices means that there is frequently
insufficient time to create a forensic image of a subject device, or to process all of the data once it is found.
The increasing prevalence of embedded flash storage and the proliferation of hardware interfaces means
that storage devices can no longer be readily removed or imaged. The proliferation of operating systems and
file formats is dramatically increasing the requirements and complexity of exploitation tools and the cost of
tool development. While previous cases were limited to the analysis of a single device, more and more cases
now require the analysis of multiple devices followed by the correlation of the found evidence. Pervasive
encryption [1] means that even when data can be recovered, it frequently cannot be processed. Using the
cloud for remote processing and storage, and for splitting a single data structure into elements, means that
data or code cannot even be found. Malware not written in a persistent storage requires an expensive RAM
forensics. Legal challenges increasingly limit the scope of forensic investigations. Today’s examiners
frequently cannot obtain data in a forensically sound manner or process that data to completion once they
obtain it. Evidence, especially exculpatory evidence, may be routinely missed. These problems are frequent
for forensics examiners working with cell phones and other mobile computing platforms. There are
thousands of cell phone models in use around the world, with five major operating systems (Android, Apple,
Blackberry, Windows Mobile, Symbian), more than a dozen proprietary systems, and more than 100,000
downloadable applications. There are dozens of standard cell-phone connectors and chargers. It is vital for
forensics examiners to be able to extract data from cell-phones through a systematic procedure, as mobile
phones are a primary tool for criminals and terrorists, but there is no standard way to extract information
from cell phones. While some manufacturers are rumoured to provide assistance to some law enforcement
organisation, in many cases it is impractical to involve manufactures due to time, cost, or security concerns.
The NIST Guidelines on Cell Phone Forensics recommends “searching Internet sites for developers, hackers,
and security exploit information” when confronting a cellphone that is password-protected [2]. Similar
problems concerning diversity and data extraction apply also to the telecommunications' equipment, video
game consoles and even eBook readers. These last two pose the additional problem regarding the techniques
used to protect the intellectual property, which also make these systems resistant to forensic analysis. Yet,
all of these systems have been used as the instrument of crimes and may contain information vital to
investigations. The inability to extract information from devices in a clean and repeatable manner also means
that it is not possible to analyse these devices for malware or Trojan horses. For example, the persistent
memory inside GPUs, RAID controllers, network interfaces, and power-management co-processors is
routinely ignored during forensic investigations, even though it can be utilised by attackers. The vast size of
today’s storage devices means that time-honoured and court-approved techniques for conducting
investigations are becoming slower and more expensive. Systems and individuals of interest can easily have
© 832735 LOCARD Project Partners
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more storage than the police crime lab responsible for performing the analysis. Encryption and cloud
computing both threaten forensic visibility, and both in almost the same way. No matter whether critical
information is stored in an unidentified server somewhere in the cloud or stored on the subject shard drive
inside a TrueCrypt volume, these technologies deny investigators the access to the case data. Cloud
computing in particular may make it impossible to perform basic forensic steps of data preservation and
isolation on systems of forensic interest. In recent years, there has been a substantial interest in RAM-based
forensics to defeat encryption and to find malware that is not written into the persistent storage. RAM
forensics can capture the current state of a machine in a way that is not possible using disk analysis alone.
However, tools for RAM digital forensics are dramatically more difficult to be created than disk tools. Unlike
the information written on the disk, which is stored with the intention to be read back in the future, possibly
by a different program, the information in RAM is only intended to be read by the running program. As a
result, there is less reason for programmers to document data structures or conserve data layout from one
version of a program to another. Both factors greatly complicate the task of the tool developer, which
increases tool cost and limits functionality. Training is a serious problem facing organisations that deliver
forensic services. There is a lack of complex, realistic training data, which means that most classes are taught
with either simplistic manufactured data or live data. Live data cannot be shared between institutions,
resulting in dramatically higher costs for the preparation of instructional material. As a result, many
organisations report that it typically takes between one and two years of on-the-job training before a newly
minted forensics examiner is proficient enough to lead an investigation. Finally, a variety of legal challenges
makes the process of computer forensics more complicated, time-consuming, and expensive. In US v.
Comprehensive Drug Testing1 the Court wrote dicta that ran counter to decades of digital forensics practice
and has dramatically limited the scope of federal warrant searches. Equally, problematic is the international
landscape: since Stoll discovered the difficulty of executing an international wiretap order [3], US law
enforcement organisations have made significant strides in their ability to work with their foreign
counterparts [4]. Nevertheless, recent attempts by academics to unravel the economics and technology of
large scale botnets indicate that cyber-criminals remain the masters of international cooperation [5].

5.1 Digital Forensics Lifecycle
The purpose of the digital forensics discipline is to provide the appropriate procedure which forensics
investigators can follow to preserve digital evidence and use it in court to prosecute cyber criminals.
As a matter of fact, this discipline has three main principles which always need to be followed:
l During the process of evidence acquisition, the original evidence should never be damaged or altered
l When used as a proof, it is mandatory to demonstrate that the examined evidence is the same as
the one which was originally collected
l Any analysis applied on a digital evidence should be accountable and repeatable
In order to prove the validity and admissibility of digital evidence, forensics investigators have to follow a
specific procedure, which involves both technological and legal aspects of forensic investigation. This
procedure is referred as “digital forensic lifecycle” and it encompasses the following steps: evidence
identification, evidence preservation, evidence collection and acquisition, evidence analysis and correlation,

1

http://cdn.ca9.uscourts.gov/datastore/opinions/2009/08/26/05-10067eb.pdf
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evidence presentation.
In any case, before being involved, the forensics investigators have to consider the following aspects: the
amount of data under investigation; the forensic tools required for the specific type of investigation; the
protection to be applied on the data to prevent misuse and tampering (i.e., guaranteeing the chain of
custody); the amount of time required to collect the data; the effort required to conduct a successful
investigation process. If all the above-mentioned points can be addressed by the investigator, he can start
working with the digital evidence by carefully following the digital evidence lifecycle. During the whole
process, the investigator keeps track of every undertaken decision and step, to be able to discuss it in the
court and to make other experts able to replicate his methodology.
Evidence identification. The first step of the digital evidence lifecycle concerns the identification of evidence.
In particular, the investigator has to consider which evidence is needed for the specific investigation process
and how much data is required to prove the crime. Then, he has to identify the potential sources of relevant
information/data, as well as their location, and determine which information will be presented in court.
Evidence preservation. As soon as the sources of relevant data are identified, the investigators have to
protect them. This is usually achieved by capturing visual images of the scene, by documenting all the relevant
information about the scene and the source of information, and by storing the data source in a protected
environment, which might be a dedicated room with an access control system.
Evidence collection and acquisition. Evidence collection from different sources is performed according to
the priority level assigned to each source. Such priority is determined by considering both the value and the
volatility of the evidence. Once the order of analysis for the data sources is determined, the acquisition
process can start. According to the United Kingdom National Police Chiefs Council, the first principle to be
considered at this point is that digital evidence should be acquired without compromising the integrity of the
data. Thus, when the imaging process (i.e., the copying of data) starts, investigators connect a write blocker
to the device, from which data is acquired, to prevent any alteration of the data. Then, the evidence collection
is carried out either through a static or through a live acquisition. In the first case, the source of information
is brought into a forensic laboratory, or into any other facility, where it is consequently analysed; in the
second case, volatile and non-volatile data is collected directly from a running system without interfering
with its normal functionalities. To guarantee the integrity of the data, a hash value is obtained from both the
original and the copied data by applying a mathematical algorithm (e.g., MD5, SHA-1, SHA256) to the digital
data, which returns a fixed-size bit string. Thus, if the data is not compromised, the hash value of the original
data and the one of the copied data match.

© 832735 LOCARD Project Partners
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Evidence analysis and correlation. As soon as the digital evidence is collected, the examination process can start.
The output of examination consists of a set of data objects found in the collected information. The purpose
of the analysis process is then to find any correlation among the data objects, reconstruct events or actions
and draw conclusions. In particular, the reconstruction might involve the identification of places, people,
items and events and how they are related towards a common conclusion. The analysis process basically
works through a multi-evidential approach of several data coming from different sources. In other words,
the analysis aims to determine whether an evidence “has the tendency to make the existence of any fact
that is of consequence for the determination of the action more probable or less probable than it would be
without the evidence”. During the analysis, the integrity of digital evidence should be guaranteed through
the so called chain of custody, which is a process to preserve the crime/incident scene and the evidence
during the lifecycle of a case.
Evidence presentation. At the end of the analysis, the investigator has to report his findings. This is achieved
through the preparation of a report, which contains techniques and methodologies followed during the
analysis, as well as the findings identified at the end of the analysis. The final report is given to a member of
a law enforcement agency in a criminal matter or a designated senior manager in a civil action. The report
should represent the evidence in a format that can be understood by the court and also so that allows
other competent examiners to replicate and reproduce the same results.

5.2 Major Investigation Areas in Digital Forensics
In this section, we describe in detail the major investigation areas addressed in LOCARD, which are namely:
mobile forensics, cloud forensics and forensics on streaming services.

5.2.1 Mobile Forensics
Similar to any forensic investigation, there are several approaches that can be used for the acquisition and
examination/analysis of data from mobile devices [6]. The type of mobile device, the operating system, and
the security settings generally dictate the procedure to be followed in a forensic setting [7]. Given that a
mobile device can serve for different purposes (e.g., personal computer, assistant, organizer, navigator,
phone) and that it may be continuously in the possession of its owner, the wealth of evidence that can be
extracted is wide reaching, possibly allowing recreating most aspects of its owner's life. A non-exhaustive list
of such evidence includes [8]: incoming, outgoing, missed call history; phone book contacts; SMS text and
other messaging content; pictures, videos, and audio files and sometimes voice-mail messages; Internet
browsing history; calendar entries; documents, spreadsheets, presentation files and other user-created data;
historical geolocation data; Wi-Fi connection information.
While smartphones and tablets represent the most comprehensive and expensive kind of mobile devices,
other specialized forms abound, including [9]: smart TV boxes, in-vehicle infotainment, navigators, e-book
readers, smart watches photo frames and gaming consoles. The typical make-up [7] is that of a batterypowered system-on-chip (SoC), with USB being a common external interface both for data/code
upload/download, and as an external power source. A RISC processor, most popularly ARM/Intel
Atom(x86)/MIPS, and a combination of volatile non-volatile memory, possibly complemented by external
flash memory, make up the remaining core components. Memory modules are the focus of digital forensics
since they are the source of digital evidence.
© 832735 LOCARD Project Partners
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State-of-the-practice mobile forensics tool-kits. Mobile device forensic tools are categorized as follows [6]:
l Acquisition level – manual: device usage; logical: OS-level method e.g. Android Debug Bridge (adb);
physical: device firmware-level e.g. vendor-specific flashing protocol, or outright hardware-level, e.g.
JTAG or chip-off. While the manual approach is best avoided due to possibly changing the state of
the device, the ability for comprehensive acquisition that does not alter the state of the device and
enable for repeatable examination is device-specific
l Forensics tool – whether the tool was originally intended for forensic acquisition, enabled with write
blocking and providing cryptographic hash-based authentication, or for device servicing/diagnostics
l Support for examination and reporting – whether the tool provides parsers for the acquired physical
images of flash memory for a range of mobile OSes, applications and file formats. Additionally, some
tools also provide convenient utilities to generate or support the creation of reports to present
findings
l Network support – in case of phones, support for various mobile telephony networks, e.g.
GSM/GPRS, CDMA, and their various generations
l Additional software/hardware availability – the availability of various device-specific vendor-specific
flashing protocol software; cables supporting a variety of device-side USB or JTAG connections,
including ones for lesser known Chinese chipsets; hardware un-lockers; as well as, network isolation
equipment needed during seizures to prevent further device state alteration originated from the
network in case of phone e.g. Faraday bags
Leading forensics tool-kits tend to compete on being comprehensive on these features, with device
acquisition and file-system/application analysis support prominently advertised. In the case of smartphones,
Call Data Records (CDR) and Base Transceiver Station (BTS) logs also provide a source of evidence related to
the seized device, but without having to extract evidence from the device itself. Rather, only the device and
subscriber-related identification are required [7]. Each CDR comprises the following information [10]:
l Originating number
l Terminating number
l Originating and Terminating IMEI (globally unique device identifier)
l Length
l Type of Service (SMS, voice or video call, data)
l Initial serving BTS
BTS log data further allows for a more precise localization of devices using techniques such as triangulation
[11].
Mobile devices incident handling. Mobile devices nowadays, are prone to breaches as much as enterprise
network end-points, server or routers are [12], with the number one category being that of hidden apps.
These apps continue to run in the background even after its window has been closed by the user. TimpDoor
is a primary example of this sort. It can potentially turn Android devices into mobile backdoors, providing a
covert entry point to home and enterprise networks alike. Its strategy to bypass official app stores and its
use of encrypted communication increase its level of stealth.
Digital investigations involving mobile devices carried out to handle cyberattack incidents differ from ones
supporting physical crime investigations. As opposed to establishing the recent whereabouts of a missing
© 832735 LOCARD Project Partners
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person [13], cyberattack investigation must establish which malware techniques have been used to exploit
which software/hardware insecurity, and possibly the actors behind the attack [14]. However, these two
worlds do collide when malware is used to foil physical-world criminal investigations. One such example is
when the messaging functionality of a mobile device gets hijacked by a criminal/terrorist organization [15].
By using the victims' devices for communication, a covert channel of communication is created, rendering
attribution nearly impossible. The same chance of having one's device hijacked in this manner also leads to
a possible 'the Trojan did it' line of defence akin to the case of crimes involving personal computers [16].
Therefore, the importance of mobile device forensics takes on renewed importance when seen in this light.
In Android’s case, the state of-the-art mainly concerns triaging suspicious APKs from string dumps and
manifest file [7], and the subsequent execution inside a malware sandbox for automated analysis [17]. Due
to the lack of fully-fledged iOS device emulators and officially supported jail-broken devices, iOS malware
analysis is somewhat more complex. Overall, iOS malware analysis is still an under-explored topic [18].
State-of-the-art in blockchain mobile forensics. The literature in blockchain-based mobile forensics is still
poor and only few works can be found that relate mobile forensics and blockchain systems. Homayoun et al.
[19] propose a blockchain based framework for detecting malicious applications in mobile application
marketplaces. This Blockchain-Based Malware Detection Framework (B2MDF) combines static analysis and
dynamic analysis as an integrated solution for malware detection and, in most cases, decreases the false
positive rate of detection systems. Moreover, it also shares feature blocks with third parties, in order to help
anti malware vendors to provide more accurate solutions.
Another work [20] proposes a Consortium Blockchain for Malware Detection and Evidence Extraction (CBMMDE) to detect and classify malware on Android-based mobile devices through Blockchain technology. It
analyses multiple features of malware families, proposes malware feature model for Android based mobile
phones. Their methodology can effectively detect and classify known malware as well as enhance novel
malware families with a high accuracy and low computational time.

5.2.2 Cloud Forensics
Cloud forensics is a subset of digital forensics, and it designates the need for digital investigation in cloud
environments based on forensic principles and procedures. Crime investigators in cloud environments have
to deal with a number of different issues compared with network or computer investigation (digital
forensics). The most important is that the evidence can reside everywhere in the world in a virtualization
environment. There are also issues associated with jurisdiction, multi-tenancy, and dependence on Cloud
Service Providers (CSPs) that are unique to cloud forensics and makes it even more complex. According to
the NIST, cloud computing forensic science is defined as “the application of scientific principles, technological
practices and derived and proven methods to reconstruct past cloud computing events through
identification, collection, preservation, examination, interpretation and reporting of digital evidence.”
This section presents the current state-of-the-art cloud forensics solutions and their limitations. Based on the
commonality of approaches, the existing solutions are divided into a number of categorizes [21]. The details
about each of the categories is described below.
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Trust Model. In cloud forensics, for data collection, one needs to depend heavily on the CSPs. Such a level of
dependencies on CSPs inevitably affects trust and evidence integrity. Dykstra et al. [22] proposed a trust
model with six layers: Guest application/data, Guest OS, Virtualization, Host OS, Physical hardware, and
Network. They considered that the forensic acquisition activity is different at each layer. Further, they assume
that each layer requires a different amount of confidence to decide whether the layer is secure and trustworthy. For example, in Guest OS layer, one requires trust in Guest OS, hypervisor, host OS, hardware, and
network layer. While, in network layer, one requires trust in only the network. Examiners can examine
evidence from different layer to ensure the consistency of the digital evidence. For forensic examination, we
need to choose the appropriate layer, which depends on the data available in the layer and trust in the
available data [23]. Wolthusen [24] suggested an interactive evidence presentation and visualization
mechanism to overcome the trust issue. Ko et al. [25] proposed TrustCloud – a trust preserving framework
for cloud.
Integrity Preservation. Integrity preservation of digital evidence is a crucial step in cloud forensic
investigation. Without integrity preservation, the validity of the evidence will be questionable and the jury
can object about it. Generating a digital signature on the collected evidence and then checking the signature
later is one way to validate the integrity. As data is distributed among multiple servers, this procedure is not
simple, rather quite complicated. However, cloud researchers proposed some mechanisms to generate and
check the signature of distributed cloud data. Major limitations of the traditional signature detection based
techniques are that they are not efficient and appropriate due to the distributed nature of cloud computing.
To overcome the limitations, Hegarty et al. also proposed a distributed signature detection framework that
will facilitate the forensic investigation in cloud environment. In the proposed framework, the first step is to
send a list of target buckets to the Forensic Cluster Controller (FCC), along with a file containing the target
MD5 hash values. The FCC then initializes and queries to Analysis Nodes (AN) for getting the number of files
contained in targeted bucket. Upon receiving the round one signature file from FCC, each AN retrieves the etags of the bucket. The signatures in the round one signature file are compared with the signatures generated
from the etags by the AN. After getting feedback from all ANs, FCC terminates the ANs. They tested their
framework in two ways – using Amazon S3 and by emulating a cloud platform. They achieved zero false
positive and false negative rate and found significant improvement in terms of data required at AN.
Logging. In forensic investigations, log information is vital. Many researchers have explored logging in the
context of a cloud. In one such work [26], the researcher proposed a log management solution to solve some
logging related challenges. In the first step of the proposed solution, logging enabled all infrastructure
components to collect logs. The next step is for establishing a synchronized, reliable, bandwidth efficient,
and encrypted transport layer to transfer log from the source to a central log collector. The final step deals
with ensuring the presence of the desired information in the logs. According to the author, in order to get
the answer of what to log, when to log, how to log, the timestamps record, application, user, session ID,
severity, reason, and categorization of log is essential. Further, the author recommended syntax for logging,
which was represented as a key-value pair and used three fields to establish a categorization schema – object,
action, and status. The author implemented an application logging infrastructure at a SaaS company, where
he built a logging library that can be used in Django. This library can export logging calls for each severity
level, such as, debug, info, error, and others. For logging in JavaScript layer, he built an AJAX library to store
the logs in server side. Then he tuned the Apache configuration to get the logs in desired format and to get
the logs from load balancer. For logging the back-end operations, he used Log4j as the backend was built in
Java. While there are several advantages to this approach, this work does not provide any solution about
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logging network usage, file metadata, process usage, and many other important evidence, which are
important for forensic investigation in IaaS and PaaS models.
In another work [27], to facilitate logging in clouds, the researchers proposed logging provided by the OS and
the security logs. In order to investigate digital forensics in cloud, they set up cloud computing environment
by using Eucalyptus. Using Snort, Syslog, and Log Analyzer (e.g., Sawmill), they were able to monitor the
Eucalyptus behaviour and log all internal and external interaction of Eucalyptus components. For their
experiment, they launched a DDoS attack from two virtual machines and analysed bandwidth usage log and
processor usage log to detect the DDoS attack. From the logs in /var/eucalyptus/jetty-request-05-09-xx file
on Cloud Controller (CC) machine, it is possible to identify the attacking machine IP, browser type, and
content requested. From these logs, it is also possible to determine the total number of Virtual Machines
(VMs), controlled by a single Eucalyptus user and VMs communication patterns. Their experiment shows that
if the CSPs come forward to provide better logging mechanism, cloud forensics will be benefited greatly. Birk
and Wegener [28] designed a read only API for accessing necessary logs from all the three cloud service
model, i.e., SaaS, PaaS and IaaS. By using the API, a user can provide valuable information to investigators. In
order to protect log data from possible eavesdropping and altering action, user can encrypt and sign the log
data before sending it to the central server.
Solution of Legal Issues. At present, there is a significant gap in the existing Service Level Agreement (SLA)
for legal issues, which neither defines the responsibility of CSPs at the time of some malicious incident, nor
their role in forensic investigation. Many researchers provided importance on sound and robust SLA between
CSPs and customers [29, 28]. In order to solve legal issues, the CSP should build a long-term trust relationship
with customers. A robust SLA should state how the providers deal with the cyber crimes, i.e., how and to
which extent they help in forensic investigation procedure. In this context, another question can come – how
one can be sure of the robustness of a SLA. To ensure the quality of SLA, a trusted third party cloud an option.
To overcome the cross border legislation challenges, Biggs and Vidalis [29] proposed an international unity
for introducing an international legislation for cloud forensics investigation. By implementing a global law
throughout the world, the investigation procedure can be made smooth enough to complete in a time limit.
Virtual Machine Introspection. Virtual Machine Introspection (VMI) is the process of externally monitoring
the runtime state of VM from either the Virtual Machine Monitor (VMM), or from some VM other than the
one being examined. Here, runtime state is referred to processor registers, memory, disk, network, and other
hardware-level events. By this process, a live forensic analysis of the system can be executed, while keeping
the target system unchanged. Hay and Nance [30] revealed that if a VM instance is compromised by installing
some rootkit to hide the malicious events, it is still possible to identify those malicious events by performing
VMI. They used an open source VMI (later renamed as LibVMI) library, Xen (VIX) suite to perform their
experiment.
Continuous Synchronization. In order to provide the on demand computational and storage service, CSPs do
not provide persistent storage to VM instance. Due to this fact, if VM is turned off or reboot, all the data
stored in the VM eventually lost. To overcome the problem of volatile data, one possible solution is the
continuous synchronization of the volatile data with a persistent storage. There are two possible ways of
continuous synchronization, i.e., (i) through a dedicated API (for customers), (ii) through a synchronization
mechanism by the CSPs.
Trusted Platform Module (TPM). To preserve the integrity and confidentiality of the data, many researchers
proposed TPM as the solutions [31, 32]. Main advantage of TPM is that it ensures machine authentication,
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hardware encryption, signing, secure key storage, and attestation. Further, TPM provide the integrity of the
running virtual instance, trusted log files, and trusted deletion of data to customers. However, TPM is not
totally secure and it is possible to modify a running process without being detected by TPM. Moreover, at
present, CSPs have heterogeneous hardware and few of them have TPM. Hence, CSPs cannot ensure a
homogeneous hardware environment with TPM in near future.

5.2.3 Forensics on Streaming Services
The demand for images and videos of child abuse existed long before the internet entered our homes, but
there is no denying that the speed of modern communications and the proliferation of cheap, easy to use
devices through which relatively anonymous files and messages can be shared is providing easier access to
child abuse images and spreading the problem quicker and further afield than ever before. The internet
allows for unprecedented growth in various other fields of communication, too. While in some respects this
is undeniably a positive thing – we have more access to worldwide news than ever before, and people in
oppressive political regimes have more of a chance to communicate with the rest of the world. However, a
challenge facing law enforcement is the increased use of live streaming to share video of child abuse.
Unfortunately, live streaming is much more difficult to discover once the stream has ended, and a fast
response from law enforcement is necessary. The streaming is often not recorded, making it a form of real
time abuse and also ensuring that no evidence remains. An additional challenge in identifying and disrupting
such rings is that the real time monitoring of streams presents policing, legal, and technical challenges
particularly across many geographical and jurisdictional boundaries, as offenders use many layers of
anonymity online, encryption and multi-passwords, and in this way are often able to avoid detection.
Acts of video streaming (whether live or the replay of pre-recorded hosted content) can be associated with
a number of potential offences and where a suspect's device has been seized, forensic analysis may be
required to identify any potential streamed content. Whilst Internet history records may in some instances
provide a pointer to a hosted video that has been accessed, this may not always be effective at identifying
any streamed content. Where a video has since been removed by a provider (no longer accessible online by
a practitioner for verification of content), locally cached stream data (providing it can be interpreted) may be
the only source of information remaining to identify a streams content and context. Furthermore, offences
involving indecent imagery, the identification, and recovery of imagery left behind by a stream on a local
device may facilitate a charge of possession or making indecent imagery under English law (see Protection of
Children Act 1978 and Criminal Justice Act 1988). Extremist video content has also attracted regulatory
interest and response, with the United Kingdom Home Secretary Amber Rudd seeking to impose stronger
penalties on those who repeatedly view terrorist material online in an attempt to strengthen existing
regulation under areas such as section 58 of the Terrorism Act 2000 [33].
Regarding the forensic examination of the impact and recovery of streamed video on a local device, limited
information exists. G. Horsman et al. [34] provide one of the first commentaries in this area, and aims to
support those carrying out investigations of this type to ensure effective evidence recovery and
interpretation. In doing so, their work addresses the following questions: (i) Is streamed video content stored
on a local device when viewed?, and (ii) if so; a) Can streamed video content be recovered and viewed? b) Is
it possible to determine how much of a video has been viewed?
Within the confines of their article, the following two case studies were presented, an examination of
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YouTube and Facebook Live video streams.
Streaming platforms are likely to continue to pose regulatory issues with future incidents of abuse almost
certain to be reported. In response to such incidents, digital forensics practitioners will likely be tasked with
effectively reconstructing streamed data to establish the presence of policy/law breaching material. G.
Horsman et al. [34] offer an introductory case study on the forensic processing of cached video stream data
in the Chrome web browser to support forensic practitioners. The rebuilding of video stream fragments has
been demonstrated in order to produce a viewable video clip of locally buffered data. Whilst only two
streaming services have been analysed, it is hoped that the examination methodologies and considerations
presented are applicable to a forensic analysis of other streaming services and web browser caches, which
requires future analysis to determine. However, this work provides an indication of the need to consider the
possibility of analysing video media files as a collective rather than relying on ‘single file viewing’ as a means
of identifying and validating video content.
Nikas et al. [35] highlighted that the security and privacy issues may arise from the usage of a widespread
multimedia service, namely the streaming service. Users of such systems worldwide are exposed to
numerous threats, ranging from annoying to very serious ones, all harmful. They may further expose other
users and services to threats through their compromised machines. User experience and lack of knowledge
on systems’ security are perhaps the most important factors for making these threats real.
We believe that in future the streaming forensics should be researched by investigating the following three
possible directions. First, Chrome as a platform to access the stream has been utilized and new research must
expand analysis into both additional browser types and caching via mobile applications (mobile application
browsers and direct applications such as the YouTube app). Second, there are multiple streaming platforms,
which are in need of further testing and analysis with examples including ‘Twitch’. Finally, characteristics of
cached streams should be further examined. This includes an analysis of the persistence of cached stream
data in the browser cache and the potential for recoverability following a ‘cache clear’ should be tested. In
addition, the identification and recoverability of stream content from caches that have been subject to heavy
use require investigations.

5.3 Challenges in Digital Forensics
Digital forensics has become an important tool in the identification of computer-based and computerassisted crime. They are ubiquitously utilised within law enforcement to investigate electronic media and
increasingly within organisations as part of their incident response procedures. While forensic tools, such as
Guidance Software’s Encase and AccessData’s FTK, have come a long way in the past 15 years to incorporate
a good range of forensic functionality, well-documented challenges exist that tools have yet to be fulfilled.
Eric Holder, the then Deputy Attorney General of the United States Subcommittee on Criminal Oversight for
the Senate, classified the challenges into three categories [36]: technical challenges, legal challenges and
resource challenges. Examples of technical challenges are differing media formats, encryption,
steganography, anti-forensics, live acquisition and analysis, while examples of legal challenges consist of
jurisdictional issues and a lack of standardised international legislation. The examples of resource challenges
are volume of data, the time taken to acquire and analyse forensic media. In the following sections, we
provide a discussion on the three types of challenges defined above.
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5.3.1 Technical Challenges
5.3.1.1 Mobile Forensics
Despite the fact that most mobile devices today are fully fledged portable computers, a number of challenges
arise when it comes to using them as a source for digital evidence. Firstly, there are substantial differences
in hardware, operating systems and associated security features [9]. There is also the need to shield from
multiple communication interfaces typically supported by a single device, and which if improperly handled
could alter the state of the seized device. Overall, we find five levels of evidence extraction methods [6].
These levels in increasing order of sophistication and invasiveness are: Manual Extraction, Logical Extraction,
Hex Dump/JTAG, Chip-Off/ISP and Micro-read.
Manual extraction concerns data extraction simply through device usage. This is the least invasive method,
however it is also considered the least forensically sound given that device usage alters its state. Also, the
examination process itself may not be exactly replicated. Photographically documenting the process,
however, could be a solution. Logical extraction is carried out through file-system exploration over a USB or
network connection. This method provides investigators with access to shared app data, but not to restricted
app data unless the device is rooted/jail-broken. Also, this method may be hindered by passcode protected
devices in the case of recent mobile OS versions.
In such cases, performing a hexdump of the entire device storage may be required. This is a byte-by-byte
copy of the device’s physical memory, referred to as a hexdump. The caveat is that the only universally
available interface for this procedure is JTAG. The whole process gets cumbersome as of the get go. The JTAG
test access ports have to be located and errors in soldering the wiring (whenever header pints are sealed off)
and voltage application could outright damage the device’s main chip. Flasher boxes provide device-specific
JTAG access, an approach which has been made even more practical with the availability of multi-device
boxes, albeit with some risks to forensic soundness [37]. Ultimately, JTAG is simply a physical layer interface,
and it is up to specific chips to implement specific debugging features, which may or may not include
commands to acquire the entire flash memory and switching off the device’s security features. The next step
is to reverse the file-system from the acquired hexdump. In Android, the shift from YAFFS to Linux’s EXT filesystem [38] has started nearly a decade ago, and which somewhat simplified matters due to EXT being more
popular and better supported by forensics tools [39]. External SD cards on the other hand tend to be FAT32
formatted for compatibility reasons. This is also widely supported by existing forensic tools. IOS, on the other
hand, makes use of yet another different file-system: HFS Plus [40].
Other physical extraction techniques are even more invasive, involving cutting off memory from the chip,
known as chip-off, followed by insertion into an appropriate reader to perform the hexdump. The possibility
of damage in this case is even higher. The last method is micro-read, entailing the observation of the physical
state of the memory gates under a powerful microscope. This is the most invasive approach and the one
requiring the highest level of expertise.
All these extraction methods concern data extraction from non-volatile storage, most frequently NANDbased flash memory. These may come in the form of on-chip eMMC (NAND memory with a block I/O
abstraction layer) or external SD Cards [41]. Yet, lack of clarity in terms of exact device acquisition remains.
This is primarily due to sheer multitude of chipsets and lack of standardization on the hardware level. Device
unlocking, including Android rooting and iOS jail-breaking, is also another area of contention, but similarly
lacks clarity. From logical extraction onward, the challenges posed by the wide array of platforms becomes
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more prevalent, with a typical mobile forensics tool containing a myriad of cables, card readers and
extraction/examination software modules.
Overall, as compared to working with server/workstation disk imaging and examination tools [39] mobile
device forensics presents significant additional challenges. This is especially the case for the acquisition phase
as summarized in Figure 1. In the former case, the primary concerns typically rest with proper usage of write
blockers. Removal of Disk Host Protected Areas (HPA) and Device Configuration Overlay (DCO) may also be
critical, but easily done. On the other hand, with mobile devices, jailed/non-rooted devices combined with
passcode protection and limited storage access through logical acquisition can complicate matters
substantially. Care must also be taken to isolate devices from wireless network connectivity, since related
activity may alter the device state. Remote data wiping apps present an obvious and easy anti-forensics
method for example. Ultimately, the risk of irreversibly damaging the device remains much higher. Common
challenges with respect to encrypted disk content however remain [42]. On the upside, mobile device
acquisition avoids those issues concerning the reconstruction of a single disk view from multi-disk systems
e.g. RAID. In both cases, proper audit trailing and chain-of-custody requirements still apply.

Figure 1: The mobile device forensics process compared to server/workstation disk forensics
Android forensics. The onset of Android has somewhat facilitated matters for mobile device forensics, even
if it may also present a double-edged sword, with criminals opting for more basic or less known mobile
devices for the sole purpose of eluding investigation [43]. Overall, this scenario renders worthwhile
investigating difficult problems with Android forensics due to its wider applicability. One prominent example
is the need to bypass passcode-protected and non-rooted devices, but without resorting to bootloader
unlocking, that would otherwise cause a data wipe-out in most instances [44], and prior to resorting to JTAG.
This effort resulted in acquisition methods for Android devices that benefit from recovery partition-based
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methods [45, 46], where custom RAM disks (initrd) embellished with disk imaging tools, e.g. dd, are flashed
to the recovery partition of the device. Unlike bootloader unlocking, booting to recovery mode does not
cause data wipe-outs. The issue with different flashing protocols used by multiple devices however remains.
For non-passcode protected devices, a rooting approach not involving bootloader unlocking could provide a
more generalized method. Leveraging the slow-paced security patch deployment within the Android
ecosystem due to fragmentation [47], this method exploits the presence of a software flaw in order to obtain
a terminal (adb) session with root privileges, and hence access to all data files during logical acquisition. In
fact, popular android forensics tools tend to be equipped with a whole repertoire of device rooting exploits.
Android app reversing. Android app reversing is needed for malware forensics purposes [48], in turn
requiring an understanding of Android’s application runtime . As illustrated in Figure 2, whether dealing with
the older just-in-time compilation-based DalvikVM runtime, or the newer ahead-of-time compilation-based
ART runtime, Dalvik VM bytecode executable files (dex) are central to both [49, 50]. This situation proves
very convenient when reversing Android apps since: i) reversing apps for both runtimes can still benefit from
the same dex-centric tools, and ii) reversing dex is much simpler than having to deal with native OAT
executables, which can possibly be generated for multiple target architectures, specifically: ARM, ARM64,
x86, x86_64, MIPS, and MIPS64.

Figure 2: Dalvik bytecode (dex) is still central to both DalvikVM and ART runtimes
Stealthy device take-overs: the ultimate challenge for Android is incident handling. Stealthy take-over of one
or more device functionality poses the ultimate test for preventive and detection measures, and in turn
presents the ultimate use case for mobile device incident handling. A set of cloak-and-dagger techniques,
have been identified to pose a similar threat [51]. Through the abuse of Android's accessibility services,
malware can completely hijack the operation of benign apps. This core insecurity has been confirmed by
academic studies [52] and malware researchers alike. In one prominent example [53], malware posing as a
battery optimizer distributed via third-party app stores, social engineering is used to force users to enable an
accessibility service that subsequently hijacks authenticated PayPal sessions. Hijacks take only about 5
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seconds to complete, leaving no time for the victim to block the process or even to realise what is happening.
Even worse, since the hijack operates on already authenticated sessions, this malware can even thwart
PayPal’s two-factor authentication. A second malware functionality abuses overlays to display phishing
Google Play, WhatsApp, Skype, Viber, and Gmail credentials-related screens. In a similar fashion, Gustuff is
able to steal the victim’s money by hijacking banking apps [54]. Figure 3 illustrates the current threat scenario
posed by accessibility services abuse in conjunction with overlay or alternate methods for the attainment of
stealthy
device
hijacks
of
Android
devices.

Figure 3: Stealthy Android device take-over using cloak-and-dagger techniques.
iOS-specific challenges. In the case of iOS device, the OS’s closed-source nature and tight coupling with
iTunes-device synchronization, as well as with Mac workstation disk utilities, set the tone [40]. Logical
acquisition takes the form of iTunes device backups. Yet, this approach does not come without its own set of
challenges [55, 56, 57]. Firstly, this is a non-forensics tool, meaning that an investigator would have to take
care of not altering the device state. Secondly, passcode-protected devices produce encrypted backups by
default, thus posing yet another hurdle [58].
5.3.1.2 Cloud Forensics
Most of the technical challenges presented are mainly applicable on public clouds, while few have also
applicability on private cloud architectures. The challenges that occur in cloud forensics are stated below.
Access to evidence in logs. Logs play a vital role in an investigation. Having access to log files in order to
identify an incident is the first priority for the investigators. Collecting logs from a cloud environment is a
difficult process, given the blur nature of clouds and the multi-tenant cloud models, where a big number of
different users share the same processing and network resources [59]. The detection of logs also depends on
the service model. In PaaS and SaaS, checking system status and log files is not feasible because the client
access is completely limited to the Application Program Interface (API) or the pre-designed interface. It is just
partly applicable in IaaS cloud model as it provides the VM, which behaves almost the same as an actual
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machine [60]. On the other hand, many CSPs do not provide services to gather logs and sometimes
intentionally hide the details from customers. Researchers have already identified a number of challenges
associated with logging in cloud-based application infrastructure. According to the authors [26],
decentralization of logs, volatility of logs, multiple tiers and layers, archival and retention, accessibility of logs,
non-existence of logs, absence of critical information in logs, and non-compatible/random log formats are
the major challenges associated with cloud-based log analysis and forensics.
Physical inaccessibility in a cloud environment. Data location is a difficult task because of the geographical
distribution of the hardware devices. The established digital forensic procedures and tools assume that
physical access to the hardware is a fact [61]. However, in cloud forensics, the fact that the data to be
acquired may reside on different physical devices, which in turn are being used by multiple cloud consumers
and that the configuration of the devices may not be static, makes it almost impossible for the CSP to offer
any form of physical acquisition [62]. There is also, no possibility to seize the hardware containing data,
because the data are stored in distributed systems usually in different jurisdictions. This challenge does not
apply to any kind of geographical distribution corporation, where all the resources are located in the
company’s premises. In case an incident occurs, all the devices can be accessed immediately because they
belong to private premises, where organiza-tions have full control.
Client side identification. Evidence can be found not only in the providers’ side but also in the clients’ side
interface. In most of the scenarios, the user agent (e.g., the web browser) on the client system is the only
application that communicates with the service in the cloud. This especially holds for SaaS and PaaS scenarios
[28]. Once the perpetrator is identified, investigators need to be carefully prepared and move quickly to
collect the data as early as possible in its sterile state for forensic purposes to use as evidence [63]. In any
other case, the perpetrator could destroy data, and critical evidence could be lost. Client side evidence
identification plays a vital role in the investigation, and most of the time is difficult to acquire because of
different jurisdictions. In an exhaustive forensic investigation, the evidence data gathered from the browser
environment should not be omitted, and their collection should be carefully planned and executed.
Encryption. Many cloud customers in all three-service models store their data in an encrypted format to
protect them from criminal activities. To investigate encrypted information is not an easy task and requires
skills from the investigator, both to obtain the encryption keys and forensically analyse the information [64].
When an investigation is conducted, the encrypted data will not be useful once the encryption keys cannot
be acquired. The evidence also can be compromised if the owner of the data is the only one who can provide
the key, or if the key is destroyed. Furthermore, many CSPs are using encryption methods to store clients’
data in the cloud [65].
Cyber Forensics. Cyber forensics involve many technological challenges mainly due their operational
features. In the past, tools tended to be technology-oriented, inconveniencing non-technical users, and
lacked user-friendly, intuitive interfaces. Today, investigating simple questions such as whether two people
were in contact and which websites a person has visited still requires too much time and effort. Usually,
following complex leads result in the case being handed on to more experienced, specialized investigators.
Tool usability and reporting is an important issue because “misunderstanding that leads to false
interpretations may impact real life cases”. Furthermore, recent work has illustrated that tools still lack
standardized reporting mechanisms, and even though research has been conducted on this front, the tools
have not adopted a standard for digital evidence items. The young, incompletely explored open-source
landscape needs further inquiry as well because there is powerful functionality to be gained from tools
tested, validated, and constantly updated via communal repositories or trusted open-sourced centres. Two
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other approaches being worked on to improve tool efficiency is implementation of automation and real-time
processing technology. Triage automation is considered by some to be essential for dealing with the
increasing number of cases. The plethora of photos created every day illustrates the need for automation.
Photo doctoring is becoming commonplace yet automation of image forgery detection is still not possible
[66]. Automation could be critical in the future as instances of slander and false evidence increase. Indeed,
earlier this year a new Stegosploit tool demonstrated malicious, self-executing code could be hidden within
pictures [67]. On the other hand, mobile and flash memory devices (including video game consoles and eBook
readers) have resulted in quick evidence deletion. To combat this, memory forensics, real-time detection,
and parallel processing research has surfaced. Parallel processing would be most beneficial in these areas:
traffic generation (network models), imaging and carving processes, and development of user history
timelines [68]. Finally, it is unclear how to separate user/owner privacy and identification from thorough
investigations, and this seems to be a topic of increasing interest [69].
5.3.1.3 Forensics on Streaming Services
The key technical challenges in performing forensics on streaming services are as follows.
Identification of potentially illegal streams: while illegal streaming services may be provided from specific
providers through fixed endpoints, it is also possible to also be offered in an ad-hoc basis through different
points. Being able to do forensics analysis on streaming services requires identifying possible illegal streams
in the first place. In practice, a crawler shall process known websites where information for illegally provided
streams may be advertised in order to then collect data from those streams and forward this data for analysis.
Efficiency of video comparing techniques: different available approaches of video fingerprinting have to be
evaluated with respect to the specific domain the examined videos belong to. The accuracy of video
fingerprinting methods, with regard to detecting similar, but not identical videos, is directly related to the
content of videos and the level of differentiation between the original video and the similar one being illegally
published. Creating an automated system requires high levels of accuracy in detecting similarity of streams,
otherwise such system may become unusable.
Encrypted content: in cases where the streaming content is provided by an illegal service that has paying
customers, it is possible that the stream is encrypted and that clients already have the encryption key. If this
holds, then it is not feasible to contact forensic analysis.
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5.3.2 Legal Challenges
5.3.2.1 Mobile Forensics
As one attempts to look at the legal challenges associated with digital forensics, one can appreciate that in
the last few years there has been extensive progress in this ambit and that 64 countries2 from Europe (except
Ireland and Sweden from the European block) and around the world (except countries like Russia and
Venezuela) are signatories of the Budapest Convention3. The Budapest Convention, also known as the
Convention on Cybercrime is the first international treaty on crimes committed via the Internet and other
computer networks. This convention deals with infringements of copyright, computer-related fraud, child
pornography and violations of network security. As a document, it also includes powers and procedures such
as the search of computer networks and interception.
Its main objective, set out in the preamble, is to pursue a common criminal policy aimed at the protection of
society against cybercrime, especially by adopting appropriate legislation and fostering international
cooperation.
The Budapest Convention serves as a guideline for developing a wide-ranging national legislation against
cybercrime and as a framework for international cooperation between the signatories of this treaty. The aim
of the legislation was to provide a harmonised approach to tackling cybercrime, to date, the Convention has
been signed and entered into force by over 60 nations in Europe and around the world. A harmonised
approach is crucial to reduce the incidences of “safe havens” and facilitate effective cooperation between
global law enforcement agencies.
This Convention sets out four broad categories of offences which (set out in Chapter 2 article 1 - 10 of the
Convention) are as follows:
1.
2.
3.
4.

Offences against the confidentiality, integrity and availability of computer data systems
Computer related offences such as fraud and forgery
Content related offences – child pornography
Criminal copyright infringement

Chapter 2 Section 2 of this Convention addresses the challenges of digital investigation. The Convention sets
out the following investigative powers:
1. Expedited preservation of stored computer data
2. Expedited preservation and partial disclosure of traffic data which can identify the path through
which the communication was transmitted
3. Production order which allows authorities to compel an individual or service provider offering
services in its territory to submit subscriber information held relating to their services
4. Search and seizure of stored computer data
5. Real time collection of computer data
6. Interception of content data which includes to compel a service provider to collate or cooperate in
the collection or recording of data in real time

2
3

https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/189/signatures
https://www.coe.int/en/web/cybercrime/the-budapest-convention
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A Party to the Convention may establish jurisdiction under the Convention if the offence was committed:
1.
2.
3.
4.

in the Party’s territory
on board a ship flying the flag of the Party
on board an aircraft registered under the laws of the Party
by one of its nationals, if the offices is punishable under criminal law where it is committed or if the
office is committed outside the territorial jurisdiction of any State.

Chapter 3 of the Convention sets out the principles by which each of the Parties may assist another party
with an investigation by mutual assistance. This chapter is of crucial significance where the investigation has
a cross border element.
Article 23 sets out the general principle relating to international cooperation stating that Parties shall
cooperate with each other “to the widest extent possible”. Although a broad definition, it is not considered
to be an express statement for the principle of reciprocity.
Article 24 sets of the procedure for extradition in relation to criminal offences set out in Articles 2 to 11 of
the Convention. The wording of the article states that the offences set out in Articles 2 to 11 shall be deemed
to be included in any extradition treaty existing between the Parties. The article goes on to state that if there
is not an extradition treaty and extradition is conditional the existence of one then the Convention is the legal
basis of the extradition. Further should the Parties not make extradition conditional on the existence of a
treaty then they will recognise the offences as extraditable offences between them.
Articles 27 to 34 sets out the procedures for mutual assistance requests whereby one Party may contact
another Party to assist in an investigation. The Chapter mirrors the procedures set out in Chapter 2 of the
Conventions which may be included in the mutual assistance request.
Article 35 sets out the creation of a 24/7 network to ensure that each party has a designated point of contact
to provide immediate assistance in an investigation or a criminal offence proceeding within the scope of the
Convention and ensure the preservation of electronic data.
Though this Convention appears to be a kind of cure-all of intervention in case of cyber-crime, one cannot
avoid thinking about the potential need of cooperating with countries that are not signatories of this
convention. In such cases, there are Mutual Legal Assistance Treaties (MLATs). An example of such
agreement is the treaty between the People’s Republic of China and Malta on mutual judicial assistance in
criminal matters4. The aim of MLATs is to reflect what one finds in the Budapest Convention, but between
two specific countries rather than on a wider spectrum.
Another important legal aspect is the extended jurisdiction issue. In most crimes the jurisdiction is very much
limited with the territory or flag. As for the Cyber Crime Unit, the jurisdiction is extended to other countries.
This is indicated in Section 337E of Chapter 9, the Criminal Code of the Laws of Malta, which states as follows:
“If any act is committed outside Malta which, had it been committed in Malta, would have constituted an
offence against the provisions of this Subtitle, it shall, if the commission affects any computer, software, data
or supporting documentation which is situated in Malta or is in any way linked or connected to a computer in

4

http://justiceservices.gov.mt/DownloadDocument.aspx?app=gt&itemid=768&l=1
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Malta, be deemed to have been committed in Malta.”
Thus, considering the Budapest Convention and the MLATs their challenges are minimal, which are mainly
bureaucratic. The information required for investigation and/or eventual prosecution tends to be gathered
within a few weeks’ time. Crime has now went very much cyber and/or is using such technology for its own
benefits. Thus, there is a need for networking and close cooperation and this encourages cooperation among
countries.
One of the key issues that might be a challenge and could be challenged in court is the chain of custody of
the gathered evidence. The legal national frameworks across member states the EU is aiming at integrating
the directives found in the Budapest Conventions into legal provisions at a national level. Until this takes
place, countries adapt the Budapest Convention and respective MLATs to ensure that evidence is gathered
on the identified criminal activities.
One of the main issues that will still survive is how evidence was collected and taken to court. Thus, one has
to be fully aware of how evidence was collected and transported, who collected the evidence, the
competences and experiences of the person that collected the evidence. All that applies to the collection of
other evidence applies to electronic evidence. The legal challenges that one might encounter are those that
aim at creating laws that streamline better the exchange of evidence and information.
The forthcoming challenge for digital forensics involving mobile phone are the issues related to 5G. Due to
its speed and concurrent networking, which drastically supersedes the 4G, the amount of data is extensive.
This will create a problem until the adequate technology is created to tackle this situation. For instance, in
Australia there is the Assistance and Access Bill 2018. The request for technical assistance under this Bill can
be summarised in 3 salient points: 1) the service provider is requested the data and such information is
provided without any issues; 2) there is a request for information, the information is not provided to law
enforcement and the respective entities confiscate anything that can contain such information; and 3)
following step 2, the law enforcement entities find that the provider does not have the capabilities of holding
such information and the provider is forbidden from operating within Australia unless there are the necessary
capabilities of withholding the data required by the law enforcement entities.
5.3.2.2 Cloud Forensics
The legal challenges faced in cloud forensics are described below.
Complexity of testimony. All the technical information of the acquisition is almost unlikely to be understood
by the court where the jury often consists of people with only the basic knowledge in computer systems.
Thus, the process and the steps followed by the investigators should be explained thoroughly. They have to
be prepared to give a clear and simple understanding on the terms of cloud computing, cloud forensics and
how they work and explain how the evidence acquired preserved and documented during the investigation.
Cloud computing is one of the most complicated computing environments and may challenge even a juror
with great technical background. Thus, all the evidence should be presented carefully, and the expert witness
testimony should be understood by the jury. This is an important issue towards the progress of the trial.
Another problem with the presentation of evidence concerns the originality of the evidence: 1002 Federal
Rule of Evidence requires the advocate to bring the “original” of writing, recording, or photograph unless the
rules provide otherwise. Because of cloud characteristics where data are stored throughout the world, the
admissibility of the “original” evidence will almost never be possible. “The inability to ‘go back’ and obtain
the original again is a unique issue that presents challenges for cloud forensic investigations from an
authenticity standpoint”.
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Documentation. Another challenge is to persuade the jury that the evidence acquired during the
investigation has been documented properly and there had been no changes to the evidence in the previous
stages. Investigators must ensure that all parties have been involved in the investigation, followed methods
and principles in order to maintain the chain of custody of the evidence that has been collected.
Documentation of digital evidence concerns all stages.
Cyber Forensics. Whatever the progress made in researching better solutions and improving tools,
practitioners are limited by what they can and cannot do by law, and the evidence they find may not convict
a criminal. Ransomware is a prime example of the effective means criminals now possess to anonymously
and rapidly cash out5. In the case of cloud forensics, research needs to be conducted to show the true impact
of clouds on cyber forensics before frameworks and guidelines can be established [70]. However, in most
cases there is ample evidence showing laws are outdated. The subdomain of cloud forensics has proven the
need for new laws related to proactive collection of data and multi-jurisdiction laws [71]. A comprehensive
international decree, possibly headed by the United Nations (U.N.), is imperative. According to [72], currently
“data sovereignty laws hamper international crime investigations” and although the U.N. adopted a
surveillance proposal in 2013 more forensic-oriented laws are still deemed necessary. Of course, in addition
to these laws judges themselves must be educated and trained, since they are responsible for determining
what types of digital evidence are allowed in their courts and how they are used for incrimination. These
decisions are mostly guided by three pieces of legislation: Daubert v. Merrel Dow Pharmaceuticals, Inc.
(1993), Kumho Tire v. Carmichael (1999), & FRE Rule 702. A small, yet thorough study [73] involving a survey
and interviews established that judicial education systems are lacking for digital evidence; judges themselves
rated their knowledge of computer forensics as less than computer and Internet technology.
5.3.2.3 Forensics on Streaming Services
One of the major issues that online data have is their “short life” and the fact that streaming data are often
never stored. For instance, when one is streaming illegal content, whether this is child pornography or
copyright infringing content, the content might not be stored as it may be produced or streamed at that
moment. Therefore, the authorities face the issue that upon investigating the case, the content is missing, so
they are unable to acquire/analyse it, while they must also prove that the content existed at a given time
frame. Furthermore, when reporting security related incidents, especially online ones, the timing is really
important due to the volatile nature of online content. Current platforms are only passive in the sense that
a citizen can only file a report which is not verified on submission. However, one may report an online event,
e.g. streaming of child pornography from a URL, yet by the time the authorities try to assess the report, the
content is missing. State-of-the-art lacks with the tools which could be utilized for performing digital
investigations on mobile devices (unlock mobile devices, hijacked phones) and the cloud as well as acquiring
streaming data as potential digital evidence. Therefore, gathering evidence and proving in court the crimes
related to real-time streaming services are much harder than mobile and cloud related crimes. Additionally,
special care in the process of gathering or monitoring evidence from social networks is required, as any
proposed solution should be made to comply with GDPR and other related legal frameworks. In particular,
the forensics on streaming services faces several legal issues such as:
l How can evidence on a live streaming of intellectual property infringing content be collected,
timestamped and stored in a legally compliant way?
l Who can trigger this collection of data and at what cost?
l How can automated processes scan and detect this type of violation? Can it be done in a way in which

5

https://www.europol.europa.eu
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the evidence collection is also automatically initiated?
l What tools and certification procedures should be incorporated to justice prosecution in order for
the evidence to be usable in court?
l How can authorities in two countries, with two different regulations, have access to the evidence in
a trusted manner, guaranteeing that they have not been tampered with?

5.3.3 Resource Challenges
5.3.3.1 Mobile Forensics
Resource challenges concerning mobile forensics tend to be platform specific. The typical SoC-based setup
poses the primary challenge in presenting an unfamiliar scenario for investigators who are more used to
larger devices. The device lock-down approach to provide security, as well as vendor/carrier control over the
device alike, is the next hurdle waiting in line.
Android devices. In recent years, Android has established itself as a leader in the mobile OS market. Figure 4
highlights the view of an Android smartphone device from a forensic investigator's point of view, and thus
focusing on memory modules and the various access points to them. Adb is one protocol supported over the
USB connection. It provides the utility to transfer files between the workstation and the connected device,
install apps and view diagnostic information. In locked-down, non-rooted, devices however data access is
limited to data within shared storage, referred to as external storage in Android. Similar restrictions apply
whenever the device is mounted as mass storage by the file-system of the connected workstation.

Figure 4: Android device connectivity, memory modules and partitions.
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The Fastboot protocol [44, 74] provides standardized low-level access to non-volatile memory. This type of
memory typically takes the form of NAND-based flash memory with an abstraction layer presenting a block
I/O access mode, referred to as embedded MultiMediaCard (eMMC). While storage partitions may vary
across devices, Figure 4 shows the common ones, with the Fastboot protocol implemented as part of the
bootloader and which is made accessible by booting the device in download mode. The Android OS is split
among Boot (Linux kernel image and RAM disk), System (Linux user-space, Java frameworks and stock apps)
and Recovery (code to support OS upgrades and factory resets). The Userdata partition is where all app and
external storage data is kept. The latter can be supplemented by additional secondary storage in the form of
a removable SD card. On locked bootloader devices, any firmware upgrades/resets carried on this level are
limited to manufacturer-signed images. Furthermore, the recovery partition does not typically contain any
tools to read or modify the Userdata partition. Updating these partitions without having to pass through the
bootloader is made possible by using a device-specific flashing protocol, e.g. Motorola SBF or Samsung ODIN.
For a mobile device forensics investigator this approach could be valuable since signature verification tends
to vary between fastboot and the flashing protocols, providing different options to gain access to the device
data. This is an aspect of Android devices where different configurations apply across multiple devices.
In the case of smartphones, the device chip must also be equipped with a baseband processor in order to
provide telephony features. In this case, the eMMC also contains the Radio partition for the relevant
firmware, while the device’s chip has to provide a SIM card slot. On-card content, such as contacts, call logs
and stored messages, do not fall within Android’s restrictions and can therefore be read off using a SIM card
reader.
Finally, the SDRAM stores all volatile content. Volatile memory in an Android device is very interesting from
a forensics perspective since it stores all that elusive content, such as encryption keys and passcodes.
Needless to say, these are all considered to be security-critical and are protected through non-rooting. For
example, process memory access would normally be available through procfs and ptrace as with any other
Linux system, but on Android these services are highly restricted, both for apps and adb sessions alike. Of
course, had the device to be rooted, this would be a different story altogether.
On the forensic analysis front, Android further facilitates matters through the adoption of SQLite in its app
development framework. Equipped with file traversal, SQLite database file identification and parsing
routines, tools like Autopsy's Android module can immediately extract evidence from app storage. Contacts,
call history, SMS messages, instant messaging conversations emails, geolocation data, social media data,
calendar, downloads, bookmarks, media files, web browser history, form data and searches [75, 76, 77, 78],
as well as those belonging to private browsing sessions when on a rooted device [79], have all been extracted
in this manner. The support for popular file formats, such as Google Docs, pdf and all standard media formats
simplifies matters further. All files within shared locations in the Userdata partition, e.g. /sdcard/dcim,
/sdcard/download, as well as the entire read-only /system sub-tree are made available for forensic
analysis. On the downside, app directories found in /data/data/ and /data/user, however, are only
accessible in rooted devices or physically acquired hexdumps [9].
Other mobile devices. Despite the Android OS being the most ubiquitous in the mobile device market, it was
actually the iPhone smartphone that revolutionized the market as we know it today [40]. iOS, the
underpinning mobile OS, also powers the iPad tablet range as well as Apple TV and watches. iOS devices are
still the typical SoC type of device described earlier and are powered exclusively by a variety of ARM
processors. They also come equipped with a similar memory module configuration, with the noteworthy
exclusion for the support of removable storage. The primary difference from Android devices is presented by
the closed-source OS which is not intended to be adopted by third party manufacturers. The immediate
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consequence is that much less is known about its code-base, and which in turn directly impacts the ease with
which to develop forensics tools.
In contrast to Android, non-volatile memory partitions are just two: System and User Data; the first
containing the OS, basic applications, and firmware upgrades, whilst the second stores all user data include
text messages, call logs, photos etc. In iOS there is no equivalent to adb sessions, or even the possibility of
mounting the device as an external mass storage. This is due to the concept of a ‘jailed’ device, which is
loosely the equivalent of a non-rooted Android device and concerns the restricted external access to iOS
device resources. Rather, services such as app installations, backups, device restore and firmware updates,
must be carried out through the iTunes application installed on a workstation/laptop. As such there is no
fastboot mode either. Rather, the iTunes mediated recovery and Device Firmware Upgrade (DFU) modes take
care of recovery and firmware updates respectively. The communication protocol is propriety, akin to devicespecific flashing protocols of Android devices.
Other less popular mobile devices may also be encountered during digital investigations. These may be
devices powered by defunct or less-popular mobile OSes, e.g. Blackberry OS, Symbian, WebOS and Windows
Phone, or else may be feature phones [6]. The latter constitute simply voice and messaging communication
devices relying heavily on SIM storage, but depending on their sophistication may also come equipped with
varying on-phone memory capacity. Thus, the digital investigation of these devices tends to shift between
the straight-forward SIM card examination to the very difficult non-standard investigation of internal phone
memory.
Cloud storage services. One complication arises with the increasing number of mobile devices making
extensive use of cloud storage services. This means that only remnants of the files can actually be acquired
during a logical/physical dump from flash memory [80]. Investigators have to make sure to download all files
from the respective device owner's cloud accounts, when at all possible. The most obvious approach is
manual extraction, but resource constraints on mobile devices imply that either PC clients must be utilized,
or else if not available, these must be custom-built by making use of cloud service APIs [80]. In some cases,
however, the closed nature of certain products implies the need for prior API reversing from the
corresponding Android app.
5.3.3.2 Cloud Forensics
The resource challenges for cloud computing are given below.
Chain of custody. The most important thing to present evidence in a court of law is to make sure that the
chain of custody of the evidence is maintained throughout the investigation. Any interruption in the chain of
custody will be a problem, and the evidence will be questionable. Because of the multi-jurisdictional laws
and the involvement of the CSPs, to maintain the chain is a huge challenge. “The first potential failure of the
chain is with the cloud provider. There is no control on the forensic investigation with respect to procedure,
process, or person; the collection of evidence is conducted behind doors”. Imagine an investigation where
the CSP has to submit data to the investigators. The personnel responsible for collecting the data are not
trained to preserve evidence according to specific forensic techniques. In this case, the chain of custody will
not be maintained. For a case to stand in court, the investigators have to ensure that the chain of custody
should contain information such as who collected the evidence, how and where the evidence was collected,
how the evidence was stored, and who accessed the evidence [81]. Another issue with ensuring a proper
chain of evidence according to is that many CSPs use proprietary file systems for provided services.
Imaging. In IaaS, to make an image of the instance to acquire evidence can be accomplished by taking a
snapshot of the VM. In this case, the client does not need to shut down the VM to clone the instance. The
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term “Live Investigation” was introduced for the aforementioned method. The method gathers data at rest,
in motion, and in execution. Using different images of the instance can provide to investigators any change
or alteration made. For PaaS environments, the client will not have any access to the hardware that is
provided on the host; thus, the investigators will have to rely on the CSP having the resources and the
incentive to be able to acquire client data in a forensically sound matter. It is more complicated if the data
are physically stored on a device hosted by a subcontracted third-party. For SaaS, investigators have even
less visibility of the hardware [62].
Bandwidth limitation. The volume of data is increasing rapidly, resulting in an increase of evidence. In order
to collect data, investigators need to download the VM instance’s image. The bandwidth must be taken into
consideration when they are downloading these large images.
Volatile data. Data stored in a VM instance in an IaaS service model will be lost when the VM is turned off or
rebooted. This reflects to the loss of important evidence such as registry entries, processes, and temporary
Internet files. In case an adversary launches an attack on a VM with no persistent storage synchronization,
when the attack is completed, the adversary can shut down the VM instance leading to a complete loss of
volatile data, if no further countermeasures are installed [28].
Dependence on cloud service provider. In all respective literature, the authors point out the CSPs
contribution to cloud forensic process. CSPs are responsible for helping and assisting the investigators and
the clients with all the information and evidence they can get in their cloud infrastructure. The problem arises
when the CSPs are not willing to provide the information reside in their premises. They may be reluctant to
give out permission to access their multi-tenant environment [82]. A good reason for not doing so is the fear
that these are going to be used against their companies. In all three models, especially in SaaS and PaaS, we
need to depend on the CSP to identify, preserve, and collect all the evidence that could lead us to the incident.
This is a complicated issue, once the investigators need to rely on the honesty of the CSP’s employee, who is
not a certified forensic investigator. CSPs can always alter the logs and data as they have full control over the
logs [59]. Another major issue is the CSPs dependence on third parties. CSPs sign contracts with other CSPs
in order to be able to use their services. This means that the investigation has to cover all the parties involved
with an immediate impact to the chain of custody. Finally, transparency is mandatory for raising users’ trust.
However, in most of the cases, transparency is not provided in current real-world cloud environments. In
many cases, sensible data are computed on services running in the cloud; thus, transparency plays an
important role. Because of the unknown, many users fear to trust the CSP’s [64]. To prove that data have
been preserved during an investigation, the integrity method is used. On the other hand, integrity can add
difficulties to cloud forensics because of additional trust that is required to be accredited from an investigator
to third parties[83].
Lack of forensic tools. Data analysis in cloud environments requires appropriate forensic tools. Many of the
tools used for a cloud investigation have been designed and introduced for digital forensic investigations.
With the systems distributed all over the world and with no physical access to the computer devices, these
kinds of tools cannot fully cover the investigations in IaaS, PaaS, and SaaS models. On the other hand, there
are no tools designed specifically for cloud investigations (with few exceptions). Investigators often use
existing tools when first investigating cloud crimes, but these commercial tools used for remote forensics
have not been tested for correctness or error rate and have not yet been presented in court. To analyse
digital evidence is a hard process and requires time. The problem is that the larger the storage capacity, the
greater the time required. According to cyber forensics needs analysis survey [84], 40% of the participants
indicate that mobile and cloud forensic tools and technology need improvement most. New software tools
must be developed to assist in the preservation—collection stage acquiring data more efficient and new
certified tools must be produced to help the investigators in data examination and analysis.
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Cyber Forensics. With the rising presence of digital devices, information repositories, and network traffic,
cyber forensics faces an increasing number of cases having ever growing complexity [85]. The large volume
of data and the deficit of time needed for examination have placed pressure on the development of realtime solutions such as criminal profiling systems, triage automation, and tools capable of recovery-processing
parallelization. These main challenges have rippled across the field introducing and building upon obstacles
related to cyber forensic resources, education /training/certification, tools & technology, research, laws, and
subdomains. Despite a public concern for cyber security, the technological response, frameworks, and
support are lagging behind the escalating rate of crime. The PricewaterhouseCoopers (PwC) 2014 Global
Economic Crime Survey reported 7% of U.S. organizations lost $1 million or more due to cybercrime in 2013,
and 19% of U.S. entities lost $50,000 to $1 million. Global equivalents of these financial ranges of loss were
3% and 8%, respectively.
5.3.3.3 Forensics on Streaming Services
The main technical resources regarding steaming services forensics are related to required processing
resources and bandwidth [86].
Processing resources: Processing of video streams, in order to detect illegally published content is a
demanding process, as multiple frames of two streams, the stream suspected to be illegal and the original
stream have to be compared in order to detect possible similarity between the two. This requires significant
processing power to be committed to this task especially if conducting such an analysis on a large scale (for
many suspected streams). In order to achieve such an analysis, a distributed approach would probably scale
more efficiently.
Bandwidth requirements: The need for distributed processing, practically brings up another significant
technical challenge, which is related to moving streams data around different end points in order to be
processed. Due to the size of the data, significant network resources shall be available in all endpoints, as
otherwise the efficiency of the system would not be as expected.

6 Security and Privacy Issues in Digital Forensics
With the rapid digitalization of our everyday activities, and the usage of cutting-edge features of Information
and Communication Technology (ICT) in business activities and government services, the lifestyle of many
individuals has significantly increased. However, it is also making people more and more dependent on
communication technologies, smart appliances, Cyber-Physical Systems (CPSs), Internet of Things (IoT)
services, and cloud computing services. This high dependence between the ICT and the physical world has
resulted in a rapid increase in threats and cybersecurity issues (e.g., identity fraud, cyber harassment,
sensitive data leakage, distributed denial of service, and advanced malware targeting smart devices).
Therefore, the prompt identification of cyber activities (or criminals), and the collection and management of
high-quality evidence which is later needed in the courtroom is of great significance. Unfortunately, digital
forensics procedure exhibit various challenges that range from efficient identification and collection of
evidence, custody of evidence chain, secure and privacy-preserving evidence management, and integrity and
suitability of evidence presented in a court of law [85]. Moreover, extracting evidence from cloud services,
mobile devices, smart wearable devices, pervasive Internet access, and new digital wallet platforms span the
investigations to international borders and be subjected to heterogeneous jurisdictions and legal procedures.
Finally, the availability of a large amount of data in heterogeneous formats at various platforms, highly
different ICT technologies, and sophisticated modern software or hardware architectures, adds new
challenges in effective digital forensics investigation.
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Security and privacy incidents and lawful investigations on a crime are complex events with many facets, all
of which must be managed in parallel to ensure efficiency and effectiveness in a digital forensics system.
When investigations are not managed and documented properly, processes fail, critical items are overlooked,
inefficiencies develop, and key indicators are missed, all leading to increased potential risk and losses.
Investigation management can be broken down into a number of key components and it is important that
an organization is able to carry out all of these elements collectively and seamlessly in order to properly
handle and manage any incident they may potentially face. In particular, the below discussed security and
privacy related aspects of digital forensics should be investigated to ensure an efficient execution of digital
forensics procedure lifecycle.

6.1 Authentication and Access Control
The authentication phase in digital forensics involves making sure your recovered evidence is the same as
the originally seized one. Crime scenes age over time, and the same is true for computers. A hard drive
deteriorates over time, and it can be harmed by mould, dust, or insects. The evidence itself (text files or
pornographic images) never appear at random through any form of wear and tear; they are placed there by
human action. Proof of integrity and timestamping are provided by calculating a value that functions as an
electronic fingerprint for a specific file, or even a hard drive. This cryptographic technique is called hashing,
and the value itself is a hash. It is important to understand that the first thing to do when evidence or data is
collected, is to create a hash value and record it. Then you can prove that the data you are using for your
examination is identical to the original data.
Social media evidence is highly relevant to most legal disputes and broadly discoverable, but challenges lie
in evidentiary authentication without best practices technology and processes. Authors in [87] examines
these challenges faced by eDiscovery practitioners and investigators, and illustrates best practices for
collection, preservation, search, and production of social media data. Authors also present some examples
of unique metadata fields for individual social media items that could provide important information to
establish authenticity, if properly collected and preserved.
Apart from device or evidence authentication, the authentication and authorization of the person accessing
the stored evidence is an important aspect of digital forensics. Access control mechanisms can be defined as
the hardware, software or firmware features and operating and management procedures in various
combinations designed to detect and prevent unauthorised access and to permit authorised access to
information systems, ensuring their confidentiality, integrity and availability. Reporting and the management
of reports is a vital function during any investigation. Once information is documented, it must be able to be
accessed easily and in multiple formats appropriate for a wide variety of audiences. As the scale of an
investigation grows, so does the number of individual reports which will be generated. This can result in many
complexities, including sharing logistics, proper access controls and managing different versions of reports.
To reduce the impact of these complexities, a single report management platform should be used to act as
the authoritative source for all reports.
In general, higher levels of access control should be applied to any infrastructure or workspace related to the
examination environment or to any other environment in which evidentiary grade materials may be stored
or examined. Each access attempt to the examination environment should be challenged by dualauthentication and the access points should be under constant independent monitoring (i.e., cameras and
access logging). Dual authentication refers to two-factor identification methodology [88]. Two-factor
identification presumes that any two personal identification factors will be challenged and that both
challenges must be successfully responded. Challenge factors fall into the following identification categories:
Something you are Biometric keys such as a fingerprint or retinal scanner, Something you know Password,
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PIN, and so on, Something you have Security card, digital token, bingo card, and so on Dual authentication
across two categories of factors is recommended [89]. A physical sign-in/out log is a useful supplemental tool
for physical plant security even if a dual-authentication protocol is in place; providing an ink-signature audit
trail is useful for independent audit of security system performance and original handwriting can be used to
investigate identity during security audit and review phases.
According to [90], in the policy region, access control indicates whether a subject (e.g. processes, computers,
users, tools etc.) is allowed or not to perform an operation (such as read, write, execute, delete, search etc.)
on an object (e.g. database, table, file, service, resource etc.). While according to [91], access control is a
mechanism that gives authorization only to the legitimate users to be able to use the data and existing
resource. The application of access control on digital evidence has previously been proposed by [92] through
the implementation of cryptographic techniques to model the mechanism of hierarchical access control. In
this case, partial mechanism and full supervision are developed to describe rights and functions that are
different between the investigator who directly handles digital evidence and other law enforcement agencies
that perform supervisory control against the use of such evidence. The solution given in the study is focused
on the efforts to carry out control and protection toward access to digital evidence through the application
of AES cryptography on different security levels.

6.2 Integrity and Audability
Continuous integrity check for evidence items and examination events is an essential requirement in digital
investigation. Tracking actions taken during an investigation is important to ensure a consistent response,
identify areas where process improvements are needed, and to prove that the actions taken were
appropriate. Not only must actions be documented, but it is also crucial to ensure that the integrity of this
documentation cannot be called into question later. However, documenting activity during an investigation
can be time-consuming, taking analysts' attention away from the tasks at hand, and is often an afterthought.
Therefore, actions taken to secure and collect digital evidence should not affect the integrity of that evidence.
The integrity of digital evidence plays an important role in the digital process of forensic investigation. Proper
chain of custody must include information on how evidence is collected, transported, analysed, preserved,
and handled with. There are several adapted methods for evidence digital signing to (im)prove the integrity
of digital evidence. Most forensic tools and applications use a certain kind of hashing algorithm to allow
investigators later to verify the disk or image integrity. In this process, there is a problem of binding integrity,
identity, and date and time of access to digital evidence. To this end, authors in [93] present a valid time
stamping method to signing a digital evidence at all stages of digital investigation lifecycle. Here, the time
stamp will be obtained from the secure third party (Time Stamp Authority), and it will be used to prove the
time when the staff access the evidence in any stages of forensic investigation.
Although there are few techniques to maintain the integrity of evidence in digital forensics, the continuous
integrity, value and/or ownership of specific evidence items is still a challenge in digital investigation. For
instance, in many scenarios, the trusted insider threats are increasing, and the key evidence information was
lost or compromised due to unstable evidence systems. In the state-of-the-art, the cryptographic hash
functions (such as SHA1, SHA256, and so on) are widely used in forensics imaging process aimed at the
integrity of specific evidence items; however, for the whole evidence chain, a current continuous integrity
check or validation mechanism is missing. An efficient access control technique could greatly help in
maintaining the proper integrity of the collected evidence. In particular, the integrity and credibility of
evidence on digital chain of custody could be determined by the concept of access control applied to it [94].
Therefore, there is a necessity for mechanisms to protect digital evidence that supports the integrity,
confidentiality, and authenticity of the digital evidence.
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During investigation in digital forensics procedure, the collected digital evidence is stored and analysed by
judicial policemen in a judiciary bureau. When the integrity and the security of digital evidence came to be
controversial, the judiciary bureaus cannot bring the direct proof to the court. Recently, much researcher
proposed relevant standard operating procedures and other regulations to protect the integrity of digital
evidence [95]. Authors in [92] proposed a concrete digital evidence protection method with hierarchical
access control mechanisms using cryptographic techniques. The proposed method allows judicial policeman
to authenticate the collected digital evidence from being disclosed and modified by potential malicious
attackers (including malicious insiders and outsiders). Only the authorized users can retrieve and access the
digital evidence and verify their integrity by this method. It, hence, can provide confidentiality, integrity,
authenticity protection for digital evidence. Moreover, this mechanism also allows the judiciary bureaus to
present the digital evidence together with protection proof to a trusted third party in case of a dispute.
In general, a judiciary bureau is a hierarchical organization in which every judicial policeman is given a distinct
security level. Security of digital evidence is very sensitive and important, therefore, the judicial policemen
without the investigation privilege are disallowed to access the digital evidence. The supervisor of the judicial
policemen is generally allowed to have the ability to supervise the forensic progress and access the digital
evidence during the investigation period or in an emergency situation. Therefore, it is important to consider
the access control security issues in hierarchical judiciary bureaus and design access control mechanisms to
address them. Authors in [92] proposes partial supervision, in which the supervisor is given a partial privilege
to access some specified digital evidence when he wanted to monitor and supervise the investigation
progress. The authors also proposes the full supervision method, in which the supervisor is given a full
privilege to access all digital evidence investigated by his subordinates in a particular situation.

6.3 How growing data sets threaten privacy
In general, it is common nowadays to discuss the effect of big data technology to users’ privacy. Users tend
to use digital services for almost all of their activities. They tend to do that for their professional activities,
their personal relationships or as entertainment means. This situation has enabled actors that have access to
such data (service providers, network providers or malicious users) to be able to also access the digital
footprint of internet users. In the age of big data, privacy of internet users is very difficult to be protected
while users themselves bear with the fact that they are being digitally monitored [96].
Digital forensics is based on the collection of every possible digital evidence that may be related to a case or
a suspect. Due to the reasons analysed above, the volume of forensics data along with the diversity of
information that may be found through processing that data have raised important privacy concerns. Digital
forensic investigators usually get access to the network traffic of a user’s device, the device's storage file
system content or the dump of the device’s memory. Those datasets currently enable the investigator to fully
monitor the digital life of the user along with that of other users that may use the same device or interact
with the under investigation user. In practice, the level of detail of the information that can be extracted
about users during a forensics investigation is tremendous. While this obviously increases the efficiency of
the forensics procedure, it also raises important concerns about the privacy of the suspect. A significant part
of the data that are seized during the forensic procedure may be irrelevant to the case being researched and
the confidentiality of such data should normally be protected.
As a new research area, DF is a subject in a rapidly developing society. Cyber Security for Big Data in the Cloud
is getting more attention than ever [97]. A computing breach requires digital forensics to seize digital
evidence to determine who is responsible and what has been done maliciously and the possible further
consequences. In particular, for Big Data attack cases, Digital Forensics is facing even more challenge for
earlier digital breach investigations. For the Protection of Personal Information (PPI) a General Data
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Protection Regulation (GDPR) law has been launched to be implemented from the 25th May 2018. This
compulsory regulation will have an important impact on healthcare PPI in the cloud. Nowadays, Big Data with
the characteristics of three “V” s (Volume, Velocity, and Variety), are either synchronized with the Cloud, or
stored in the Cloud, in order to solve the storage capacity and so on problems, which made Digital Forensics
investigation even more difficult. The Big Data Digital Forensics issue for the Cloud is difficult. One of them is
the need to identify which physical devices have been compromised. Data are distributed in the Cloud, so
the customer or digital forensics practitioner cannot have full access control like the traditional investigation
does. Smart City are making use of ICT to collect, detect, analyse and integrate the key information data of
core systems in running the cities. Meanwhile, the Control Centre is making intelligent responses to different
requirements that include daily livelihood, PPI security, environmental protection, public safety, industrial
and commercial activities and city services. For example, the Smart City healthcare Big Data are collected and
gathered by the IoT (Internet of Things) [98, 99] and applying GDPR prevent Cyberstalking and Cybercrimes.
Authors in [97] provides a review on the trends of Digital Forensics used for Big Data, and discussed the
evidence acquisition challenges. A case study of a Smart City project with IoT services collecting Big Data
which are stored in the Cloud computing environment is also presented. The provided techniques could also
be generalised to other Big Data in the Cloud environment.
Many of the digital forensics tools tailored to discovering evidence are expected to reside on the suspect’s
device, but offer limited features for investigating unknown and complex environments, including big data–
like sources [100, 101]. Moreover, the availability of gigabit class links and multimedia-rich content accounts
for an explosion in the volume of data to be stored and processed for collecting clues or detecting incidents.
This is of particular relevance in the case of live network analysis, as the investigator might not be able to
capture and store all the necessary traffic. Nevertheless, issues related to acquiring, storing, and processing
large amounts of data for forensic purposes have been causing problems for at least a decade and are now
exacerbated by the ubiquitous availability and massification of digital information. The technological
advances in and proliferation of novel services account for a dramatic increase in the complexity that
forensics professionals must manage. Specifically, evidence is no longer confined within a single host but,
rather, is scattered among different physical or virtual locations, such as online social networks,
cryptocurrency wallets, CaaS machinery, cloud resources, and personal network–attached storage units. For
this reason, more expertise, tools, and time are needed to completely and correctly reconstruct evidence.
This explosion in complexity also impacts the length of digital investigations, including the degree of
occupancy of resources involved (such as the manpower of forensics experts or third parties, including
specialized professionals hired by LEAs). Such issues could be partially solved by automating some tasks.
However, this has been highly criticized by the digital investigation community [102], because it could quickly
deteriorate both the quality of the investigation and the knowledge of forensics experts.

6.4 Privacy-preserving Investigations
Nowadays, people bring into cyberspace many aspects of their lives, primarily through online social networks
or social media sites. This has dramatically boosted social engineering–based attacks, which should be
promptly reported and investigated. Unfortunately, collecting information to reconstruct and locate an
attack can severely violate users’ privacy and is linked to other hurdles when cloud computing is involved.
Existing privacy-preserving computer forensics solutions consider all data owner's data as private and, as a
result, they collect and encrypt the entire data. This increases the investigation cost in terms of time and
resources. So, there is a need for having privacy levels for computer forensics so that only relevant data are
collected and then only private relevant data are encrypted. Authors in [103] proposes privacy levels for
computer forensics starting with classifying forensic data, and analysing all data access possibilities in
computer forensics, and then defining several privacy levels based on the found access possibilities. The
defined privacy levels lead to more efficient privacy-preserving computer forensics solution.
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Attribute based cryptography [104] is a recent approach that deviates from classical public key cryptography.
Users are characterized by sets of attributes and practically their private keys are produced on the basis of
these attributes. Encryption is carried out with the use of a public key and a policy relevant to the possible
attributes that characterize users. The successful decryption of ciphertext from a user demands a complete
match between the policy used during the encryption of the plaintext and the set of attributes, upon which
the secret key of the user has been created. Usually, a central entity, named key authority, is required and
its main role is to issue keys for all other nodes. The framework mainly consists of an initial secret keys
generation phase and two different procedures, regarding encryption and decryption. The key authority
entity holds a pair of keys, the master public key and the master secret key. Each one of the participants is
characterized by a set of attributes. The participant secret key generation function produces a secret key for
the participant according to her attributes. This function is executed by the key authority, as the master
secret key is required.
The key authority generates a secret key for each one of the participants and distributes these keys to them
along with the public key, which is unique and should be known to all members, so they can execute the
encryption and decryption functions. Whenever a participant needs to encrypt some plain-text, is required,
along with a specific policy. This policy is a logical expression, in which the logical predicates can be any of
the possible attributes of participants. In order to execute the encryption function upon a plaintext, a
participant needs to use the master public key and define an encryption policy. The decryption of the
produced cipher text requires a secret key along with the shared master public key. The attributes on which
the secret key has been generated, must validate the policy. In other words, if given the attributes upon
which the secret key has been produced, the logical expression of the policy resolves to True then the
decryption is successful. Otherwise, it is impossible for the cipher text to be decrypted.
Attribute based encryption has been recently used, in order to provide solutions in digital forensics domain.
Specifically, secure provenance has been studied in cloud computing context , as it is vital to the success of
data forensics. A secure provenance scheme based on the bilinear pairing technique that provides trusted
evidence for data forensics in cloud computing has been proposed. Information confidentiality, anonymous
access to the cloud, and conditional provenance tracking are then main concepts of the scheme, while a
provable security technique has been used to validate the security of the proposed model. Additionally, a
practical secure provenance scheme with fine-grained access control based on the bilinear pairing technique
has been proposed [105], in order to provide trusted evidence for data forensics in cloud computing. Through
the proposed approach, authors achieve low computation and communication overhead for the data owner,
while providing the capability to commit cloud computing forensics. Another related work [106] in cloud
computing scope presents a similar cryptographic construction, that enables cloud storage to support data
provider anonymity and traceability by an authority, and provides secure data provenance. The framework
has been also extended with user revocation functionality.
Conducting privacy-preserving digital investigations is a cross-disciplinary challenge, touching: legal and
ethical issues concerning data protection of investigated subjects and which set the requirements; translating
these requirements into privacy policies; and digital forensics tools that implement and adhere to these
policies [107]. Tool development is the technological discipline of the three and harbours a particular
contradiction, where physical bit-by-bit physical acquisition is considered ideal for comprehensive acquisition
and repeatability of examination, yet it is completely at odds with the need-to-know principle of data
protection. Designers of scalable privacy-enhancing computation schemes continuously point out that
cryptographic primitives such as Oblivious RAM and Fully Homomorphic Encryption would be ideal, enabling
arbitrary computations on ciphertext with perfect protection from any form of information leakage [108,
109]. The caveat, however, lies in the lack of practicality with both computation/storage overheads, and with
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the difficulty concerned in choosing secure parameters for the lesser-known lattice-based cryptographic
schemes.
More specific schemes however could provide that sought-after practicality. Searchable Symmetric
Encryption (SSE) [110] looks promising in this regard. These are techniques that were originally formulated
for the setting of secure remote storage, where users need to upload a database to a remote server in a form
that protects its confidentiality but without losing the ability to conduct searches on it. Cloud computing is a
prominent application area that can benefit from SSE [109]. While far from being a complete solution to
address the privacy challenges surrounding digital investigations, it can definitely present a starting point for
storing the acquired forensic images in an encrypted form. Originally, SSE considered the problem of
searchable encrypted document collections supporting very basic single-keyword searches, with further
enhancements concerning structured data [111] and multi-user settings [112], while scaling well with
increasing collection sizes. As such, this setting could map well to the forensic examination scenario, with
documents representing full or segments of forensic images, with the multi-user setting providing further
control over which subjects have search access over them.
SSE’s scale relies primarily on the use of symmetric encryption, with the first attempt [110] combining: a
pseudorandom generator 𝐺: 𝐾! → 𝑆 e.g. AES_CTR; a keyed pseudorandom function 𝐹: 𝐾" × 𝑋 → 𝑌 e.g.
HMAC; and a deterministic pseudorandom permutation 𝐹: 𝐾# × 𝑍 → 𝑍, in ECB mode e.g. AES_ECB. Focusing
on the single document scenario, SSE operates on documents containing the sequence of 𝑛-bit words 𝐷 =
{𝑊$ , … , 𝑊% }. During the setup phase, the document owner generates the corresponding 𝑛 − 𝑚 bit 𝑆$ , … , 𝑆% ,
in order to produce the encrypted words 𝐶& = 𝐸' !! (𝑊& ) ⊕ 𝑇& , where 𝑊& = 𝐿& ∨ 𝑅& (𝑛 − 𝑚 and 𝑚 bits
respectively), 𝑇& = 𝑆& ∨ 𝐹'" (𝑆& ), 𝑘& ← 𝑓' ! (𝐿& ), 𝑘 ( and 𝑘 (( are the outputs of a true random generator. 𝐷( =
{𝐶$ , … , 𝐶% } is subsequently uploaded to an honest but curious remote storage server. Searching 𝐷( for some
𝑊& requires a search trapdoor ⟨𝑋, 𝑘& ⟩, where 𝑋 ← 𝐸' !! (𝑊& ) and 𝑘& is as previously defined. The server, which
shares the key for 𝐺 with the document owner, scans the document and at each position verifies whether
𝐶& ⊕ 𝑋 = 𝑆& ∨ 𝐹'" (𝑆& ), indicating positions where 𝑋 (and thus 𝑊& ) has been found. In a document collection
setting, where an entire document collection 𝐷 = {𝐷$ , … , 𝐷) } is actually being searched, every 𝐷*( in which
𝑋 is found is included in the search result. Each 𝐶& in 𝐷*( is then decrypted using: 𝑊& = 𝐿& ∨ 𝑅& ← 𝐶& ⊕
𝑆& ∨ 𝐹'" (𝑆& ), where 𝐿& is recovered during a first pass, making it possible to generate 𝑘& and hence recover 𝑅&
during a second pass. In this manner, the remote server never learns anything about 𝐷( or gains knowledge
of more subtle information, such as the location of 𝑊& inside individual documents or 𝑊& itself.
Yet, some information leakage still occurs, such as how many times the collection owner searched for the
same, the number of occurrences of a specific document, or the number of documents matching the query.
Furthermore, given is deterministic, plaintext patterns dissipate into the ciphertext as is the case with any
form of deterministic encryption. These leakages are considered to be the cost of practicality. Despite being
practical, the search operation of this basic scheme is still bound to the size of the document collection rather
than the number of query matches. Furthermore, the threat model does not consider a multi-user setting
where a malicious user could try to gain access to an unauthorized subset of the document collection through
query adaptation to results from previous searches. Finally, it only considers single-keyword searches of
documents made of word sequences. In this regard, subsequent SSE evolution resulted in schemes that
search keywords inside encrypted indices, that also hide keyword locations and document sizes, achieving
faster searches that only depend on the number of matches, provide support for multi-user settings and
protection from adaptive queries [112]. The index approach also enabled schemes that support a boolean
combination of keywords [108], approximate keyword matching [113], and searches conducted on encrypted
complex data structures [111]. Recently, a more elaborate scheme for finer-grained access control was also
designed. It makes use of Attribute Based Encryption (ABE) and which falls within the remit of the more
computationally expensive public key cryptography rather than symmetric encryption [109]. In this sense it
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could be interesting to explore how much privacy-preserving investigations can gain from SSE, and for any
non-addressed issues, whether public key cryptography-based schemes can help and at which additional
cost.
The other direction that involves privacy issues in digital forensics concerns with the privacy of witnesses and
jurors. The witness privacy in the chain of custody, and the juror privacy in a court trial are important
challenges. For instance, witnesses are afraid of intentional retaliation when they are providing evidence in
a crime scene or police department. Therefore, it is vital to protect their identities against potentially
malicious entities, e.g., defendants and their accomplices. Otherwise, they probably choose not to provide
valuable information to the investigation, which may be suspended. In the same way, the juror’s vote on
whether a defendant is guilty or not, and a judge will be sentencing the defendant according to the votes.
Such authority has drawn a considerable amount of effort towards locating jurors’ names, home addresses,
and votes from people who try to manipulate the trial results. Hence, their identities and votes must be kept
a secret to guarantee their safety. However, it is a reality that a judge or jurors need to meet the
corresponding witness on the court and further verify the evidence. Even so, the identity of the witness must
be protected by the witness protection programmes6,7,8. In Europe, such programmes include video
conferencing with voice and face distortion are used to hide a witness’s identity. Some threatened witnesses
might also be protected by police accompanying officers and patrolling police vehicles. In Canada, the Royal
Canadian Mounted Police have provided both short-term measures (e.g., immediate responses to potential
threats) and long-term measures (e.g., relocation, change of identity, counselling, and financial support).
Similarly, the U.S. Marshals have protected, relocated, and issued new identities to over 8,600 witnesses,
which have been widely considered as exerting a positive effect on the battle against criminal activities.

6.5 Anti-forensics techniques
Over the recent years, defensive measures against security threats, and efficient identification and extraction
of digital evidence, has been proposed, which results in more aggressive deployment of anti-forensics
methods. These methods include encryption, obfuscation, and cloaking techniques, along with information
hiding. For instance, a challenge for filesystem analysis is steganographic configurations [114], which allow
hiding information in unused areas of the hard disk or in metadata, such as timestamps. Except binary
obfuscation [115], such mechanisms are not yet widespread, but they could become relevant for digital
forensics investigation in the near future.

6
“Witness protection programmes EU experiences in the international context.” Available:
http://www.europarl.europa.eu/RegData/bibliothequ e/briefing/2013/130408/LDM BRI(2013)130408 REV2 EN.pdf. 2013.
7
“Witness protection.” Available: http://www.rcmp-grc.gc.ca/en/witnessprotection. 2019.
8
“Witness Security Program.” Available: https:// www.usmarshals.gov/witsec. 2019.
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Full disk encryption. Full Disk Encryption (FDE) can prove invaluable in cases of data theft, especially nowadays in
the age of increased data protection responsibilities, e.g. GDPR [1]. Healthcare and financial organizations,
among others, have all experienced loss or theft of hard drives containing sensitive information. FDE
provides a seamless method with which an entire file system is encrypted. FDE solutions may come either
as standalone, e.g. PGP and TrueCrypt, or even bundled with an OS, e.g. BitLocker for Windows. They all
operate on the principle of using symmetric encryption operating on passcode-derived keys. This useful
concept, however, has also thwarted numerous investigations [42]. Convictions have been hampered and
laws protecting self-incrimination also came in the way of forcing suspects to disclose passcodes.
Whenever dealing with a possibly encrypted disk, a logical acquisition is always an option prior to switch-off
and seizure. Since examination of a physical image is always preferred, scanning of volatile memory dumps
for the derived encryption key could also be pursued [116]. The caveat for both options is that the device
under examination must be found powered on. In case the device has been powered off for only a short
period of time, or else kept at low temperatures, a cold boot attack that exploits the non-immediate volatility
of certain RAM chips in these conditions could also possibly succeed [117]. Alternative sources should also
be considered. FDE recovery keys or passcodes themselves may be found on an unencrypted medium [1] or
maybe even scribbled down on a piece of paper. Needless to say, that when dealing with savvy suspects who
know very well what they’re doing, FDE can be a very effective anti-forensics technique.
Deniable file systems (DFS). In certain cases, protecting data through encryption is not sufficient, rather it is
paramount that a portion of the file system is hidden from the investigators’ view. Rather than rendering
acquisition useless, as in the case of FDE, DFS hide the very existence of certain files [118]. This property
may be required, for example, to protect owners of sensitive information from governments in
authoritarian states. Yet, similarly to FDE, DFS tools can also serve anti-forensics. Perhaps even worse, in
this case it is not even possible to get a warrant under some terrorism act [42] to force passcode disclosure,
and this for the very simple fact that investigators wouldn’t be even able to ascertain the presence of
conviction-enabling information in the first place.
TrueCrypt supports DFS through hidden encrypted volumes called Plausibly Deniable Encryption (PDE). In this
setting a device hosts two file systems or volumes, with the inner encrypted hidden volume appearing as a
file in the outer non-encrypted one containing random-looking data [118]. One possible anti-forensics
scenario consists of a perpetrator encrypting both volumes, with the outer one used as a decoy. Once the
passcode is disclosed, investigators are none-the-wiser about the actual sensitive data hidden away inside
the inner volume. DFS are also making their way to mobile devices. Mobiflage [119] for the Android OS uses
a similar concept to allow device owners to hide entire file system on removable SD cards. However,
Mobiflage cannot be installed as a separate tool, but rather must be integrated with the OS’s codebase. Given
that no mainstream Android device has been reported to have adopted it, yet, it poses less of an antiforensics threat so far. Ultimately, even TrueCrypt is bound to leak some information about the hidden
volume’s presence [118]. One obvious avenue is that Windows discloses its installation, and this is where a
plausible justification for not using to hide files becoming a requirement for the device owner. Desktop search
tools may also index files from the inner volume once this is mounted, and whose corresponding entries
remain present in the outer volume once unmounted. These and similar leaks can give away the presence of
a hidden volume, but in any case, investigators are made to work harder to acquire the sought-after evidence,
with the less knowledgeable or persistent of them possibly giving up in the process.
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Steganography. The concept of data hiding, adopted by DFS, is actually a broader concept typically associated with
covert files and channels of communication. In fact, the earliest versions of DFS were based on hiding
individual files within an overt file system. Initial propositions consisted of splitting up files into segments,
themselves whole files of the overt file system. File reassembly without the passcode’s knowledge is
rendered infeasible due to the sheer number of candidate segments and possible combinations for
reassembly. A second approach works at the block level instead, with a hash of the filename/password
prescribing where individual blocks should be stored on disk, overwriting blocks of decoy files in the
process. This approach was subsequently enhanced and implemented for the Linux OS, called StegFS
McDonald [120], providing a fully-fledged mountable hidden file-system in its own right.
Sometimes for a perpetrator it suffices to simply hide away individual files, rather than an entire file system.
NTFS, the Windows file system, offers ample options to do so. In NTFS the block allocation structure is called
the Master File Table (MFT) and which stores metadata for all files and directories, along with other various
file descriptors. Some attributes of MFT entries are there for the sole purpose of backward-compatibility,
providing space for hiding information instead. NTFS also makes use of special metadata files that are not
necessarily used, e.g. the special file that keeps track of bad clusters. Similarly, NTFS alternate data streams,
meant to store additional metadata for use with Macintosh clients, were left there as legacy and can equally
be used for hiding information. Entire disk blocks can be claimed by hidden files by marking them as allocated
within the Bitmap structure but never actually associated with an entry inside the MFT. Further still, slack
space resulting from disk fragmentation can also be used. Similar techniques exist for Linux’s EXT [121]. There
are several other options, with varying degrees of robustness, tied to the possibility of the file system
overwriting hidden information as part of its normal operation, or being visible to file system integrity
checking tools. As a countermeasure, digital investigators should always consider using file carvers since
these do not rely on file-system metadata for file recovery. Beyond their standard usage for recovering
partially overwritten files, files hidden as a collection of blocks can also be picked up by file carvers that
support the recovery of fragmented files [122].
Beyond file system-level steganography we find techniques that exploit non-critical headers or little-to-none
influential content bits inside file formats [123] and even network protocols [124]. These techniques
constitute primitives out of which to build covert channels of communication, possibly allowing whole groups
of criminals/terrorists to hide in the investigators’ plain sight.
Secure disk deletion and damaged devices. There could be scenarios where perpetrators are simply interested in
getting rid of the data that could get them convicted, rather than keeping it secret or hidden away. Secure
disk deletion methods revolve around comprehensive data overwriting techniques [125]. Any disk block
needs only a single overwrite to be rendered irrecoverable. Still, all may not be lost for an investigator in
such cases. Wiping out an entire disk using overwrites can be a very lengthy process and investigators could
always interrupt an ongoing disk wipe-out in case of a last-ditch attempt by perpetrators on the former’s
arrival on premise. Investigators may also be lucky that a disk wipe-out was carried out using one of those
not-so-secure disk deletion tools that do not actually live up to what they promise and which leave data
residue behind [126].
On the downside, rather than bothering with secure disk deletion, perpetrators may simply go ahead and
physically destroy the storage medium. This is particularly easy to do in case of mobile devices, which
nowadays are the central source of digital evidence9. In general, device damage may be due to liquid,

9

https://timesofmalta.com/articles/view/how-phone-data-helped-police-home-in-on-
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thermal, ballistics or impact, with data recovery being at the mercy of the extent of the damage incurred and
care taken, whenever possible, by investigators during seizure [127].
Internet anonymity. The concern for personal privacy as a result of increased Internet usage has been discussed as
of its early days [128], way before the social media concerns of this last decade [129]. As a result, security
solutions providing Internet anonymity have been available for quite a while. In contrast to disk-level antiforensics tools, which may be considered as specialized tools mostly reserved for enterprise and sensitive
domains, Internet anonymity tools are the order of the day even for domestic use.
Routing Internet traffic through HTTPS proxies hides remote web address from the prying eyes of border
gateway surveillance, beyond simply encrypting content [130]. Virtual Private Networking (VPN), most
typically over TLS or SSH tunnels, have also made their way to home users, particularly popular in
combination with illegal streaming offerings. Tor, which combines multi-level encryption with an
anonymizing routing overlay, can nowadays be found readily packaged as easy-to-use private web browsing
solutions [131]. The I2P Invisible Internet Project is an alternative that is also picking up momentum [132],
and which along Tor gave birth to the dark web, or that portion of web traffic that is out of reach for forensic
analysis. Finally, the provision of private browsing modes even by mainstream browsers, is cornering
investigators into having to turn to volatile memory evidence as a last resort for acquiring web browsingrelated digital evidence [133].
Anti-incident handling. Digital investigations also pose a concern for threat actors, whether carrying out targeted
attacks or large-scale ones. Today’s malware is not simply equipped with automated proliferation, stealth
and persistence features, rather it is also written in a way to make it difficult for cyber response teams to
attribute it to its authors [134], or to even take down/infiltrate the malicious networks in which it operates.
The employment of Fast-Flux Service Networks (FFSN), the malicious version of Round-Robin DNS and
Content Delivery Network solutions for fast and continuous availability, was one of the earliest observed
techniques of this kind. FFSNs comprise a distributed proxy network on top of infected machines,
redirecting traffic to attacker-controlled sites, whether command-and-control (C2) servers or malware
providers. The net result is that of a malicious URL returning multiple different IP addresses out of a large
pool of compromised machines. Taking down any of the proxies does not affect the availability of the
central attacker site. Subsequently, malware evolved to also make use of Domain Generation Algorithms,
on occasions even speculating on which URLs would eventually get compromised [135]. C2 protocols have
become encrypted and tunnelled through open firewall ports, camouflaged as legitimate application traffic.
At the host level, malware techniques employed for defeating Intrusion Detection Systems (IDS) are also
bound to complicate incident response. The file-less malware phenomenon is a case in point [136]. This is a
kind of malware that is predominant on Windows machines. Its binaries can only be found inside the process
memory of exploited processes, but never in the form of executables on disk. It largely employs ‘living-offthe-land’ techniques, meaning the compromise of legitimate/white-listed processes throughout its various
phases. Microsoft Office VBA macros are typically abused for initial download, while registry entries
containing embedded PowerShell scripts provide persistence. Ultimately, PowerShell’s integration with
various windows network management technologies, such as WMI, provides the necessary tools for moving
around inside the compromised network [137].
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PowerShell can even load entire DLLs into its own process, making it difficult for IDS developers and malware
analysts alike to make any sense of what’s happening. Anti-malware forensics is not anything new. In fact,
malware sophistication has grown to the level of not only increasing its chances of successfully executing and
proliferating without any hindrance, but also resisting examination during malware forensics once collected.
Any malware sample worth its salt is expected to contain a good dose of packed code, anti-debugging,
ambiguous disassembly, and sandbox evasion tricks. Even the malware download phase nowadays can
consist of multiple stages, aggregating the required binaries from multiple locations in multiple steps [138].
Anti-malware analysis techniques have also spread to mobile malware, with domain-specific adaptations
rendering the malware forensics task ever more time-consuming [139].

7 Research Related to LOCARD Project
LOCARD deals with e-evidence. An e-evidence is an evidence characterized by immateriality and ubiquity.
Immateriality also implies the easy alterability of the data that constitute evidence. If an evidence is altered
(or otherwise it is not guaranteed that it has not been altered), it may not be admissible and not usable in a
trial. For this reason, LOCARD proposes techniques that allow not to alter the evidence in the collection and
preservation phases.
However, it is not enough that an evidence is collected and stored in such a way as to guarantee its integrity.
It is also necessary that the collection and preservation of the evidence are carried out in respect of
fundamental rights, first of all the right to privacy. Such a right is provided by: Article 8 (Right to respect for
private and family life) of the Convention for the Protection of Human Rights and Fundamental Freedoms,
also known as the European Convention on Human Rights (Council of Europe, 1950); Article 7 (Respect for
private and family life) of the Charter of Fundamental Rights of the European Union (European Parliament,
Council and Commission, 2000); Article 8 (Protection of personal data) of the Charter of Fundamental Rights
of the European Union (European Parliament, Council and Commission, 2000); Article 16 (on the protection
of personal data) (ex Article 286 TEC) of the Treaty on the Functioning of the European Union (TFEU).
Moreover, evidence collection and preservation must be carried out in compliance with Directive 2016/680
on the protection of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data.
We now analyse in detail the techniques established by LOCARD in order to guarantee the integrity of the
evidence in full respect of fundamental rights.

7.1 Research on Blockchain Technology Usage in Improving Overall Digital Forensics
Ecosystem
To address different challenges caused by new technologies (e.g., IoT, CPS, and ICT) and to provide the
essential features (i.e., tamper-resistant, traceability, auditability, and privacy preservation) in an evidence
management system, recently, the researchers are envisioning the usage of blockchain technologies in digital
forensics domain. Blockchain is a distributed and append-only data structure with inherent features such as
data integrity, immutability, transparency, traceability, relieve single point-of-trust, and privacy-preserving.
These unique features of blockchain make it a promising technology for building a decentralized, secure
digital evidence management system. Moreover, blockchains decentralized nature is an adequate match for
the requirements (e.g., of integrity, and provenances) of evidence collecting across jurisdictional borders.
However, the researchers proposing blockchain as a solution to improve the forensics system should ensure
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that the proposed framework is effective and its deployment is feasible concerning the computation costs,
computation overhead, storage requirements, and usability.
On-chain storage characteristics are limited in regard to data size and upload/download speed, since only a
low amount of data can be included in each transaction and its validation can take minutes (e.g. Bitcoin).
Note that the more complex and richer the information is the more transactions we will need to store it.
Moreover, the storage cost depends on the number of transactions and the price per transaction. On the
contrary, off-chain storage offers unlimited storage and 1 instead of n steps is needed in order to upload or
retrieve data from blockchain. In order to surpass the limitations in terms of transactions throughput and
related fees (at least in public blockchains) different techniques have been proposed. These are named layer
2 scaling techniques [140] and are mainly categorized in two different approaches: side-chains [141] and
state-channels [142]. In both cases, the main concept is that a public blockchain has a limited capacity in
terms of the transactions' volume it can serve, so the use of it shall be minimized. The main functionality of
the decentralized application is practically done through alternative means, which are by default faster and
cheaper to use than a public roof of work based blockchain network. In the case of side-chains, the idea is to
run the decentralized application on a second chain that may be operated on different consensus algorithm.
The state channels' paradigm is based on the idea of payment channels initially introduced for Bitcoin through
the Lightning project [143]. The main concept in this approach is that actors may update and sign the state
of a smart contract off-chain without committing any on-chain transactions.
The conflict between the right to be forgotten and the immutability of blockchain is one of the main concerns
of researchers and practitioners, especially when sensitive data is involved [144]. It should be recalled that
the Court of Justice also affirmed the existence and importance of the right to be forgotten [206]. However,
despite that cryptocurrencies such as bitcoin, that may require immutability, this characteristic may not be
appropriate for new blockchain-based applications, especially for those that require more dynamic
operations and updates (i.e. in both transactions or SCs). Ateniese et al. [145] proposed an approach to make
the blockchain redactable (i.e. re-writing, compressing or inserting blocks) by means of an enhanced standard
chameleon hash [146, 147], which is collision-resistant, unless a trapdoor is known. The detailed discussion
on blockchain technology and its applications are out of the scope of this deliverable, we suggest interested
readers to please check the LOCARD deliverable D4.3 for a detailed discussion on blockchain technologies.
State-of-the-art Blockchain-based digital forensics solutions. In recent years, many blockchain-based
forensics investigation frameworks have been proposed to research and exploit the potential of blockchain
technology for various areas of digital forensics. For instance, authors in [148, 149] present blockchain-based
forensic applications for vehicular networks. Some other researchers like [150, 151, 152], propose blockchain
based distributed forensic schemes for IoT networks. Similarly, authors in [153, 154, 155] propose blockchain
based forensic techniques for cloud computing services. Furthermore, authors in [156, 157] use blockchain
to secure the Chain of Custody and digital evidence preservation framework, and in [158] for photo forensics.
All the above mentioned research works show promising results concerning the feasibility of blockchain
usage to improve the digital forensics investigation process. However, the research on blockchain-based
forensics is still in its early stages, and it is necessary to understand the key advantages, drawbacks, and
challenges associated with it, before such a framework is deployed in a real work forensics domain.
With the help of blockchain, proactive and automated evidence collection on a large scale can be envisioned,
because if correctly implemented, it could decrease the amount of resources (time and money) spent on a
certain investigation [159]. In particular, automation will increase the forensic soundness during the evidence
collection procedure as it makes this step repeatable and thereby, reduces the human error dependency.
Besides verifying the acquisition process, automated forensics could also reduce the operational overhead in
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cases where investigators have to deal with a huge amount of evidence sources, a typical IoT Forensics case
[160]. Apart from the above-mentioned advantages, proactive and automated forensics have raised some
social and ethical issues [161]. Another challenge concerns the processing time. To be able to track different
devices located on various places and provide real-time insights, automated IoT forensic tools require
improvement in terms of performance, which can be supported by off chain storage of evidence and
InterPlanetary File System (IPFS) techniques along with blockchain.
In recent years, few research works proposed blockchain-based approaches to improve digital forensics or
cloud forensics investigation schemes in terms of its privacy requirements. Most of them still stay in the
design phase or do not address the key issues (e.g., secure chain of custody, respect for Directive EU 2016/680
[207], witness and jury privacy, and access control) thoroughly. For instance, Zhang et al. [153] claimed that
there was no available method for improving the trustworthiness of the interaction records of entities in
cloud forensics. To address it, they proposed a proof of existence and privacy-preserving scheme PPCF for
process records using blockchain and group signatures. Their focus is only on transferring forensics data,
which lacks other essential operations in digital forensics, such as fine-grained data accessing. Nieto et al.
[162] defined the stages of digital witness and discussed some privacy requirements of digital witnessing. To
balance the properties of the digital witness and the privacy requirements, they presented a blockchainbased solution by utilizing HawK [163]. Cebe et al. [148] stated that connected and smart vehicles would
provide valuable data to different stakeholders, such as maintenance companies, vehicle manufacturers,
drivers, and insurance companies, which had an important effect on vehicular forensics. The authors
presented a permissioned blockchain-based framework for managing vehicular data, which combines the
vehicular public key infrastructure with the blockchain to establish membership and protect privacy. Later
they proposed a fragmented ledger to preserve detailed vehicular data, e.g., diagnosis records and
maintenance reports. However, this framework is only applicable to vehicular forensics, and they do not
address fine-grained data accessing.
Le et al. [164] mentioned the identity privacy in IoT forensics. They presented a permissioned blockchainbased framework called BIFF to enhance the integrity and traceability of the gathered IoT evidence. To
mitigate identity privacy concern, they integrate a digital certificate scheme into the Merkle signature.
Recently, Lone et al. [156] proposed a blockchain-based digital forensics chain of custody to provide integrity
and tamper resistance of digital evidence. Their process model includes four functions: evidence creation,
evidence transfer, evidence deletion, and evidence display. Unfortunately, they ignored the possibility of
malicious police investigators and neglected privacy protection. Additionally, the evidence deletion was a
disaster for police investigator which should not be included in the functions. Tian et al. [165] proposed a
digital evidence framework called Block-DEF, which is based on blockchain to support evidence collecting,
storing, verifying, and retrieving. Their design stores the evidence information on the blockchain and
preserves the evidence on a trusted storage platform. They used two multi-signature schemes for evidence
submission and retrieval to guarantee traceability. However, their evidence accessing phase does not
consider the attributes of evidence requesters. Further, it suffers from high communication overhead
incurred by redundant interactions among an evidence provider, a content provider, an evidence requester,
and the trusted storage.
E-witness [166] is a system that uses blockchain technology to prove the integrity and spatio-temporal
properties of a digital evidence captured through a smart-phone. It consists of an application that computes
hash of pictures or videos taken from the phone camera, a location attestation service and a public blockchain
which contains ledger entries to preserve the evidence file’s hash and location certificate. The human witness
in that way can remain anonymous, while the investigator who receives the evidence can verify the integrity
and spatio-temporal claims of the evidence by querying the blockchain. Forensic-Chain [156] is a Blockchain
based Digital Forensics Chain of Custody, bringing integrity and tamper resistance to digital forensics chain
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of custody backed by IPFS to save the evidence for integrity. In the work presented in [167], the authors
propose a unified solution which logs all hardware profile changes of a vehicle in a blockchain by the use of
a smart contract, to manage control and allow only authenticated changes, subject to user, time, geospatial,
and contextual constraints exploiting several blockchain features.
Blockchain technology usage envisioned in LOCARD. LOCARD aims to provide a holistic platform for chain of

custody assurance along the forensic workflow, a trusted distributed platform allowing the storage of digital
evidence metadata in a blockchain. The immateriality and easy alterability of e-evidence lead to a series of
legal problems related to the admissibility of digital evidence and the use of digital evidence in the
Courtroom. Moreover, there are significant issues about privacy, therefore related to the need to comply
with Article 8 of the European Convention on Human Right, Articles 7 and 8 of the Charter of Fundamental
Rights of the European Union, and Directive 2016/680 on the protection of natural persons with regard to
the processing of personal data by competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data.
LOCARD is aimed at proposing technical solutions that implement fundamental rights. In addition, LOCARD
proposes a procedure for documented collection and preservation of evidence through a chain of custody
that allows to check the authenticity of the evidence. This way, the evidence is admissible in a trial and can
be used in the Courtroom. The Blockchain technology will not only guarantee that information about the
evidence cannot be tampered with, but allow interoperability without the need for a trusted third party. Even
the best maintained documentation will be useless and might be disputed in a court of law should it not be
accompanied by a proper chain of custody which is proven to be intact [208]. This means that, upon
acquisition of digital evidence, the evidence must be tagged, numbered and catalogued in an append only
registry. The use of blockchain from LOCARD guarantees that the immutability of this and consequently the
integrity and authenticity of the underlying evidence. Moreover, GDPR mandates compromised
organisations as data controllers to report personal data breaches within 72 hours. Due to the heavy fines
that the organisations might face, it is important for them to have a clear and continuous insight of how their
incident is being processed/investigated. The use of blockchain technology from LOCARD and its reports will
enable them to monitor this process as the investigators push the acquired digital evidence to the blockchain.
This will allow them to evaluate the case individually from their side. We believe that the choice of blockchain
technologies will greatly improve the storage of digital evidence, by providing transparency, auditability,
integrity, authenticity, security, privacy among other features. Moreover, the proposed architecture (in WP3,
T3.4) will improve communication and selective export of acquired evidence.
In the case of a cybercrime all the digital evidence have to be stored in a manner that cannot be disputed in
a court of law, thus it must be proved beyond “any reasonable doubt” that the evidence have not been
tampered with and that lawful procedures have been followed in every step related to the relevant case (e.g.
acquisition, storage, investigation, etc). We argue that in order to achieve that, we need an immutable
storage where all the acquired digital evidence are stored and all the transactions are monitored. The above
matches ideally to the concept of blockchains, which have been applied successfully in the scope of supply
chain management. Indeed, blockchain technologies among other features offer immutability, transparency,
robustness, auditability, integrity, authenticity and security,as required by ISO/IEC 27037:2012 [209], and
standards for the cybercrime investigation phase [210]. Therefore, LOCARD will use as a central repository
for all the transactions a federated permissioned blockchain. A federated blockchain is a hybrid combination
of public and private blockchains [168, 169]. Although it shares a similar scalability and privacy protection
level to private blockchain, the main difference between them is that a set of nodes, named leader nodes,
which are selected instead of a single entity to verify the transaction processes. This enables a partially
decentralised design where leader nodes can grant permissions to other users. Since storing data directly to
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the blockchain is not efficient, other options like the InterPlanetary File System (IPFS) are going to be
explored.
In LOCARD, Blockchain Manager module is in charge of administering the blockchain infrastructure and the
interface required for other modules to interact with it. In essence, a blockchain is a state machine that uses
cryptographic primitives and consensus mechanisms to link new states with the previous ones in a tree like
structure which gradually converges to a chain. In this regard, the integrity of the history of past states is
ensured. In practice if the state of digital evidence that the investigators acquire during the forensics
workflow is mapped to the state of blockchain at each point in time, then an integrity checking mechanism
can easily be built on top of that. Additionally, the digital evidence hand-over between different actors can
be represented as a blockchain transaction. On top of that, Smart Contracts will be employed in order to
govern the whole procedure and to allow or permit predefined actions to different actors at different
circumstances. The goal of the Blockchain Manager is to set up a federated permissioned blockchain, manage
the users and their transactions and cater for the automatic generation of the Smart Contracts when needed.
In this regard, LOCARD will allow the participating entities to use a predefined set of Smart Contract as
skeletons that will meet the end-user requirements. In terms of Blockchain technology, we plan to use a
federated permissioned blockchain which is mature enough and can offer advanced functionalities. At the
moment of writing the most profound solutions are Private Ethereum, Hyperledger Fabric, Quorum, and
Corda, however, the choice will be made in WP3 once specifications and requirements have been analysed.
Finally, LOCARD will study how to support scalability and efficiency for storing and sharing vast amounts of
data with blockchain technologies. Based on the blockchain technology that will be used for the LOCARD
platform we will investigate methods to increase the efficiency by storing data in an easier to use off-chain
mechanism. The latter is expected to significantly improve the provided functionality and improve its
scalability. Moreover, LOCARD will investigate methods for identity management in blockchain and ways to
guarantee that only a set of users would be able to access the content, allowing for legal admissibility. Again,
this will benefit the blockchain used for development by improving its identity management and access
control. Moreover, we plan to study security of SC trying to identify vulnerabilities and possible
countermeasures which could prevent losses (monetary and data) and increase trust in the underlying
blockchain technology.
When testing the proposed research solutions for various security and privacy preserving techniques in the
laboratory environment, we will choose Ethereum or hyperledger as our consortium blockchain platform to
implement the prototypes on a local test network, and Miracl as our cryptographic tool-set. Moreover, we
plan to re-use techniques such as Ciphertext-Policy Attribute-Based Encryption (CP-ABE) for fine-grained
access control on evidence management, short randomizable signatures, and secure slicing voting for entity
privacy. Also, we make use of offchain (e.g., IPFS) storage of evidence in blockchain as it provides high
throughput, high capacity, low latency, permissioning, and rich query support.

7.2 Research on Mobile Forensics
Storage device. To recover data from mobile devices, extracting data from the storage device of the mobile
device is required. Although the majority of storage media on the mobile device is eMMC, adoption of faster
UFS is observed among higher-end Android devices. Apple devices are using proprietary storage controller
utilizing NVMe.
Modern mobile devices are employing FDE to protect the user’s privacy. On the other hand, due to this FDE,
it became harder to recover any meaningful data from the mobile devices. FDE could be applied in either
hardware level or OS level. Hardware-based FDE performs encryption and decryption within the storage
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controller itself, whereas OS-based FDE handles them within the OS level. Both methods will write encrypted
data on the disk, but whether accessing the raw encrypted data will be depending on the implementation
details.
Apple’s iOS was the forerunner in this field; starting from the iPhone 3GS and iOS 4.x FDE was enabled by
default. On the other hand, Android introduced FDE starting from version 4.4, and devices with Android >=
5.0 has FDE enabled by default10. Android 7.0 introduced file-based encryption11, which is mandated Android
devices shipping with Android >= 10. Android’s FDE is based on the Linux kernel’s dm-crypt, with Androidspecific key derivation method based on the user-generated credentials (PIN, pattern, etc.) and hardwarebased key storage (usually Arm TrustZone). In reality, the security of the Android’s hardware key storage
depends on the SoC manufacturer’s implementation as the key storage is integrated into the SoC. If it is
possible to swap out the TrustZone firmware into the vulnerable one, master key could be leaked from the
device therefore FDE key could be broken.
Although brute forcing the FDE key is possible using hashcat12 we will not consider this as a new method. On
a report on exploiting Qualcomm’s master key13 the author used the vulnerability of Qualcomm’s TrustZone
implementation QSEE. This can break the FDE applied on Android devices on select Qualcomm SoC and the
author proposed a proof-of-concept on breaking the FDE on Android. This will not work on mobile devices
with other SoC manufacturers such as Samsung, HiSilicon, MediaTek due to different keymaster
implementation.
The attack on TrustZone for master key affects some applications utilizing Android’s keystore system14.
Privacy sensitive apps can utilize Android keystore to store their secret key, in order to avoid storing the key
on device without further protection. What is visible on the file system is just a reference to the secure
storage, and everything is handled within the hardware. Although earlier hardware key store
implementations had vulnerabilities exposing the keys15 they had been subsequently fixed in the later
releases of Android. Addressing Android keystore is important on some scenarios, where an app is using
hardware-based keystore to encrypt its important metadata. In this case, even if the FDE had been decrypted,
app metadata could not be retrieved at all.
Real-time detection of the activities performed by a user on his mobile device. Currently, user activities can be

traced by installing software such as XPrivacy, that hook the Android APIs and log which APIs are called at
runtime. However, XPrivacy, as well as other solutions, require either root privileges or a modification of the
Android OS. Thus, it is not possible to rely on existing techniques to investigate user’s activities without letting
him know that he is under investigation. By exploiting the Android virtualization technique, we can execute
10

https://source.android.com/security/encryption/full-disk
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https://source.android.com/security/encryption/file-based

12
https://www.forensicswiki.org/wiki/How_To_Decrypt_Android_Full_Disk_Encryption
13
keys.html

http://bits-please.blogspot.com/2016/06/extracting-qualcomms-keymaster-
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https://developer.android.com/training/articles/keystore

15

https://dl.acm.org/citation.cfm?id=2666627
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an app within the virtual environment built by another app on the same mobile device and log which APIs
are called at runtime. As a matter of fact, the virtualization technique aims at creating a new environment,
which is encapsulated into the Android native one and provides the same properties and functionalities of
the native one, while it is separated from it. The Android virtualization technique doesn’t require root
privileges or custom Android OS versions and it might be a novel direction to be investigated to analyse in
real-time the activities performed by a user on his mobile device (e.g., which apps he uses, which actions he
performs, which phone calls he makes/receives) without letting him understand that he is under
investigation.
Detection of spyware apps installed on a mobile device. Existing solutions aimed at detecting spy apps
installed on a mobile device can be divided into: (i) embedded applications (ii) external mechanisms.
Embedded applications refer to any system that needs to be installed on the target device for the full
functionality. Instead, external mechanisms are systems working outside the target device but interacting
with it through some means of communications. The authors in [170] studied how spyware works by
developing one, called Chameleon; with the knowledge acquired, they designed an application able to find
Chameleon, called DroidSmart Fuzzer. The system basically scans the permissions granted to all installed
applications and the internet traffic to identify potential spy app. Carlsson et al. [171] describe KAUDroid,
which consists of an application that collects permission usage on phones. Information about permissions
are stored, elaborated, and presented to the public through a web user interface. Ali-Gombe et al. [172]
propose Aspectdroid, which is an application-level system designed to investigate Android applications for
possible unwanted activities. Malik et al. [173] introduce CREDROID, which can identify malicious applications
on the basis of their Domain Name Server (DNS) queries as well as the data it transmits to a remote server
by performing in-depth analysis of network traffic logs in offline mode. Other previous work [174, 175]
focuses on the identification of user activities on a target device and collect and analyse multiple flows of
data to identify with more precision the user activity. Our purpose is to identify spy apps without the need
of having actual access (neither physical nor through other installed systems) to the victim's mobile device.
In particular, our approach relies on a wide range of non-intrusive Wi-Fi detection method for the
identification of spy apps. To achieve this goal, we study the behaviour of a number of popular spy apps
available in the market. Then, we design a set of algorithms for data-preprocessing to identify spy apps
network activities. We test our approach on a self-collected dataset that contains network traffic from both
spy apps and benign applications in popular mobile operating systems such as Android and iOS.
Identification of vulnerable apps, which could introduce an uncontrolled behaviour of the mobile device.
Besides stealing user sensitive data, malware apps might also introduce unexpected behaviour in the mobile
device, where they have been installed, definitely causing the mobile device owner to be claimed as
responsible. Researchers have been studying mobile malware for long and there are now several
services/tools available which are able to classify benign and malicious apps. However, the classification
criteria used by the tools developed so far mostly consider as malicious any portion of code aimed at stealing
user data. An alternative approach for identifying portions of code that could lead to unexpected behaviour
is to formalize a set of rules which detect specific vulnerabilities in a mobile app. In particular, starting from
the Android official security and privacy best practices16, we will identify all the associated vulnerabilities,

16

https://developer.android.com/training/articles/security-tips
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which could let an attacker to complete an unexpected action, and design the appropriate rules for their
detection.
Exploitation of Online SMS Receiving Services to Forge ID Verification. Communication service providers
(e.g., WhatsApp) enable users to connect with people around the world. These services have been widely
adopted and used by millions of users, and such services have emerged as a replacement of the transitional
calling and messaging. Unfortunately, these communication services have also been used to commit illegal
activities and serious crimes. Therefore, service providers ask for user's phone/mobile number to verify the
user's identity and to prevent misuses. The Internet is full of freebie services. Short Message Service (SMS)
receiving services/websites are one of them. These message receiving websites provide users with real phone
numbers and allow them to receive messages. We would like to investigate whether these message receiving
website have been used as a tool to forge identity verification - typically done using One Time Passwords
(OTP) - required for account creation. In our initial investigation, we will create and successfully verify
accounts for some messaging/calling apps as well as for social networking sites/apps using these message
receiving services. Then, we will collect and analyse the unique SMS messages received (upon request of
other users) on SMS receiving websites.

7.2.1 Messaging hijack threats
Rather than aiming for a full device takeover, malware may be more selective and target just the specific
device functionality that serves the attack’s purpose, e.g. taking over a device’s SMS services [15]. In order
to attain such a take-over, malware could leverage a rooting exploit, in turn giving it access to all permissions,
e.g. by manipulating the /data/system/packages.xml. Another approach would be to ask the user for all
relevant permissions, with the hope that a number of victims would take the bait. However, these
approaches do not do a good job in terms of stealth or targeting specific users.
On the other hand, by leveraging cloak-and-dagger, and related variations, malware can possibly aim for
long-term stealth eluding anti-malware solutions deployed at app store or device levels, as well as avoid
drawing the attention of savvy users. SMS hijack malware can target a user-installed or a smuggled messaging
app that interfaces with the device's SMS text messaging services. Implications can range from crime text
messaging proxy to unlawful interception. As illustrated in Figure 5, the abuse of accessibility services remains
central for successfully pulling off SMS hijacks, with the malicious accessibility service taking control of the
benign app, e.g. an SMSfromPC app, that normally allows device owners to remotely control SMS
functionality from their PCs. As a result, an attacker ends up obtaining full remote control over the device’s
SMS functionality.
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Figure 5: A stealthy SMS hijack.
Long-term stealth is the key element. Message conversations generated by the communication proxy can be
duly cleared and the same applies for any activity that may disclose occurrences of message sniffing, leaving
device owners none-the-wiser. Ultimately since message sending/reading gets delegated to a benign app,
detection by anti-malware is rendered difficult. Limitations in detection measures call for an investigative
malware hunting approach. Identification through the aforementioned state-of-the-art digital forensics
tools, however, also proves futile since they can only recover the possibly leaked messages from persistent
storage, but without providing any hint of whether this actually happened. Conversations belonging to the
crime proxy can be duly cleared. Similarly, deleted messages are only recoverable in case that they have not
already been overwritten or backed up on some cloud storage. These limitations hint at the need of acquiring
further evidence than the one provided by non-volatile memory.

7.2.2 The Promise of (Volatile) Memory Forensics
State-of-the-art memory forensics tools allow investigators to extract (e.g. WinPmem17, Memoryze18, FTK
Imager19, DumpIt20, and LiME21) and analyse (e.g. Rekall22 and Volatility23) digital evidence from volatile
memory. Similar to the case of logical acquisition from encrypted disks, usage of these tools requires a very

17

https://github.com/google/rekall/tree/master/tools/windows/winpmem

18

http://www.mandiant.com/resources/download/memoryze

19

http://www.accessdata.com/

20

http://moonsols.com/product

21

https://github.com/504ensicsLabs/LiME

22

https://github.com/google/rekall/

23

https://github.com/volatilityfoundation/volatility
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important departure from the more conventional 'pull-the-plug' approach. This is an obvious requirement
given the volatile nature of the evidence contained therein. The inclusion of volatile memory evidence in a
digital investigation brings invaluable benefits. Firstly, memory forensics complements examination of
images of persistent storage by making decryption keys and any other passcodes/credentials available [176],
henceforth providing access to on-disk evidence in the first place, as well by making non-persisted evidence
available [177]. Moreover, an important use case where memory forensics has proved very effective is that
of advanced malware infections. The sophistication of today's malware has increased to a level where
possibly the disk is never even touched, or else infects the core Trusted Computing Base (TCB) of all live
forensics and malware detection tools, e.g. the boot sequence [178, 179]. The main advantages of memory
forensics rest with the highly restricted TCB [180] and the attained forensic soundness [181], while at the
same targeting that source of evidence that malware absolutely cannot avoid. In fact malware can hide but
it has to execute in order to attain its objectives, and which in turn requires it to load into the device's volatile
memory.
Physical acquisition of volatile memory. The acquisition of physical memory dumps requires access to
privileged physical memory device files or else kernel APIs that traverse the virtual-to-physical memory
address translation structures (page directories/tables), thus resulting in a minimal TCB. On Linux
/dev/mem provides a partial solution for privileged user-level code. However, on Android this device file is
not made available. Hence, kernel APIs offer a more comprehensive solution, but which however brings
with it the requirement of driver/kernel module loading. On Windows this can be obtained by mapping
\\.\PhysicalMemory using MmMapIOSpace() as guided by MmGetPhysicalMemoryRanges()
in order to retrieve the RAM-relevant bus addresses [182]. On Linux, the iomem_resource structure is
parsed instead to retrieve the RAM ranges [183], with remap_pfn_range() accomplishing the rest
[184]. It is noteworthy that non-rooted Android devices do not allow the loading of dynamically-loaded
kernel modules. Even once rooted, it is very unlikely that a device under investigation would have been
flashed beforehand with a custom Android image that supports kernel module loading24. Another challenge
lies with the limited storage space available to which to dump physical memory images, forcing acquisitions
to be carried over network connections. This is not to say that with Linux systems it is all simple. For
example, one important challenge is the need to have a repertoire of kernel modules ready for all Linuximage variations installed on devices whose memory could potentially require imaging[185].
Foregoing reliance on kernel code altogether has also been demonstrated by directly manipulating page table
entries [183]. Since these structures are critical for proper system functionality, it can prove very difficult for
malware to tamper with them without crashing the system, and which in turn would hinder the malware’s
own execution. If one wanted to be ultra-sure of the acquisition’s integrity there is always the option of
incorporating memory acquisition logic as part of a device's firmware, e.g. as part of System Management
Mode (SMM) [180], and which brings the acquisition process even further away from malware’s reach.
However, a digital investigator is constrained to work with the device capabilities he is faced with, and such
sophisticated hardware is far from being commonplace.
Forensic analysis of physical memory dumps. Once acquired, a physical memory image has to be
processed in a way such that the individual kernel/user process virtual memory address spaces are
reconstructed. This procedure is hardware/OS-specific and therefore meta-data related to the acquisition
device becomes essential. In the case of closed-sourced OSes significant software reverse engineering

24

https://github.com/volatilityfoundation/volatility/wiki/Android
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efforts are required [186], while with open-source ones the challenge of multiple compiled image variations
applies [187].
The steps involved in this process are shown in Figure 6 and synthesized from a number of memory forensics
and OS sources [188, 189, 186, 190, 191, 192]. Starting off the physical memory dump the first step is to
locate the process descriptor structure, i.e. the task_struct list in Linux and the _EPROCESS list in
Windows. The individual structures can be located either by traversal or through scanning. The traversal
approach can be more accurate in case no anti-forensics tricks are present. In Linux, the global variable
init_task is the corresponding list header pointer. In turn, it is necessary for System.map to be
collected and then converted to its corresponding physical address by subtracting the kernel base address
from it. Alternatively, in systems with Kernel Address-Space-Layout-Randomization (KASLR) enabled, it is
paramount that the kernel offset is computed by the same kernel module that acquires memory since this
will vary. On Windows there is no equivalent of this global variable, rather the KDBG debugging structure
must first be located through scanning. Not being a critical system structure however, malware can tamper
with KDBG in order to thwart this process. Alternatively, it is always possible to scan for these structures
using descriptor signatures. In Windows this approach is somewhat facilitated by kernel memory manager
tags as used by a technique called pool-tag scanning.

Figure 6: Virtual address space recovery from physical memory dumps.
Starting off with the first process descriptor, init in Linux and smss.exe in Windows, its Directory Table
Base (DTB) field stores the physical address of the page directory/table structures used for virtual-physical
memory address translation. This is the physical address stored in CR3 in x86/-64 and TTBR0/1 in ARM. In
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Linux this is the pgd field of task_struct. Its equivalent in Windows is offset 0x18 from the address
pointed to by pcb in _EPROCESS. From this point onward, looking up the correct offset inside the physical
memory dumps is a matter of emulating the translation process carried out by the Memory Management
Unit (MMU). This process is very much dependent on the specific OS-mode and hardware at hand, and is a
case in point why the platform meta-data is critical for correct memory forensics analysis. The entire user
and kernel process virtual memory is then a matter of enlisting all memory sections from the virtual memory
descriptor structure associated with each process descriptor. In Linux these are mmap and mm_rb while the
windows equivalent is the VAD tree. It is noteworthy that all these offsets, as well as all other myriad of OS
structures subsequently used during forensic analysis, change across OS releases or individually compiled
versions in the case of open source. Thus, the corresponding OS version of the acquired images completes
the required metadata. For example in the popular Volatility tool, the complete meta-data is called a profile25.
By traversing the remainder of the located process descriptors it is possible to recover the virtual memory
spaces of each running process. It is noteworthy that all these core structures are not affected by page
smearing, or the memory forensics issue of dealing with paged-out memory [193]. Given the criticality of
these structures OSes tend to lock their underlying memory pages. The subsequent forensic analysis steps
comprise locating and parsing of memory structures of interest inside the recreated virtual address spaces26.
This is akin to conducting live forensics, but which is both repeatable and free from malware compromise
[181]. Taking the case of a botnet infection, investigation would involve scanning for network descriptors
inside kernel-space to locate suspicious remote IP addresses. When one is found, its corresponding process
descriptor has to be located, and once switched to its corresponding virtual address space, potentially
malicious code can be extracted and reversed. Notice how even if any of the relevant kernel descriptors could
have been maliciously unlinked from their aggregating structure, typically relied upon by live forensics tools,
the memory forensics analysis routine is not thwarted. This is so since memory forensics analysis can simply
scan the entire virtual address space rather than being confined to traversing the entire descriptor sequence,
contrary to what happens with live forensics.
Limitations of physical memory dump forensics. Whenever investigating cyberattacks the primary
shortcoming with the state-of-the-art is presented by short-lived, ephemeral, evidence. This also applies,
among others, to the case of messaging hijacks, where messaging-related artefacts tend to be short-lived in
volatile memory [15]. This is totally understandable, in the sense that, a properly designed OS for resourceconstrained devices is actually expected to recycle allocated memory in an efficient manner. Android’s
ashmem even goes to the length of not even guaranteeing the retention of allocated memory without it
having been explicitly relinquished. As mentioned earlier, the Android case is further complicated by the
lack of support for dynamically-loaded kernel modules, confining its use predominantly to malware analysis
sandboxes27, where the usage of rooted devices and emulators equipped with custom-compiled kernels
dominates. Taking Android memory forensics beyond this use case, therefore, requires a thorough rethinking in light of these two limitations.

25
https://github.com/volatilityfoundation/volatility/wiki/2.6-Win-Profiles
https://github.com/volatilityfoundation/volatility/wiki/Linux

and

26

https://github.com/volatilityfoundation/volatility/wiki/Command-Reference-Mal

27

https://cuckoo-droid.readthedocs.io/en/latest/
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7.2.3 State-of-the-art enabler technologies for investigating Android cyberattacks
comprehensively
Handling incidents concerning Android devices in a comprehensive manner requires not only leveraging the
state-of-the-art in mobile forensics, presented in the previous sections, but also extending it further with
respect to non-rooted devices and ephemeral evidence inside volatile memory. We make a case for such
extensions through the running example of the SMS hijack threat. Once initial efforts in this direction are
surveyed and enabler technologies identified, the basic principles for formulating these extensions are
encapsulated in a proposed concept we call JIT-memory forensics, and which sets the direction for future
research.
Volatile memory-centric investigations of SMS hijack threats. In an early attempt to a memory forensics
approach that considers ephemeral evidence [15], it was pointed out that potentially any text message flow
originating from an SMSonPC app and which after passing through system components terminates in
flash/SIM memory, coupled with suspicious screen overlay and/or accessibility functionality, is an indicator
of a possible SMS-hijack. The same argument applies for the inverse route. The device owner can confirm
whether the observed flows had their consent or otherwise, at which point the suspicious app can be
identified as the Cloak-and-Dagger malware while the SMSonPC app is confirmed to have been compromised
through app reversing. Given that fully tracing these flows for prompt SMS-hijack detection is particularly
expensive in terms of runtime overheads, the actual approach taken was to infer these flows instead, and
defer the entire operation to the memory forensics analysis stage. The idea is to keep track of just the key inmemory artefacts related to these flows, as occurring inside the memory space of apps and any intermediate
system components, and from which to infer their occurrence.
Just-in-time acquisition of volatile evidence. The main challenge however is presented by the brief
permanence in memory of the said artefacts, calling for a just-in-time collection approach. In this respect,
static bytecode instrumentation [194] was used, whereby the injected bytecode is responsible for initiating
memory dumps at the appropriate SMS-hijack triggers. The most obvious solution was to focus on SMSonPC
apps, since they can be statically instrumented through app repackaging and without the need of device
rooting. Furthermore, instrumenting system components is generally considered a less desirable option due
to the instability that it might incur.
The proposed digital investigation steps carried upon devices with a suspected SMS-hijack, as shown in Figure
8, are based on the observations just made. They require the inspected device to be connected to an
investigation workstation over an Android Debug Bridge (adb) session. The first 3 steps are concerned with
identifying suspicious apps and instrumenting the trigger points for dumping volatile memory. The focus is
on those apps that request relevant permissions. They must either request access to overlay/accessibility
services that render them Cloak-and-Dagger suspects, or else they request SMS permissions and therefore
are potentially abused SMSonPC apps. These apps are discernible from the device’s
/data/system/packages.xml. Once pulled from the device (step 1), the potential SMSonPC apps are
repackaged (step 2) with memory-dumping instrumentation and re-installed on the device in place of the
original ones (step 3). The instrumentation is described in detail in the paper describing it [15] using the smali
intermediate representation. Basically, the memory dumps correspond to Dalvik heaps used by ART, while
the dump trigger points correspond to SMS-related Android framework services, whether accessed directly
or indirectly through default apps and content providers, specifically:
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l SmsManager.getDefault().sendTextMessage(…),
l Intent mIntent = new Intent(Intent.ACTION_SENDTO/VIEW);
mIntent.setData(Uri.parse(“sms:/smsto:”)); …;
startActivity(mIntent);
l getContentResolver().query(android.provider.Telephony.Sms.*.CONTENT
_URI, …)
l SmsManager.getDefault().getAllMessagesfromICC(… )

Figure 7: Investigating Android SMS hijacks through just-in-time collection of ephemeral evidence from
volatile memory - adapted from [15]
Once step 3 is complete, the device is returned to its owner for continued usage during step 4. Its duration
is bounded by storage space available for the memory dumps, which are then retrieved during step 5. Step
6 retrieves the available SMS text messages from flash memory using any SMS backup or cloud storage app,
as well as those in SIM memory using an appropriate card reader. Additionally, in the possibility of a reflashed recovery partition with a disk imaging tool (e.g. dd), on-device text messages can rather be extracted
directly from the mmssms.db SQLite database file. Steps 7-8 proceed with extracting and normalizing to
UTF-16 the text message details and all strings from the memory dumps respectively. Step 9 obtains those
suspicious termination numbers obtained from CDRs. The normalized content is now ready to be used for
forensic analysis. In the case of a text message leakage investigation, the text messages from step 7 are
central to the investigation starting point. In the case of a crime-proxy attack, where sent messages are
deleted for stealth, the suspicious destination numbers from step 9 provide the starting point instead.
At this point, the aim of the investigator is to trace the messages/numbers inside the dumped strings, and
from which to attempt to maximize the identification of SMS-hijack related artefacts. The non© 832735 LOCARD Project Partners
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comprehensive list includes: sent/leaked message times, crime proxy message content, SMSonPC account
details in case it has been smuggled (i.e. linked to an attacker account), identification of the implicated
SMSonPC app in case of multiple candidates, and ultimately the Cloak-and-Dagger malware itself. All these
capabilities were verified in a limited but representative case study employing PushBullet, a popular
SMSonPC (among other functionalities) app, and resulting in practical memory dump sizes. Avenues for
improvement are obviously several, primarily:
l Obfuscated code resistance - so far only native code employment is taken into consideration and
requires device rooting;
l Synchronization with code integrity verifiers;
l Large-scale experiments using multiple Android devices;
l Shift to an accessibility service-centric approach to enable automated malware identification;
l as well as include instant messaging hijacks within scope;
l Privacy-preserving forensic analysis.
The limitations with the existing digital investigation approach for Android SMS hijacks, concerning
obfuscated code and the need to switch to an accessibility services-centric approach, can be both addressed
through Android Binder [195]. This is an IPC mechanism that has long been identified as a choke-point for
security policy enforcement and malicious behaviour observation alike.
Development environment. All mobile forensics solutions or modules shall be developed in such a way that
they are completely portable to a number of different platforms such as Android, and iOS and compatible
with different hardware like smartphones, tablets, and other smart mobile devices. The enablers are
compiled as portable libraries for each platform which then can be included in other application projects
and appropriate IDEs using the header files defining the SDK interfaces. The proposal for the development
environment is based on Microsoft technology, which ideally can be used to leverage .NET expertise and
seamless cross-platform development. However, other technologies and associated environments will
additionally be used, such as Java, Eclipse and other which will be using the SDK libraries and appropriate
documented APIs. All the research solutions will be provided as open-source in a way to support further
enhancements and re-use. Please note that the above mentioned development plan might change as the
project progresses, and new tools or programming languages could be used to complete a task.

7.3 Research on Cloud Forensics
Accessibility of cloud systems. Cloud systems are becoming more and more valuable target for any forensic
attempts, as nowadays a majority of web services are moving to cloud and deeply integrated into
smartphones and other devices. Physically locating the data storage location is often a hard task in cloud
systems, as they could be physically located in the third country, data itself could be scattered into multiple
internetworked systems, or even scattered within multiple disks in a proprietary or hard to reconstructable
format. Hence, network-based forensics could be a viable solution when physical access for forensics is hard
or time-consuming. Enisa identifies three potential types of forensics in the cloud environment: before
incident, live, and post incident [213]. Currently, available solutions are based on either extracting certain
keywords from either the live network interface or the stored PCAP files or equivalent.
Vallentin et al. [196] proposed a platform for large-scale network data analysis VAST. The proposed system
is working in parallel with the existing cloud network as high throughput rates are important in cloud
operation, with further support of data inquiry within an interactive analysis. Thimmaraju et al. [197]
proposed a platform to sample packets from the network based on a packet’s content. The system checks
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whether the packet was routed to the expected path and the integrity of the packet’s content. Fusco et al.
[198] proposed a network forensics solution that can handle store, index and query network flow information
at high throughput rates.
Maier et al. [199] proposed a system daemon that captures packets from the network in the well-known
PCAP format and indexes the packets in those PCAPs based on a set of header fields. The analysis is then
conducted on the indexed data. Giura et al. [200] designed a specific flow archival system that can be used
to conduct network forensics. Cohen et al. [201] introduced GRR, a framework that can be used for live
forensic investigations which includes running agents on the end-hosts.
The survey by Khan et al. [101] further covers the network forensics.
Location Transparency. Cloud forensic require investigation of data locality and sometimes it becomes
necessary to seize the data location to help identify the evidence. On a legal level, this poses significant
problems both in terms of jurisdiction [211], and in terms of the need to resort to either the letters rogatory
or the European Investigation Order in criminal matters [212], when the cloud is located in another State. In
a distributed environment of Cloud, performing analysis and seizing equipment gets difficult; investigators
are often confronted with a situation where they cannot seize the data and note the physical scene of the
crime. Consumer data and processes are distributed over number of virtual instances and network
components. Hence, the jury may raise questions on the physical seizing of data and how the integrity of
data has been preserved. It might be required to revise the traditional approaches in light of new
environment.
Decentralization of Data Logs. In digital forensics some of the most useful information is stored within log
files. In a cloud computing environment, these logs are decentralized, as data stored in the cloud is replicated
to multiple server and data centres to confirm redundancy of data. Multiple cloud users’ log information may
be stored together or can be spread over multiple servers. Cloud architectures consist of several layers and
tiers and logs are generated in each tier. All of these layers produce logs that are very valuable for digital
forensic investigations. Even if the cloud customer specifies the location where the data should be stored,
log files are decentralized as the replication of the data is decentralized and the cloud customer has very
limited access to log files.
For an investigator to access the log files, the investigator needs to identify the locations of the log files and
obtain access to these log files. Cloud service providers can assist the investigation by providing the log files,
but the chain of custody of the evidence then becomes an issue. The collection of log files from multiple
servers/layers and providing the log files securely to investigators have become extremely challenging.
Multi-tenancy. The shared-storage nature of cloud computing raises several issues related to forensic
investigations: validity-of-the-warrant, privacy, and authenticity, admissibility and exclusion of evidence in
criminal proceedings, and use of digital evidence in the Courtroom. In order to issue a warrant, the
identification of a specified location that has a significant probability of containing evidence is a necessary
step. However, such identification becomes a challenge in a cloud environment. A single physical disk space
on a server may contain data which belongs to multiple customers, and data belonging to a single file of a
single customer may be physically distributed among different servers that are located in different countries.
Trying to overcome such a problem by attempting to issue overly broad warrants is not legally acceptable,
also because of the violation of the principle of proportionality. In some cases, the warrant may be
suppressed; for example, a warrant which affects the privacy of other tenants who are not involved in the
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investigation, or a warrant which allows for searching of other data belonging to the suspect that is not
related to the investigation [202]. Additionally, there is a need to show that authenticity has been
preserved—that is, that the data obtained from that multi-tenancy shared storage belongs to the defendant
and only the defendant. Furthermore, multi-tenancy also involves an additional risk—that of side-channel
attack.
A multi-tenancy model has been proposed to maintain the privacy of users in multi-tenant environments by
means of data encryption and information disassociation [203, 204]. However, this model aims to protect
users’ privacy in the case of intruders trying to access their data. Others have suggested the isolation of cloud
instances to protect evidence from containment by means of moving other clouds from the same node that
contains the suspicious activities [21].
LOCARD aims to identify emerging standards and technologies that would solve the most pressing problems
fundamental to carrying out forensics in a cloud computing domain, lawfully obtaining (e.g., via warrant or
subpoena) all relevant artefacts. In particular, LOCARD will greatly improve the state-of-the-art cloud
forensics solutions and technologies: It will perform deep analysis of the cloud forensics challenges, it will
prioritize these challenges, choosing those of the highest priority, determine the research and innovation
gaps in technology, standards, and measurements. It will address these challenges and develop a roadmap
to address these gaps by exploiting Blockchain. In the experiments done in the laboratory as part of Task 4.2
of WP4 for proposed cloud forensics solutions, we plan to envision the use of various tools and techniques,
these include, packet capture tools relying on WinPcap, such as WinDump and Wireshark, SPEC CINT2006
suite, Iometer to evaluate the network transfer and disk I/O performance, VMMs etc.

7.4 Research on Streaming Services Forensics
One of the major issues that online data have is their “short life” and the fact that streaming data are often
never stored. For instance, when one is streaming illegal content, whether this is child pornography or
copyright infringing content, the content might not be stored as it may be produced or streamed at that
moment. Therefore, the authorities face the issue that upon investigating the case, the content is missing, so
they are unable to acquire/analyse it, while they must also prove that the content existed at a given time
frame. Therefore, LOCARD will provide new tools and methods to allow the collection of digital evidence
from the cloud and streaming services (including social networks).
Modern media streaming services are available in a wide variety of devices such as set-top box, smart TV,
Internet radio, AI speaker, etc. Unlike smartphone forensics, these devices stay in a fixed location within the
home and capable of detecting nearby activities in order to instantly react to the user. Even the basic voice
command can generate a lot of metadata, such as a sample of user recording, the time of command execution
and its result, contents delivered as a result of the command, changes in environment, etc. In addition to the
user’s activity, user’s thoughts as inflected from the trace of consumed contents could be traced back using
forensics on those devices.
The term “smart TV” appeared in the market relatively early, mainly integrating the functionality of the
traditional set-top box within the TV itself. As more and more devices are integrated into the TV, not only
apps can utilize hardware capabilities, but also storing more metadata inside the device. According to the
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leaked document from CIA28, Samsung smart TV’s recording capability is used to spy on the home. Previous
work on the smart TV forensics29 resembles the forensic work on any kind of embedded devices, except that
the main target is TV. Unlike smartphones where duopoly of Android and iOS is stably maintained for several
years, there are several smart TV platforms on the market such as Google Android TV, LG webOS, Samsung
Tizen, Huawei HarmonyOS, etc. While they may share Linux kernel and system utilities, the apps and
metadata as well as platform security will be dependent on the implementation specifics.
Some streaming-capable devices such as Amazon Echo are known to use a modified version of Android [204],
in order to reduce software development cost and streamline integration by re-using already existing Android
version of apps. Unlike Android-based smartphones and tablets with Google Play services, they do not need
to pass Google’s standard so security standard could be lower than what is expected in normal Android
devices. As such, usual attack vector of those devices are often the vendor apps. On the report of hacking
smart speakers [204] they desoldered eMMC embedded inside a smart speaker in order to find
vulnerabilities, and found some in vendor apps. The same methodology could be applied to acquire and
analyse the metadata stored in the device. Like smart TV, there are distinct streaming service ecosystem
around devices from multiple vendors. As such, data structures on device could be different among devices
and services, and forensic tools needs to be aware of the specifics.
To facilitate the development of research solutions concerning resource constrained smart devices used for
streaming services, RESTful interfaces and MQTT protocol will be used, where possible, and the
corresponding Swagger tools will be used to facilitate the development process. The detailed information
about the tools and technologies used for the development of the Locard platform and its associated
components will be included in our future deliverable D5.1, which will be available at M12.

28
“Detailed
Notes
regarding
Samsung
F8000
Smart
TV
networking”,
https://wikileaks.org/ciav7p1/cms/page_13205592.html
29
A. Boztas et al. “Smart TV Forensics - Digital Traces On Televisions”,
https://www.dfrws.org/sites/default/files/session-files/pres-smart_tv_forensics_-_digital_traces_on_televisions.pdf
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8 Conclusion
Mobile forensics, cloud forensics and streaming services forensics are wide research areas, which need to
be further investigated and in which there is still space for improvement. The immateriality and easy
alterability of e-evidence lead to a series of legal problems related to the admissibility of digital evidence
and the use of digital evidence in the Courtroom. Moreover, there are significant issues about privacy,
therefore related to the need to comply with Article 8 of the European Convention on Human Right,
Articles 7 and 8 of the Charter of Fundamental Rights of the European Union, and Directive 2016/680 on
the protection of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data.
LOCARD is aimed at proposing technical solutions that implement fundamental rights. In addition, LOCARD
proposes a procedure for documented collection and preservation of evidence through a chain of custody
that allows to check the authenticity of the evidence. This way, the evidence is admissible in a trial and can
be used in the courtroom. The number of issues affecting those areas is huge and the purpose of D4.1 is to
introduce the ones in which the partners of LOCARD will contribute. In particular, after providing a general
overview of the digital forensics area, we then focused on specific problems and introduced the current
state-of-the-art providing the existing solutions. For each area out of the three above-mentioned ones, the
D4.1 illustrates the future research directions and purposes LOCARD aims to achieve.

© 832735 LOCARD Project Partners

63

31/07/2020

D4.1 State of the art report on Digital Forensics

9 References
[1] E. Casey and G. J. Stellatos, “The impact of full disk encryption on digital forensics,” ACM SIGOPS Oper.
Syst. Rev., vol. 42, no. 3, p. 93, Apr. 2008.
[2] J. R. Lyle, D. R. White, and R. P. Ayers, “Digital Forensics at the National Institute of Standards and
Technology,” NIST InteragencyInternal Rep. NISTIR - 7490, Apr. 2008.
[3] C. Stoll, “Stalking the Wily Hacker,” Commun ACM, vol. 31, no. 5, pp. 484–497, May 1988.
[4] A. I. Cerezo, J. Lopez, and A. Patel, “International Cooperation to Fight Transnational Cybercrime,” in
Second International Workshop on Digital Forensics and Incident Analysis (WDFIA 2007), 2007, pp. 13–
27.
[5] C. Kanich et al., “Spamalytics: An Empirical Analysis of Spam Marketing Conversion,” p. 12.
[6] R. Ayers, S. Brothers, and W. Jansen, “Guidelines on mobile device forensics,” National Institute of
Standards and Technology, NIST SP 800-101r1, May 2014.
[7] Y. Leguesse, “Mobile Threats Incident Handling,” p. 109, 2015.
[8] “The Mobile Forensics Process: Steps & Types,” Infosec Resources. [Online]. Available:
https://resources.infosecinstitute.com/category/computerforensics/introduction/mobileforensics/the-mobile-forensics-process-steps-types/. [Accessed: 28-Oct-2019].
[9] A. Hoog, Android Forensics: Investigation, Analysis and Mobile Security for Google Android, 1st ed.
Syngress Publishing, 2011.
[10] N. J. Croft and M. S. Olivier, “Sequenced Release of Privacy Accurate Call Data Record Information in a
GSM Forensic Investigation,” p. 14.
[11] S. Al-Kuwari and S. D. Wolthusen, “A Survey of Forensic Localization and Tracking Mechanisms in ShortRange and Cellular Networks,” in Digital Forensics and Cyber Crime, Berlin, Heidelberg, 2010, pp. 19–32.
[12] “McAfee Mobile Threat Report,” p. 20.
[13] J. E. R. McMillan, W. B. Glisson, and M. Bromby, “Investigating the Increase in Mobile Phone Evidence in
Criminal Activities,” in 2013 46th Hawaii International Conference on System Sciences, 2013, pp. 4900–
4909.
[14] J. Li, D. Gu, and Y. Luo, “Android Malware Forensics: Reconstruction of Malicious Events,” in 2012 32nd
International Conference on Distributed Computing Systems Workshops, 2012, pp. 552–558.
[15] M. Vella and V. Rudramurthy, “Volatile Memory-Centric Investigation of SMS-Hijacked Phones: A
Pushbullet Case Study,” 2018 Fed. Conf. Comput. Sci. Inf. Syst. FedCSIS, pp. 607–616, 2018.
[16] C. Steel, “Technical Soddi Defenses: The Trojan Horse Defense Revisited,” J. Digit. Forensics Secur. Law,
2014.
[17] S. Neuner, M. Lindorfer, M. Huber, G. Merzdovnik, M. Mulazzani, and E. Weippl, “Enter Sandbox: Android
Sandbox Comparison,” p. 36.
[18] Z. Yixiang and Z. Kang, “Review of iOS Malware Analysis,” in 2017 IEEE Second International Conference
on Data Science in Cyberspace (DSC), 2017, pp. 511–515.
[19] S. Homayoun, A. Dehghantanha, R. M. Parizi, and K.-K. R. Choo, “A Blockchain-based Framework for
Detecting Malicious Mobile Applications in App Stores,” ArXiv190604951 Cs, Jun. 2019.
[20] J. Gu, B. Sun, X. Du, J. Wang, Y. Zhuang, and Z. Wang, “Consortium Blockchain-Based Malware Detection
in Mobile Devices,” IEEE Access, vol. 6, pp. 12118–12128, 2018.
[21] S. Zawoad and R. Hasan, “Cloud Forensics: A Meta-Study of Challenges, Approaches, and Open
Problems,” ArXiv13026312 Cs, Feb. 2013.
[22] J. Dykstra and A. T. Sherman, “UNDERSTANDING ISSUES IN CLOUD FORENSICS: TWO HYPOTHETICAL CASE
STUDIES,” 2011.
[23] J. Dykstra and A. T. Sherman, “Acquiring forensic evidence from infrastructure-as-a-service cloud
computing: Exploring and evaluating tools, trust, and techniques,” Digit. Investig., vol. 9, pp. S90–S98,
Aug. 2012.
[24] S. D. Wolthusen, “Overcast: Forensic Discovery in Cloud Environments,” in 2009 Fifth International
© 832735 LOCARD Project Partners

64

31/07/2020

D4.1 State of the art report on Digital Forensics

Conference on IT Security Incident Management and IT Forensics, 2009, pp. 3–9.
[25] R. K. L. Ko et al., “TrustCloud: A Framework for Accountability and Trust in Cloud Computing,” in 2011
IEEE World Congress on Services, 2011, pp. 584–588.
[26] R. Marty, “Cloud Application Logging for Forensics,” in Proceedings of the 2011 ACM Symposium on
Applied Computing, New York, NY, USA, 2011, pp. 178–184.
[27] Zafarullah, F. Anwar, and Z. Anwar, “Digital Forensics for Eucalyptus,” in 2011 Frontiers of Information
Technology, 2011, pp. 110–116.
[28] D. Birk and C. Wegener, “Technical Issues of Forensic Investigations in Cloud Computing Environments,”
in 2011 Sixth IEEE International Workshop on Systematic Approaches to Digital Forensic Engineering,
2011, pp. 1–10.
[29] S. Biggs and S. Vidalis, “Cloud Computing: The impact on digital forensic investigations,” in 2009
International Conference for Internet Technology and Secured Transactions, (ICITST), 2009, pp. 1–6.
[30] B. Hay and K. Nance, “Forensics Examination of Volatile System Data Using Virtual Introspection,” SIGOPS
Oper Syst Rev, vol. 42, no. 3, pp. 74–82, Apr. 2008.
[31] F. J. Krautheim, D. S. Phatak, and A. T. Sherman, “Introducing the Trusted Virtual Environment Module:
A New Mechanism for Rooting Trust in Cloud Computing,” in Trust and Trustworthy Computing, Berlin,
Heidelberg, 2010, pp. 211–227.
[32] N. Santos, K. P. Gummadi, and R. Rodrigues, “Towards Trusted Cloud Computing,” p. 5.
[33] A. T. H. affairs editor, “Amber Rudd: viewers of online terrorist material face 15 years in jail,” The
Guardian, 02-Oct-2017.
[34] G. Horsman, “A forensic examination of the technical and legal challenges surrounding the investigation
of child abuse on live streaming platforms: A case study on Periscope,” J. Inf. Secur. Appl., vol. 42, pp.
107–117, Oct. 2018.
[35] A. Nikas, E. Alepis, and C. Patsakis, “I know what you streamed last night: On the security and privacy of
streaming,” Digit. Investig., vol. 25, pp. 78–89, Jun. 2018.
[36] M. K. Rogers and K. Seigfried, “The future of computer forensics: a needs analysis survey,” Comput.
Secur., vol. 23, no. 1, pp. 12–16, Feb. 2004.
[37] K. Jonkers, “The forensic use of mobile phone flasher boxes,” Digit. Investig., vol. 6, no. 3, pp. 168–178,
May 2010.
[38] K. D. Fairbanks, “An analysis of Ext4 for digital forensics,” Digit. Investig., vol. 9, pp. S118–S130, Aug.
2012.
[39] B. Nikkel, Practical Forensic Imaging: Securing Digital Evidence with Linux Tools. No Starch Press, 2016.
[40] A. Hoog and K. Strzempka, iPhone and iOS Forensics: Investigation, Analysis and Mobile Security for Apple
iPhone, iPad and iOS Devices, 1st ed. Syngress Publishing, 2011.
[41] R. Chen, Y. Wang, J. Hu, D. Liu, Z. Shao, and Y. Guan, “Unified non-volatile memory and NAND flash
memory architecture in smartphones,” in The 20th Asia and South Pacific Design Automation Conference,
2015, pp. 340–345.
[42] E. Casey, G. Fellows, M. Geiger, and G. Stellatos, “The growing impact of full disk encryption on digital
forensics,” Digit. Investig., vol. 8, no. 2, pp. 129–134, Nov. 2011.
[43] W. Jansen, A. Delaitre, and L. Moenner, “Overcoming Impediments to Cell Phone Forensics,” in
Proceedings of the 41st Annual Hawaii International Conference on System Sciences (HICSS 2008), 2008,
pp. 483–483.
[44] “Android Hacker’s Handbook | Wiley,” Wiley.com. [Online]. Available: https://www.wiley.com/enar/Android+Hacker%27s+Handbook-p-9781118608647. [Accessed: 28-Oct-2019].
[45] N. Son, Y. Lee, D. Kim, J. I. James, S. Lee, and K. Lee, “A study of user data integrity during acquisition of
Android devices,” Digit. Investig., vol. 10, pp. S3–S11, Aug. 2013.
[46] T. Vidas, C. Zhang, and N. Christin, “Toward a general collection methodology for Android devices,” Digit.
Investig., vol. 8, pp. S14–S24, Aug. 2011.
[47] L. Wei, Y. Liu, and S.-C. Cheung, “Taming Android fragmentation: Characterizing and detecting
© 832735 LOCARD Project Partners

65

31/07/2020

D4.1 State of the art report on Digital Forensics

compatibility issues for Android apps,” in 2016 31st IEEE/ACM International Conference on Automated
Software Engineering (ASE), 2016, pp. 226–237.
[48] “Introduction.” [Online]. Available: https://mobile-security.gitbook.io/mobile-security-testing-guide/.
[Accessed: 28-Oct-2019].
[49] M. Backes, S. Bugiel, O. Schranz, P. von Styp-Rekowsky, and S. Weisgerber, “ARTist: The Android Runtime
Instrumentation and Security Toolkit,” in 2017 IEEE European Symposium on Security and Privacy (EuroS
P), 2017, pp. 481–495.
[50] “Fuzzing Objects d’ART: Digging Into the New Android L Runtime Internals « HITBSecConf2015 –
Amsterdam.” .
[51] Y. Fratantonio, C. Qian, S. P. Chung, and W. Lee, “Cloak and Dagger: From Two Permissions to Complete
Control of the UI Feedback Loop,” in 2017 IEEE Symposium on Security and Privacy (SP), 2017, pp. 1041–
1057.
[52] A. Kalysch, D. Bove, and T. Müller, “How Android’s UI Security is Undermined by Accessibility,” in
Proceedings of the 2Nd Reversing and Offensive-oriented Trends Symposium, New York, NY, USA, 2018,
pp. 2:1–2:10.
[53] “Android Trojan steals money from PayPal accounts even with 2FA on,” WeLiveSecurity, 11-Dec-2018.
[Online]. Available: https://www.welivesecurity.com/2018/12/11/android-trojan-steals-money-paypalaccounts-2fa/. [Accessed: 28-Oct-2019].
[54] “Group-IB uncovers Android Trojan named «Gustuff» capable of targeting more than 100 global banking
apps, cryptocurrency and marketplace applications,” www.group-ib.com. [Online]. Available:
https://www.group-ib.com/media/gustuff/. [Accessed: 28-Oct-2019].
[55] “(13) (PDF) IPhone 3GS forensics: Logical analysis using apple iTunes backup utility,” ResearchGate.
[Online].
Available:
https://www.researchgate.net/publication/303269332_IPhone_3GS_forensics_Logical_analysis_using_
apple_iTunes_backup_utility. [Accessed: 28-Oct-2019].
[56] M. Piccinelli and P. Gubian, “Exploring the iPhone Backup Made by iTunes,” J. Digit. Forensics Secur. Law,
2011.
[57] Y.-C. Tso, S.-J. Wang, C.-T. Huang, and W.-J. Wang, “iPhone Social Networking for Evidence Investigations
Using iTunes Forensics,” in Proceedings of the 6th International Conference on Ubiquitous Information
Management and Communication, New York, NY, USA, 2012, pp. 62:1–62:7.
[58] J. Zdziarski, “iPhone forensics - recovering evidence, personal data and corporate assets,” 2008.
[59] S. Zawoad, A. K. Dutta, and R. Hasan, “SecLaaS: Secure Logging-as-a-service for Cloud Forensics,” in
Proceedings of the 8th ACM SIGSAC Symposium on Information, Computer and Communications Security,
New York, NY, USA, 2013, pp. 219–230.
[60] M. Damshenas, A. Dehghantanha, R. Mahmoud, and S. bin Shamsuddin, “Forensics investigation
challenges in cloud computing environments,” in Proceedings Title: 2012 International Conference on
Cyber Security, Cyber Warfare and Digital Forensic (CyberSec), 2012, pp. 190–194.
[61] R. Poisel and S. Tjoa, “Discussion on the Challenges and Opportunities of Cloud Forensics,” in
Multidisciplinary Research and Practice for Information Systems, Berlin, Heidelberg, 2012, pp. 593–608.
[62] R. Adams, “The emergence of cloud storage and the need for a new digital forensic process model,” IGI
Global, 2013.
[63] A. Pichan, M. Lazarescu, and S. Soh, “Cloud forensics: Technical challenges, solutions and comparative
analysis,” Digit. Investig., vol. 13, pp. 38–57, 2015.
[64] A. K. Mishra, P. Matta, E. S. Pilli, and R. C. Joshi, “Cloud Forensics: State-of-the-Art and Research
Challenges,” in 2012 International Symposium on Cloud and Services Computing, 2012, pp. 164–170.
[65] G. Sibiya, H. S. Venter, and T. Fogwill, “Digital Forensic Framework for a Cloud Environment,” p. 8, 2012.
[66] G. K. Birajdar and V. H. Mankar, “Digital image forgery detection using passive techniques: A survey,”
Digit. Investig., vol. 10, no. 3, pp. 226–245, Oct. 2013.
[67] “Hacking With Pictures; New Stegosploit Tool Hides Malware Inside Internet Images For Instant Drive-by
© 832735 LOCARD Project Partners

66

31/07/2020

D4.1 State of the art report on Digital Forensics

Pwning,” Player.One, 28-May-2015. [Online]. Available: https://www.player.one/hacking-pictures-newstegosploit-tool-hides-malware-inside-internet-images-instant-444768. [Accessed: 28-Oct-2019].
[68] K. Nance, B. Hay, and M. Bishop, “Digital Forensics: Defining a Research Agenda,” in 2009 42nd Hawaii
International Conference on System Sciences, 2009, pp. 1–6.
[69] A. Aminnezhad, A. Dehghantanha, and M. T. Abdullah, “A survey on privacy issues in digital forensics,”
International Journal of Cyber-Security and Digital Forensics, 01-Oct-2012. [Online]. Available:
https://link.galegroup.com/apps/doc/A354578179/AONE?sid=lms. [Accessed: 27-Oct-2019].
[70] G. Grispos, T. Storer, and W. Glisson, “Calm before the storm: the challenges of cloud computing in digital
forensics,” 2012.
[71] K. Ruan, J. Carthy, T. Kechadi, and I. Baggili, “Cloud forensics definitions and critical criteria for cloud
forensic capability: An overview of survey results,” Digit. Investig., vol. 10, no. 1, pp. 34–43, Jun. 2013.
[72] C. Brummer, “Why Soft Law Dominates International Finance - And Not Trade,” Social Science Research
Network, Rochester, NY, SSRN Scholarly Paper ID 1742512, Jan. 2011.
[73] G. C. Kessler, “Judges Awareness, Understanding, and Application of Digital Evidence,” JDFSL, vol. 6, pp.
55–72, 2010.
[74] N. Elenkov, Android Security Internals: An In-Depth Guide to Android’s Security Architecture, 1st ed. San
Francisco, CA, USA: No Starch Press, 2014.
[75] C. Anglano, “Forensic analysis of WhatsApp Messenger on Android smartphones,” Digit. Investig., vol.
11, no. 3, pp. 201–213, Sep. 2014.
[76] J. Lessard, G. C. Kessler, and G. K. Associates, “Android Forensics: Simplifying Cell Phone Examinations,”
vol. 4, p. 12, 2010.
[77] S. Maus, H. Höfken, and M. Schuba, “Forensic Analysis of Geodata in Android Smartphones,” p. 11.
[78] D. Quick, “Forensic analysis of the android file system YAFFS2,” p. 11.
[79] N. A. Barghouthy, A. Marrington, and I. Baggili, “The forensic investigation of android private browsing
sessions using orweb,” in 2013 5th International Conference on Computer Science and Information
Technology, 2013, pp. 33–37.
[80] V. Roussev and S. McCulley, “Forensic analysis of cloud-native artifacts,” Digit. Investig., vol. 16, pp.
S104–S113, Mar. 2016.
[81] B. Martini and K.-K. R. Choo, “An integrated conceptual digital forensic framework for cloud computing,”
Digit. Investig., vol. 9, no. 2, pp. 71–80, Nov. 2012.
[82] L. Chen, L. Xu, X. Yuan, and N. Shashidhar, “Digital forensics in social networks and the cloud: Process,
approaches, methods, tools, and challenges,” in 2015 International Conference on Computing,
Networking and Communications (ICNC), 2015, pp. 1132–1136.
[83] M. Aydin and J. Jacob, “A comparison of major issues for the development of forensics in cloud
computing,” in 8th International Conference for Internet Technology and Secured Transactions (ICITST2013), 2013, pp. 77–82.
[84] V. S. Harichandran, F. Breitinger, I. Baggili, and A. Marrington, “A cyber forensics needs analysis survey:
Revisiting the domain’s needs a decade later,” Comput. Secur., vol. 57, pp. 1–13, Mar. 2016.
[85] M. Al Fahdi, N. L. Clarke, and S. M. Furnell, “Challenges to digital forensics: A survey of researchers
practitioners attitudes and opinions,” in 2013 Information Security for South Africa, 2013, pp. 1–8.
[86] H. Yin, W. Hui, H. Li, C. Lin, and W. Zhu, “A Novel Large-Scale Digital Forensics Service Platform for Internet
Videos,” IEEE Trans. Multimed., vol. 14, no. 1, pp. 178–186, Feb. 2012.
[87] X1, “Overcoming Potential Legal Challenges to the Authentication of Social Media Evidence,” Forensic
Focus - Articles, 02-Apr-2012. .
[88] N. Alomar, M. Alsaleh, and A. Alarifi, “Social Authentication Applications, Attacks, Defense Strategies and
Future Research Directions: A Systematic Review,” IEEE Commun. Surv. Tutor., vol. 19, no. 2, pp. 1080–
1111, Secondquarter 2017.
[89] S. W. Shah and S. S. Kanhere, “Recent Trends in User Authentication – A Survey,” IEEE Access, vol. 7, pp.
112505–112519, 2019.
© 832735 LOCARD Project Partners

67

31/07/2020

D4.1 State of the art report on Digital Forensics

[90] R. Thion, “Access Control Models,” Cyber Warf. Cyber Terror., pp. 318–326, 2007.
[91] P. Samarati and S. C. de Vimercati, “Access Control: Policies, Models, and Mechanisms,” in Foundations
of Security Analysis and Design, Berlin, Heidelberg, 2001, pp. 137–196.
[92] C.-L. Hsu, B.-C. Liu, and Y.-L. Lin, “A digital evidence protection method with hierarchical access control
mechanisms,” in 2011 Carnahan Conference on Security Technology, 2011, pp. 1–9.
[93] J. Cosic and M. Ba\vca, “(Im)proving chain of custody and digital evidence integrity with time stamp,”
33rd Int. Conv. MIPRO, pp. 1226–1230, 2010.
[94] Y. Prayudi and A. Sn, “Digital Chain of Custody: State of The Art,” Int. J. Comput. Appl., vol. 114, no. 5, pp.
1–9, Mar. 2015.
[95] W. Zhou, “Access control model and policies for collaborative environments,” 2008.
[96] S. Zawoad and R. Hasan, “Digital Forensics in the Age of Big Data: Challenges, Approaches, and
Opportunities,” in 2015 IEEE 17th International Conference on High Performance Computing and
Communications, 2015 IEEE 7th International Symposium on Cyberspace Safety and Security, and 2015
IEEE 12th International Conference on Embedded Software and Systems, 2015, pp. 1320–1325.
[97] X. Feng and Y. Zhao, “Digital Forensics Challenges to Big Data in the Cloud,” in 2017 IEEE International
Conference on Internet of Things (iThings) and IEEE Green Computing and Communications (GreenCom)
and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData), 2017, pp.
858–862.
[98] E. Liu and X. Feng, “Trustworthiness in the Patient Centred Health Care System,” in Trustworthy
Computing and Services, Berlin, Heidelberg, 2014, pp. 362–365.
[99] J. Qi, P. Yang, M. Hanneghan, D. Fan, Z. Deng, and F. Dong, “Ellipse fitting model for improving the
effectiveness of life-logging physical activity measures in an Internet of Things environment,” IET Netw.,
vol. 5, no. 5, pp. 107–113, 2016.
[100] S. L. Garfinkel, “Digital forensics research: The next 10 years,” Digit. Investig., vol. 7, pp. S64–S73,
Aug. 2010.
[101] S. Khan, A. Gani, A. W. A. Wahab, M. Shiraz, and I. Ahmad, “Network forensics: Review, taxonomy,
and open challenges,” J. Netw. Comput. Appl., vol. 66, pp. 214–235, May 2016.
[102] J. I. James and P. Gladyshev, “Challenges with Automation in Digital Forensic Investigations,” p. 17.
[103] W. Halboob, R. Mahmod, N. I. Udzir, and Mohd. T. Abdullah, “Privacy Levels for Computer Forensics:
Toward a More Efficient Privacy-preserving Investigation,” Procedia Comput. Sci., vol. 56, pp. 370–375,
Jan. 2015.
[104] J. Bethencourt, A. Sahai, and B. Waters, “Ciphertext-Policy Attribute-Based Encryption,” in 2007 IEEE
Symposium on Security and Privacy (SP ’07), 2007, pp. 321–334.
[105] J. Li, X. Chen, Q. Huang, and D. S. Wong, “Digital provenance: Enabling secure data forensics in cloud
computing,” Future Gener. Comput. Syst., vol. 37, pp. 259–266, Jul. 2014.
[106] H. Cui, R. H. Deng, and Y. Li, “Attribute-based cloud storage with secure provenance over encrypted
data,” Future Gener. Comput. Syst., vol. 79, pp. 461–472, Feb. 2018.
[107] A. Dehghantanha and K. Franke, “Privacy-respecting digital investigation,” in 2014 Twelfth Annual
International Conference on Privacy, Security and Trust, 2014, pp. 129–138.
[108] D. Cash, S. Jarecki, C. Jutla, H. Krawczyk, M.-C. Roşu, and M. Steiner, “Highly-Scalable Searchable
Symmetric Encryption with Support for Boolean Queries,” in Advances in Cryptology – CRYPTO 2013,
Berlin, Heidelberg, 2013, pp. 353–373.
[109] H. Wang, J. Ning, X. Huang, G. Wei, G. S. Poh, and X. Liu, “Secure Fine-grained Encrypted Keyword
Search for e-Healthcare Cloud,” IEEE Trans. Dependable Secure Comput., pp. 1–1, 2019.
[110] D. X. Song, D. Wagner, and A. Perrig, “Practical Techniques for Searches on Encrypted Data,” in
Proceedings of the 2000 IEEE Symposium on Security and Privacy, Washington, DC, USA, 2000, pp. 44–.
[111] M. Chase and S. Kamara, “Structured Encryption and Controlled Disclosure,” in Advances in
Cryptology - ASIACRYPT 2010, vol. 6477, M. Abe, Ed. Berlin, Heidelberg: Springer Berlin Heidelberg, 2010,
pp. 577–594.
© 832735 LOCARD Project Partners

68

31/07/2020

D4.1 State of the art report on Digital Forensics

[112] R. Curtmola, J. Garay, S. Kamara, and R. Ostrovsky, “Searchable Symmetric Encryption: Improved
Definitions and Efficient Constructions,” in Proceedings of the 13th ACM Conference on Computer and
Communications Security, New York, NY, USA, 2006, pp. 79–88.
[113] S. Faber, S. Jarecki, H. Krawczyk, Q. Nguyen, M. Rosu, and M. Steiner, “Rich Queries on Encrypted
Data: Beyond Exact Matches,” in Computer Security -- ESORICS 2015, Cham, 2015, pp. 123–145.
[114] W. Fan, K. Wang, F. Cayre, and Z. Xiong, “JPEG Anti-Forensics With Improved Tradeoff Between
Forensic Undetectability and Image Quality,” IEEE Trans. Inf. Forensics Secur., vol. 9, no. 8, pp. 1211–
1226, Aug. 2014.
[115] Z. Tang et al., “SEEAD: A Semantic-Based Approach for Automatic Binary Code De-obfuscation,” in
2017 IEEE Trustcom/BigDataSE/ICESS, 2017, pp. 261–268.
[116] C. Maartmann-Moe, S. E. Thorkildsen, and André Årnes, “The persistence of memory: Forensic
identification and extraction of cryptographic keys,” Digit. Investig., vol. 6, pp. S132–S140, Sep. 2009.
[117] J. A. Halderman et al., “Lest We Remember: Cold-boot Attacks on Encryption Keys,” Commun ACM,
vol. 52, no. 5, pp. 91–98, May 2009.
[118] A. Czeskis, D. J. St. Hilaire, K. Koscher, S. D. Gribble, T. Kohno, and B. Schneier, “Defeating Encrypted
and Deniable File Systems: TrueCrypt V5.1a and the Case of the Tattling OS and Applications,” in
Proceedings of the 3rd Conference on Hot Topics in Security, Berkeley, CA, USA, 2008, pp. 7:1–7:7.
[119] A. Skillen and M. Mannan, “Mobiflage: Deniable Storage Encryptionfor Mobile Devices,” IEEE Trans.
Dependable Secure Comput., vol. 11, no. 3, pp. 224–237, May 2014.
[120] A. D. McDonald and M. G. Kuhn, “StegFS: A Steganographic File System for Linux,” in Information
Hiding, Berlin, Heidelberg, 2000, pp. 463–477.
[121] K. Eckstein and M. Jahnke, “Data Hiding in Journaling File Systems,” in DFRWS, 2005.
[122] A. Pal and N. Memon, “The evolution of file carving,” IEEE Signal Process. Mag., vol. 26, no. 2, pp.
59–71, Mar. 2009.
[123] V. L. Reddy, “Implementation of LSB Steganography and its Evaluation for Various File Formats,” vol.
02, no. 05, p. 5, 2011.
[124] J. Lubacz, W. Mazurczyk, and K. Szczypiorski, “Principles and overview of network steganography,”
IEEE Commun. Mag., vol. 52, no. 5, pp. 225–229, May 2014.
[125] N. Joukov, H. Papaxenopoulos, and E. Zadok, “Secure Deletion Myths, Issues, and Solutions,” in
Proceedings of the Second ACM Workshop on Storage Security and Survivability, New York, NY, USA,
2006, pp. 61–66.
[126] H. Berghel and D. Hoelzer, “Disk wiping by any other name,” Commun. ACM, vol. 49, no. 8, p. 17, Aug.
2006.
[127] “Damaged Device Forensics – Cyber Forensicator.” .
[128] I. Goldberg, D. Wagner, and E. Brewer, “Privacy-enhancing technologies for the Internet,” p. 7.
[129] N. B. Ellison, J. Vitak, C. Steinfield, R. Gray, and C. Lampe, “Negotiating Privacy Concerns and Social
Capital Needs in a Social Media Environment,” in Privacy Online: Perspectives on Privacy and SelfDisclosure in the Social Web, S. Trepte and L. Reinecke, Eds. Berlin, Heidelberg: Springer, 2011, pp. 19–
32.
[130] I. I. Savchenko and O. Yu. Gatsenko, “Analytical review of methods of providing internet anonymity,”
Autom. Control Comput. Sci., vol. 49, no. 8, pp. 696–700, Dec. 2015.
[131] A. Chaabane, P. Manils, and M. A. Kaafar, “Digging into Anonymous Traffic: A Deep Analysis of the
Tor Anonymizing Network,” in 2010 Fourth International Conference on Network and System Security,
2010, pp. 167–174.
[132] B. Zantout and R. A. Haraty, “I2P Data Communication System,” in ICON 2011, 2011.
[133] H. Said, N. Al Mutawa, I. Al Awadhi, and M. Guimaraes, “Forensic analysis of private browsing
artifacts,” in 2011 International Conference on Innovations in Information Technology, 2011, pp. 197–
202.
[134] S. Alrabaee, N. Saleem, S. Preda, L. Wang, and M. Debbabi, “OBA2: An Onion approach to Binary code
© 832735 LOCARD Project Partners

69

31/07/2020

D4.1 State of the art report on Digital Forensics

Authorship Attribution,” Digit. Investig., vol. 11, pp. S94–S103, May 2014.
[135] P. Black, I. Gondal, and R. Layton, “A survey of similarities in banking malware behaviours,” Comput.
Secur., vol. 77, pp. 756–772, Aug. 2018.
[136] S. Mansfield-Devine, “Fileless attacks: compromising targets without malware,” Netw. Secur., vol.
2017, no. 4, pp. 7–11, Apr. 2017.
[137] S. Pontiroli, “THE TAO OF .NET AND POWERSHELL MALWARE ANALYSIS,” p. 26.
[138] B. J. Kwon, J. Mondal, J. Jang, L. Bilge, and T. Dumitras, “The Dropper Effect: Insights into Malware
Distribution with Downloader Graph Analytics,” in Proceedings of the 22nd ACM SIGSAC Conference on
Computer and Communications Security - CCS ’15, Denver, Colorado, USA, 2015, pp. 1118–1129.
[139] Y. Leguesse, M. Vella, and J. Ellul, “AndroNeo: Hardening Android Malware Sandboxes by Predicting
Evasion Heuristics,” in Information Security Theory and Practice, Cham, 2018, pp. 140–152.
[140] P. McCorry, P. Moreno-Sanchez, T. Wien, A. Gervais, S. Roos, and T. Delft, “SoK: Off The Chain
Transactions,” p. 17.
[141] “[PDF] Requirements for Ethereum Private Sidechains - Semantic Scholar.” [Online]. Available:
https://www.semanticscholar.org/paper/Requirements-for-Ethereum-Private-SidechainsRobinson/14493575548d97fba2ae8a104253f459dcacd4a4. [Accessed: 28-Oct-2019].
[142] J. Coleman, L. Horne, and L. Xuanji, “Counterfactual: Generalized State Channels,” p. 48.
[143] J. Poon and T. Dryja, “The Bitcoin Lightning Network:,” p. 59.
[144] G. Zyskind, O. Nathan, and A. “Sandy” Pentland, “Decentralizing Privacy: Using Blockchain to Protect
Personal Data,” in 2015 IEEE Security and Privacy Workshops, San Jose, CA, 2015, pp. 180–184.
[145] G. Ateniese, B. Magri, D. Venturi, and E. Andrade, “Redactable Blockchain – or – Rewriting History in
Bitcoin and Friends,” in 2017 IEEE European Symposium on Security and Privacy (EuroS P), 2017, pp. 111–
126.
[146] H. Krawczyk and T. Rabin, “Chameleon Hashing and Signatures,” p. 22.
[147] G. Brassard, D. Chaum, and C. Crépeau, “Minimum disclosure proofs of knowledge,” J. Comput. Syst.
Sci., vol. 37, no. 2, pp. 156–189, Oct. 1988.
[148] M. Cebe, E. Erdin, K. Akkaya, H. Aksu, and S. Uluagac, “Block4Forensic: An Integrated Lightweight
Blockchain Framework for Forensics Applications of Connected Vehicles,” IEEE Commun. Mag., vol. 56,
no. 10, pp. 50–57, Oct. 2018.
[149] “[PDF] A Blockchain Based Liability Attribution Framework for Autonomous Vehicles - Semantic
Scholar.” [Online]. Available: https://www.semanticscholar.org/paper/A-Blockchain-Based-LiabilityAttribution-Framework-Oham-Kanhere/2bfd859b9f1316f494d66ce663a6c8913bce4950. [Accessed: 28Oct-2019].
[150] J. H. Ryu, P. K. Sharma, J. H. Jo, and J. H. Park, “A blockchain-based decentralized efficient
investigation framework for IoT digital forensics,” J. Supercomput., vol. 75, no. 8, pp. 4372–4387, Aug.
2019.
[151] S. Rathore, B. Wook Kwon, and J. H. Park, “BlockSecIoTNet: Blockchain-based decentralized security
architecture for IoT network,” J. Netw. Comput. Appl., vol. 143, pp. 167–177, Oct. 2019.}
[152] “Blockchain Evolution: from Bitcoin to Forensic in Smart Grids.” [Online]. Available:
https://www.computer.org/csdl/proceedings-article/big
data/2018/08622232/17D45WwsQ6y.
[Accessed: 28-Oct-2019].
[153] Y. Zhang, S. Wu, B. Jin, and J. Du, “A blockchain-based process provenance for cloud forensics,” in
2017 3rd IEEE International Conference on Computer and Communications (ICCC), 2017, pp. 2470–2473.
[154] J. Ricci, I. Baggili, and F. Breitinger, “Blockchain-Based Distributed Cloud Storage Digital Forensics:
Where’s the Beef?,” IEEE Secur. Priv., vol. 17, no. 1, pp. 34–42, Jan. 2019.
[155] M. Westerlund, M. Neovius, and G. Pulkkis, “Providing Tamper-Resistant Audit Trails with Distributed
Ledger based Solutions for Forensics of IoT Systems using Cloud Resources,” Int. J. Adv. Secur., vol. 11,
no. 3 and 4, pp. 288–300, Dec. 2018.
[156] A. H. Lone and R. N. Mir, “Forensic-chain: Blockchain based digital forensics chain of custody with
© 832735 LOCARD Project Partners

70

31/07/2020

D4.1 State of the art report on Digital Forensics

PoC in Hyperledger Composer,” Digit. Investig., vol. 28, pp. 44–55, Mar. 2019.
[157] Y. Xiong and J. Du, “Electronic Evidence Preservation Model Based on Blockchain,” in Proceedings of
the 3rd International Conference on Cryptography, Security and Privacy, New York, NY, USA, 2019, pp. 1–5.
[158] R. Zou, X. Lv, and B. Wang, “Blockchain-based photo forensics with permissible transformations,”
Comput. Secur., vol. 87, p. 101567, Nov. 2019.
[159] I. Yaqoob, I. A. T. Hashem, A. Ahmed, S. M. A. Kazmi, and C. S. Hong, “Internet of things forensics:
Recent advances, taxonomy, requirements, and open challenges,” Future Gener. Comput. Syst., vol. 92, pp.
265–275, Mar. 2019.
[160] M. Chernyshev, S. Zeadally, Z. Baig, and A. Woodward, “Internet of Things Forensics: The Need,
Process Models, and Open Issues,” IT Prof., vol. 20, no. 3, pp. 40–49, May 2018.
[161] E. Oriwoh and G. Williams, “Internet of Things: The Argument for Smart Forensics,” Handb. Res. Digit.
Crime Cyberspace Secur. Inf. Assur., pp. 407–423, 2015.
[162] A. Nieto, R. Rios, and J. Lopez, “Digital Witness and Privacy in IoT: Anonymous Witnessing Approach,”
in 2017 IEEE Trustcom/BigDataSE/ICESS, 2017, pp. 642–649.
[163] A. Kosba, A. Miller, E. Shi, Z. Wen, and C. Papamanthou, “Hawk: The Blockchain Model of
Cryptography and Privacy-Preserving Smart Contracts,” in 2016 IEEE Symposium on Security and Privacy (SP),
2016, pp. 839–858.
[164] D.-P. Le, H. Meng, L. Su, S. L. Yeo, and V. Thing, “BIFF: A Blockchain-based IoT Forensics Framework
with Identity Privacy,” in TENCON 2018 - 2018 IEEE Region 10 Conference, 2018, pp. 2372–2377.
[165] Z. Tian, M. Li, M. Qiu, Y. Sun, and S. Su, “Block-DEF: A secure digital evidence framework using
blockchain,” Inf. Sci., vol. 491, pp. 151–165, Jul. 2019.
[166] P. Samanta and S. Jain, “E-Witness: Preserve and Prove Forensic Soundness of Digital Evidence,” in
Proceedings of the 24th Annual International Conference on Mobile Computing and Networking MobiCom ’18, New Delhi, India, 2018, pp. 832–834.
[167] E. Alepis and C. Patsakis, “Trapped by the UI: The Android Case,” in Research in Attacks, Intrusions,
and Defenses, vol. 10453, M. Dacier, M. Bailey, M. Polychronakis, and M. Antonakakis, Eds. Cham: Springer
International Publishing, 2017, pp. 334–354.
[168] F. Tschorsch and B. Scheuermann, “Bitcoin and Beyond: A Technical Survey on Decentralized Digital
Currencies,” IEEE Commun. Surv. Tutor., vol. 18, no. 3, pp. 2084–2123, thirdquarter 2016.
[169] M. Conti, E. Sandeep Kumar, C. Lal, and S. Ruj, “A Survey on Security and Privacy Issues of Bitcoin,”
IEEE Commun. Surv. Tutor., vol. 20, no. 4, pp. 3416–3452, Fourthquarter 2018.
[170] M. H. Saad, A. Serageldin, and G. I. Salama, “Android spyware disease and medication,” in 2015
Second International Conference on Information Security and Cyber Forensics (InfoSec), 2015, pp. 118–125.
[171] A. Carlsson, C. Pedersen, F. Persson, and G. Söderlund, KAUDroid : A tool that will spy on applications
and how they spy on their users. Karlstads universitet, 2018.
[172] A. Ali-Gombe, I. Ahmed, G. G. Richard III, and V. Roussev, “AspectDroid: Android App Analysis
System,” in Proceedings of the Sixth ACM Conference on Data and Application Security and Privacy, New York,
NY, USA, 2016, pp. 145–147.
[173] J. Malik and R. Kaushal, “CREDROID: Android Malware Detection by Network Traffic Analysis,” in
Proceedings of the 1st ACM Workshop on Privacy-Aware Mobile Computing, New York, NY, USA, 2016, pp.
28–36.
[174] M. Conti, L. V. Mancini, R. Spolaor, and N. V. Verde, “Can’t You Hear Me Knocking: Identification of
User Actions on Android Apps via Traffic Analysis,” in Proceedings of the 5th ACM Conference on Data and
Application Security and Privacy - CODASPY ’15, San Antonio, Texas, USA, 2015, pp. 297–304.
[175] V. F. Taylor, R. Spolaor, M. Conti, and I. Martinovic, “AppScanner: Automatic Fingerprinting of
Smartphone Apps from Encrypted Network Traffic,” in 2016 IEEE European Symposium on Security and
Privacy (EuroS P), 2016, pp. 439–454.
[176] D. Apostolopoulos, G. Marinakis, C. Ntantogian, and C. Xenakis, “Discovering Authentication
Credentials in Volatile Memory of Android Mobile Devices,” in Collaborative, Trusted and Privacy-Aware e/m© 832735 LOCARD Project Partners

71

31/07/2020

D4.1 State of the art report on Digital Forensics

Services, Berlin, Heidelberg, 2013, pp. 178–185.
[177] V. L. L. Thing, K.-Y. Ng, and E.-C. Chang, “Live memory forensics of mobile phones,” Digit. Investig.,
vol. 7, pp. S74–S82, Aug. 2010.
[178] Y. Bulygin, J. Loucaides, A. Furtak, O. Bazhaniuk, and A. Matrosov, “Summary of Attacks Against BIOS
and Secure Boot,” p. 97.
[179] J. Stüttgen, S. Vömel, and M. Denzel, “Acquisition and analysis of compromised firmware using
memory forensics,” Digit. Investig., vol. 12, pp. S50–S60, Mar. 2015.
[180] J. Wang, F. Zhang, K. Sun, and A. Stavrou, “Firmware-assisted Memory Acquisition and Analysis tools
for Digital Forensics,” in 2011 Sixth IEEE International Workshop on Systematic Approaches to Digital Forensic
Engineering, 2011, pp. 1–5.
[181] A. Aljaedi, D. Lindskog, P. Zavarsky, R. Ruhl, and F. Almari, “Comparative Analysis of Volatile Memory
Forensics: Live Response vs. Memory Imaging,” in 2011 IEEE Third International Conference on Privacy,
Security, Risk and Trust and 2011 IEEE Third International Conference on Social Computing, 2011, pp. 1253–
1258.
[182] J. Stüttgen and M. Cohen, “Anti-forensic resilient memory acquisition,” Digit. Investig., vol. 10, pp.
S105–S115, Aug. 2013.
[183] J. Sylve, A. Case, L. Marziale, and G. G. Richard, “Acquisition and analysis of volatile memory from
android devices,” Digit. Investig., vol. 8, no. 3, pp. 175–184, Feb. 2012.
[184] “Linux Device Drivers, Third Edition [LWN.net].” [Online]. Available: https://lwn.net/Kernel/LDD3/.
[Accessed: 28-Oct-2019].
[185] J. Stüttgen and M. Cohen, “Robust Linux memory acquisition with minimal target impact,” Digit.
Investig., vol. 11, pp. S112–S119, May 2014.
[186] M. H. Ligh, “The Art of Memory Forensics,” p. 914.
[187] A. Socała and M. Cohen, “Automatic profile generation for live Linux Memory analysis,” Digit.
Investig., vol. 16, pp. S11–S24, Mar. 2016.
[188] D. P. Bovet and M. Cesati, Understanding the Linux Kernel: From I/O Ports to Process Management.
O’Reilly Media, Inc., 2005.
[189] M. Russinovich and D. A. Solomon, Windows Internals: Including Windows Server 2008 and Windows
Vista, Fifth Edition, 5th ed. Redmond, WA, USA: Microsoft Press, 2009.
[190] “Practical Reverse Engineering: x86, x64, ARM, Windows Kernel, Reversing Tools, and Obfuscation
(English Edition) eBook: Bruce Dang, Alexandre Gazet, Elias Bachaalany, Sébastien Josse: Amazon.it: Kindle
Store.”
[Online].
Available:
https://www.amazon.it/dp/B00IA22R2Y/ref=dp-kindleredirect?_encoding=UTF8&btkr=1. [Accessed: 29-Oct-2019].
[191] D. Gruss, M. Lipp, M. Schwarz, R. Fellner, C. Maurice, and S. Mangard, “KASLR is Dead: Long Live
KASLR,” in Engineering Secure Software and Systems, vol. 10379, E. Bodden, M. Payer, and E.
Athanasopoulos, Eds. Cham: Springer International Publishing, 2017, pp. 161–176.
[192] B. Dolan-Gavitt, “The VAD tree: A process-eye view of physical memory,” Digit. Investig., vol. 4, pp.
62–64, Sep. 2007.
[193] A. Case and G. G. Richard, “Memory forensics: The path forward,” Digit. Investig., vol. 20, pp. 23–33,
Mar. 2017.
[194] “SysSec,” SysSec Project Website. [Online]. Available: http://www.syssec-project.eu/. [Accessed: 28Oct-2019].
[195] “4 Software Developer Expert :: Deep Dive into Android IPC/Binder Framework(1/2).” [Online].
Available: https://sunflaur.tistory.com/349. [Accessed: 29-Oct-2019].
[196] M. Vallentin, V. Paxson, and R. Sommer, “VAST: A Uniﬁed Platform for Interactive Network
Forensics,” p. 19.
[197] K. Thimmaraju, L. Schiff, and S. Schmid, “Software-Defined Adversarial Trajectory Sampling,”
ArXiv170500370 Cs, Apr. 2017.
[198] F. Fusco, M. Ph. Stoecklin, and M. Vlachos, “NET-FLi: on-the-fly compression, archiving and indexing
© 832735 LOCARD Project Partners

72

31/07/2020

D4.1 State of the art report on Digital Forensics

of streaming network traffic,” Proc. VLDB Endow., vol. 3, no. 1–2, pp. 1382–1393, Sep. 2010.
[199] G. Maier, R. Sommer, H. Dreger, A. Feldmann, V. Paxson, and F. Schneider, “Enriching Network
Security Analysis with Time Travel,” in Proceedings of the ACM SIGCOMM 2008 Conference on Data
Communication, New York, NY, USA, 2008, pp. 183–194.
[200] P. Giura and N. Memon, “NetStore: An Efficient Storage Infrastructure for Network Forensics and
Monitoring,” in Recent Advances in Intrusion Detection, Berlin, Heidelberg, 2010, pp. 277–296.
[201] M. I. Cohen, D. Bilby, and G. Caronni, “Distributed forensics and incident response in the enterprise,”
Digit. Investig., vol. 8, pp. S101–S110, Aug. 2011.
[202] I. Orton, A. Alva, and B. Endicott-Popovsky, “Legal Process and Requirements for Cloud Forensic
Investigations,” Social Science Research Network, Rochester, NY, SSRN Scholarly Paper ID 2197978, 2012.
[203] K. Zhang, Y. Shi, Q. Li, and J. Bian, “Data Privacy Preserving Mechanism Based on Tenant
Customization for SaaS,” in 2009 International Conference on Multimedia Information Networking and
Security, 2009, vol. 1, pp. 599–603.
[204] Y. Shi, K. Zhang, and Q. Li, “A New Data Integrity Verification Mechanism for SaaS,” in Proceedings of
the 2010 International Conference on Web Information Systems and Mining, Berlin, Heidelberg, 2010, pp.
236–243.
[205] DEF CON 26 - HuiYu and Qian - Breaking Smart Speakers We are Listening to You.
[206] Court of Justice of the European Union (CJEU), 13 May 2014, C-131/12, Google Spain SL, Google Inc. c.
Agencia Española de Protección de Datos (AEPD), Mario Costeja Gonzále.
[207] S. Signorato: The contribution of Directive UE 2016/680 in the implementation of an area of freedom,
security and justice: potential and challenges, in Principi vladavine prava (Principles of Rule of Law),
Intermex, Tara, 2017, p. 417 ss.
[208] A. Mitrakas, DE. Zaitch, Digital Forensics and the Chain of Custody to Counter Cybercrime,
Socioeconomic and Legal Implications of Electronic Intrusion, 2009, pp. 164-182. DOI: 10.4018/978-160566-204-6.ch010
[209] ISO/IEC 27037:2012, Information technology – Security techniques – Guidelines for identification,
collection, acquisition and preservation of digital evidence.
[210] ENISA, Roadmap on the cooperation between CSIRTS and LE, December 2019, p. 47, ISBN: 978-929204-331-5, DOI: 10.2824/40199
[211] S. Allen, Enforcing Criminal Jurisdiction in the Clouds and International Law’s Enduring Commitment to
Territoriality, in The Oxford Handbook of Jurisdiction in International Law, 2019, 2019DOI:
10.1093/law/9780198786146.003.0016
[212] Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding the
European Investigation Order in criminal matters.
[213] ENISA, Exploring Cloud Incidents, June 2016, p. 4.
[214] European Union Agency for fundamental Rights, Handbook on European data protection law, 2018
edition, p. 221.
[215] O.S. Kerr, Digital evidence and the new criminal procedure, in 105 Columbia Law Review, 2005, pp. 290
ff.
[216] E. Casey, Digital Evidence and Computer Crime, 3rd Edition, 12th April 2011.
[217] European Court of Human Right, Guide on Article 6 of the European Convention on Human Rights Right
to a fair trial (civil limb), updated to 31 August 2019.

© 832735 LOCARD Project Partners

73

31/07/2020

