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2 Executive Summary
Digital evidence is currently an integral part of criminal investigations, and not confined to pure cybercrime
cases. The very ubiquity of digital devices, e.g. smartphones, in modern society makes digital evidence
extremely relevant for investigations about all kinds of criminal behaviour like murder, contraband activities,
and human trafficking, to name a few. LOCARD aims to provide a holistic platform for chain of custody
assurance along the forensic workflow, a trusted distributed platform allowing the storage of digital evidence
metadata in a blockchain.
For LOCARD, the transparency and immutability that Distributed Ledger Technologies (DLT) offer brings
benefits that may not be able to be achieved in any other way.

ov
ed

In LOCARD, parties must not know each other and will need a mechanism to trust the recorded data of chain
of custody and use other unique features such as smart contracts or tokens to achieve the successful
operation of the system. The sister deliverables D4.3 (this document) and D4.4 (Identity Management System
State of the Art) provide LOCARD with the background to the fundamental technologies and policies essential
to ensure the acceptance and utilisation of LOCARD which is the ultimate goal. There are a number of
overlapping topics in both deliverables.
This stand-alone deliverable presents a summary of Distributed Ledger technologies that are available in the
current market at the time of writing, and then investigates how these technologies will mature and may be
relevant to the needs of LOCARD.
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Although DLT and blockchain technologies have been primarily and successfully used in financially related
applications (e.g. Bitcoin, and Ethereum), this document is mainly devoted to considerations of non-financial
usages of these technologies and particularly the ones relevant to LOCARD project.
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3 Glossary
Definitions in this field are still evolving and universal definitions are yet to emerge. For the purpose of this
document, the following definitions are used [1].
A token is a representation of a digital asset. It typically does not have intrinsic value but it is linked to an
underlying asset, which could be anything of value.
Distributed Ledger Technology (DLT) refers to a novel and fast-evolving approach to recording and sharing
data across multiple data stores (or ledgers). This technology allows for transactions and data to be recorded,
shared, and synchronized across a distributed network of different network participants.
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A blockchain is a particular type of data structure used in some distributed ledgers which stores and transmits
data in packages called blocks that are connected to each other in a digital chain. Blockchains employ
cryptographic and algorithmic methods to record and synchronize data across a network in an immutable
manner. Not all distributed ledgers employ blockchains and, conversely, blockchain technology could be used
in other contexts. However, the terms blockchain technology and distributed ledger technology are
commonly used interchangeably in this document where appropriate.
Distributed Ledgers (DLs) are a specific implementation of the broader category of shared ledgers, which
are simply defined as a shared record of data across different parties. In this document, we are commonly
using the term distributed ledgers (DLs), and specifically use the term blockchain only when referring to DLs
that use a blockchain data structure.
A shared ledger can be a single ledger with layered permissions or a distributed ledger, which consists of
multiple ledgers maintained by a distributed network of nodes.

pr

DLs are categorized as permissioned or permissionless, depending on whether network participants (nodes)
need permission from any entity to make changes to the ledger. Distributed ledgers are categorized as public
or private depending on whether the ledgers can be accessed by anyone or only by the participating nodes
in the network.

Ap

Digital currencies are digital representations of value that are denominated in their own unit of account,
distinct from e-money, which is simply a digital payment mechanism, representing and denominated in fiat
money. A 2015 CPMI report, Digital Currencies, noted three specific characteristics of non-fiat digital
currencies:
1) They are not backed by any underlying asset, have zero intrinsic value, and do not represent a liability
on any institution.
2) They are exchanged through distributed ledgers absent trust between partners and absent central
record-keeping.
3) As a result of the above two characteristics, they do not rely on specific institutional arrangements
or intermediaries for peer-to-peer exchanges. Note that digital fiat currencies, issued by central
banks, can also use centralized ledgers.

Cryptocurrencies are a subset of digital currencies that rely on cryptographic techniques to achieve
consensus, for example Bitcoin and ether.
Nodes are network participants in a distributed ledger network.
Public Key Cryptography is an asymmetric encryption scheme that uses two keys: a public key that is widely
disseminated and a private key that is only known to the owner. Public key cryptography can be used to
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create digital signatures and is used in a wide array of applications, such as HTTPS internet protocol, for
authentication in critical applications and also in chip-based payment cards.
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Metadata is data that describes other data. In other words, it is data that is used to describe another item's
content. Meta is a prefix that in most information technology usages means "an underlying definition or
description." In general, it is data that provides information about other data.

© 832735 LOCARD Project Partners

8

15/10/2019

D4.3 State of the art report on blockchain technologies

4 Introduction
LOCARD project aims to provide a holistic platform for chain of custody assurance along the forensic
workflow, i.e. a trusted distributed platform allowing the storage of digital evidence metadata in a
blockchain. Each node of LOCARD will be able to independently set its own permission policies and to
selectively share access to digital evidence with other nodes when deemed necessary and upon proper
authorization through fine-grained policies. LOCARD's modularity will also allow diverse actors to tailor the
platform to their specific needs and role in the digital forensic workflow, from preparation and readiness, to
collection, analysis and reporting.

ov
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LOCARD increases the trust in the handling and processing of digital evidence and the management of chain
of custody by providing transparency, using immutable storage to store the chain of custody and using endto-end security through Trusted Environment Execution. To this end, LOCARD will strive to provide a
collaborative and distributed platform that will assist in (see Fig. 1):
1. Collecting digital evidence (online and offline).

2. Processing the stored data to realize the full extent of the related incident (e.g. by finding previously
unknown correlations related to possible parallel running/finished investigations).
3. Providing the necessary reports.

4. Handling the data for the court (exports).

5. Allowing citizens to report online incidents.

pr

6. Bind the transactions between clients, investigators, companies etc. through Smart Contracts
allowing for integrity, authenticity, traceability and auditability of digital evidence along with digital
evidence – related actions.
7. Allow tagging of events and alerts once specific criteria are met on stream data.

Ap

Even the best maintained documentation will be useless and might be disputed in a court of law should it
not be accompanied by a proper chain of custody which is proven to be intact. This means that, upon
acquisition of digital evidence, the evidence must be tagged, numbered and catalogued in an append only
registry. The use of blockchain from LOCARD guarantees that the immutability of this and consequently the
integrity and authenticity of the underlying evidence.
On the other hand, GDPR [2] mandates compromised organisations as data controllers to report personal
data breaches within 72 hours. Due to the heavy fines that the organisations might face, it is important for
them to have a clear and continuous insight of how their incident is being processed/investigated. The use
of blockchain technology from LOCARD and its reports will enable them to monitor this process as the
investigators push the acquired digital evidence to the blockchain. This will allow them to evaluate the case
individually from their side.
In order to bring digital evidences in the court of law it is necessary to follow the national standards, laws
and methodologies regarding the chain of custody (investigation, acquisition, preservation, transfer, storage,
etc.) to ensure that the evidences have not been tampered with. LOCARD will store digital evidences in an
immutable distributed storage while at the same time it will employ Smart Contracts in order to keep record
of who is using the evidence and the exact actions taken throughout the analysis process. Thus, all the
evidence as well as the chain of custody will be court-proof eliminating any doubts.
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Figure 1: LOCARD distributed platform
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In the case of a cybercrime all the digital evidence have to be stored in a manner that cannot be disputed in
a court of law, thus it must be proved beyond ”any reasonable doubt” that the evidence have not been
tampered with and that lawful procedures have been followed in every step related to the relevant case (e.g.
acquisition, storage, investigation, etc.). It is argued that in order to achieve that, an immutable storage is
needed where all the acquired digital evidences are stored and all the transactions are monitored. The above
matches ideally to the concept of blockchain, which have been applied successfully in the scope of supply
chain management. Indeed, blockchain technologies among other features offer immutability, transparency,
robustness, auditability, integrity, authenticity and security.

Ap

Therefore, LOCARD uses as a central repository for all the transactions a federated permissioned blockchain.
A federated blockchain is a hybrid combination of public and private blockchains [3]. Although it shares a
similar scalability and privacy protection level to private blockchain, the main difference between them is
that a set of nodes, named leader nodes, is selected instead of a single entity, in order to verify the
transaction processes. This enables a partially decentralised design where leader nodes can grant
permissions to other users. Since storing data directly to the blockchain is not efficient, other options like the
InterPlanetary File System (IPFS) [4] are going to be explored.

Based on the above, when investigators have digital evidence to report, these transactions are going to be
recorded in the blockchain along with the hashes of the evidence, and the data are going to be stored
encrypted in the off-chain storage, e.g. using a hash pointer. To achieve this, LOCARD is going to develop the
corresponding wrappers for specific tools and a GUI for other reports.

In this document, in order to describe underlying technologies that will be applied in LOCARD project, a stateof-the-art of DLT and blockchain technologies is given.
First we give some basic information about DLT and blockchain, i.e. about differences between DLT and
blockchain, how it works, advantages and disadvantages, key features, etc. A special focus is given to different
types of blockchain emphasizing the federated/consortium blockchain as the preferred one from the
© 832735 LOCARD Project Partners
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perspective of LOCARD project. Then, we briefly explained some examples of DLTs as well as some possible
applications of DLT emphasizing use cases in Identity Management area. A special emphasis is given to Smart
Contracts. Finally, we mention research goals of LOCARD project connecting with blockchain technologies.

© 832735 LOCARD Project Partners
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5 Distributed Ledger Technologies and Blockchain
DLT refers to a novel and fast-evolving approach to recording and sharing data across multiple data stores
(or ledgers). This technology allows for transactions and data to be recorded, shared, and synchronized across
a distributed network of different network participants. A blockchain is a particular type of data structure
used in some distributed ledgers which stores and transmits data in packages called blocks that are
connected to each other in a digital chain. Blockchain employ cryptographic and algorithmic methods to
record and synchronize data across a network in an immutable manner.
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For example, a new digital currency transaction would be recorded and transmitted to a network in a data
block, which is first validated by network members and then linked to an existing chain of blocks in an
append-only manner, thus producing a blockchain. As the linear chain grows when new blocks are added,
earlier blocks cannot retrospectively be altered by any network member.
Note that not all distributed ledgers necessarily employ blockchain technology, and conversely, blockchain
technology could be employed in different contexts.
As a cryptographic-based distributed ledger, blockchain technology [5,6] enables trusted transactions among
untrusted participants in the network. Since the introduction of the first Bitcoin blockchain in 2008 [7],
various blockchain systems, such as Ethereum [8,9] and Hyperledger Fabric [10], have emerged with public
and private accessibility outside of existing fiat currencies and electronic voucher systems. Recently,
blockchain technology has also been the subject of an increasing number of scientific researches [11–15],
and has raised significant interest among researchers, developers, and industry practitioners due to its
unique trust and security characteristics.

Ap
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Proponents of DLT typically highlight a number of potential advantages over traditional centralized ledgers
and other types of shared ledgers, including decentralization and disintermediation, greater transparency
and easier auditability, gains in speed and efficiency, cost reductions, and automation and programmability.
That said, the technology is still evolving and may pose new risks and challenges, many of which are yet to
be resolved. The most commonly cited technological, legal and regulatory challenges related to DLT concern
scalability, interoperability, operational security and cybersecurity, identity verification, data privacy,
transaction disputes & recourse frameworks, and challenges in developing a legal and regulatory framework
for DLT implementations, which can bring fundamental changes in roles and responsibilities of the
stakeholders in the financial sector.
There is no doubt that the popularity of blockchain has increased worldwide. More than simply becoming
popular, it has made a lasting impact on the world. For example, it has been commercially adopted [16],
influenced world currency markets [17], and facilitated the proliferation of illicit dark web marketplaces. It
also has been a significant factor affecting the proliferation of financially driven cyber-attacks, such as
ransomware [18] and denial of service [19] against retailers and other online organizations. In fact, the
implementation and use of blockchain has far surpassed its original purpose as the backbone to the world's
first decentralized cryptocurrency. The value of a trustless, decentralized ledger that carries historic
immutability has been recognized by other industries looking to applying the core concepts to the existing
business processes. The unique properties of the blockchain technology make its application an attractive
idea for many business areas, such as banking, logistics [20], the pharmaceutical industry, smart contracts
[21,22], and cyber security [23,24]. A systematic literature review of blockchain cyber security is given in [25].

© 832735 LOCARD Project Partners
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5.1

Differences between DLT and Blockchain

Blockchain and distributed ledger technology are not the same technologies. This is a common misconception
that many people have [26,27]. In this subsection, we explore what blockchain is and it’s differences and
similarities to distributed ledger technology.
People often think of blockchain technology and distributed ledger technology as the same. It is easy to see
why many would think along those lines. Now it is time to scratch beneath the surface and see the truth
behind the buzzwords. Although these terms have become entwined over the past few years, it is essential
to distinguish the two from one another.

pr
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A distributed ledger is a database that exists across several locations or among multiple participants. By
contrast, most companies currently use a centralised database that lives in a fixed location. A centralised
database essentially has a single point of failure (see Fig. 2 [26]).

Figure 2: Centralized and distributed ledgers

Ap

However, a distributed ledger is decentralized to eliminate the need for a central authority or intermediary
to process, validate or authenticate transactions. Enterprises use distributed ledger technology to process,
validate or authenticate transactions or other types of data exchanges. Typically, these records are only ever
stored in the ledger when the consensus has been reached by the parties involved.
All files in the distributed ledger are then timestamped and given a unique cryptographic signature. All of the
participants on the distributed ledger can view all of the records in question. The technology provides a
verifiable and auditable history of all information stored on that particular dataset.
The principle on which the DLT is based is consensus through voting. At each update, each node performs a
vote to ensure that the majority agrees with the conclusion reached, i.e. reaching consensus. A consensus is
an algorithm that, once solved, automatically updates the database distributed on all nodes, which will
receive a copy.
Blockchain is basically a special form of DLT. The blockchain, in fact, is the only form of DLT that employs a
chain of blocks to reach consensus on the distributed ledger. Even the blockchain, being managed by peerto-peer networks, can exist without any central authority and uses a consensus algorithm to proceed with
the update of the database.

© 832735 LOCARD Project Partners
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But what makes the blockchain unique compared to other DLTs is the grouping and organization into blocks.
It is the blocks that are connected to each other and protected by encryption. Blocks are continuously added
to the chain, only allowing data to be added to the distributed database, in fact, once recorded, the data can
no longer be modified or deleted.
Blockchain and DLT are both distributed decentralized ledgers that proceed by applying the consensus
between the nodes in a transparent and not hackable way. But blockchain is that special type of DLT that
uses the chain of blocks to organize and record data and which can only be added.
The most important difference to remember is that blockchain is just one type of distributed ledger. Although
blockchain is a sequence of blocks, distributed ledgers do not require such a chain. Furthermore, distributed
ledgers do not need proof of work and offer – theoretically – better scaling options.

pr
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On the surface, distributed ledger sounds exactly how you probably envision a blockchain. However, all
blockchains are distributed ledgers, but remember that not all distributed ledgers are blockchains. Whereas
a blockchain represents a type of distributed ledger, it is also merely a subset of them (see Fig. 3[26]).

Figure 3: Relationship between Distributed ledgers and Blockchain

Ap

In short, blockchain is a specific type of distributed ledger. It is designed to record transactions or digital
interactions and bring much-needed transparency, efficiency, and added security to businesses. But these
two technologies are not the same. In summary all blockchain are DLTs but not all DLTs are blockchains.
5.2

What is blockchain-based DLT and how does it work?

Blockchain-based DLT, which was first applied as the underlying technology of the cryptocurrency Bitcoin,
has a variety of potential applications beyond the narrow realm of digital currencies and cryptocurrencies.
For instance, DLT could have applications in cross-border payments, financial markets infrastructure in the
securities markets, and in collateral registries. But potential applications of DLT are not limited to the financial
sector. DLT is currently being explored to facilitate digital identity products (such as national ID, birth,
marriage and death records) or build tamper-proof, decentralized records of flow of commodities and
materials across a supply chain by using trusted stakeholders to validate flows and movements [1].
The technology is still at an early stage of development and there is still a long way to go before its full
potential can be realized, especially with regard to issues related to privacy, security, scalability,
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interoperability, and legal and regulatory issues. Understanding the true potential of DLT for development
objectives requires not just research but also real-life applications and trials.
Two core attributes of a DLT-based infrastructure are:
•

ability to store, record and exchange information in digital form across different, self-interested
counterparties without the need for a central record-keeper (i.e. peer-to- peer) and without the need
for trust among counterparties; and,

•

ensure there is no “double-spend” (i.e. the same asset or token cannot be sent to multiple parties)

ov
ed

DLT refers to the specific approach to recording and sharing data across multiple data stores (ledgers), which
each have the exact same data records and are collectively maintained and controlled by a distributed
network of computer servers, which are called nodes. One way to think about DLT is that it is simply a
distributed database with certain specific properties. Blockchain, a particular type of DLT, uses cryptographic
and algorithmic methods to create and verify a continuously growing, append-only data structure that takes
the form of a chain of so-called transaction blocks – the blockchain – which serves the function of a ledger.
New additions to the database are initiated by one of the members (nodes), who create a new block of data,
for example containing several transaction records. Information about this new data block is then shared
across the entire network, containing encrypted data so transaction details are not made public, and all
network participants collectively determine the block’s validity according to a pre-defined algorithmic
validation method (consensus mechanism). Only after validation, all participants add the new block to their
respective ledgers. Through this mechanism each change to the ledger is replicated across the entire network
and each network member has a full, identical copy of the entire ledger at any point in time. This approach
can be used to record transactions on any asset which can be represented in a digital form. The transaction
could be a change in the attribute of the asset or a transfer of ownership (see Fig. 4 [1]).

pr

Blockchain can actually be thought of as the combination of several different existing technologies. While
these technologies themselves aren't new, it is the ways in which they are combined and applied which
brought about blockchain. Three components of blockchain technologies are [28]:
Public key cryptography

•

A distributed network that includes a shared ledger

Ap

•

•

Means of accounting for the transactions and records related to the network

To illustrate the technology of public cryptographic keys, it helps to envision two individuals who wish to
conduct a transaction online. Each of these individuals holds two keys: One of these is private and one is
public. By combining the public and private keys, this aspect of cryptography allows individuals to generate
a secure digital identity reference point. This secure identity is a major component of blockchain technology.
By using a private key you can generate a digital signature, which is a useful tool for certifying and controlling
ownership. The digital signature of the cryptography element is then combined with the distributed network
technology component. Blockchain technology acts as a large network of individuals who can act as validators
to reach a consensus about various things, including transactions. This process is certified by mathematical
verification and is used to secure the network. By combining the use of cryptographic keys with a distributed
network, blockchain allows for new types of digital interactions.
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Figure 4: How Does Blockchain-Based DLT Work?
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One of the most important aspects of blockchain technology is the way that it confirms and validates
transactions. In the example, if two individuals wish to conduct a transaction online, each with a private and
a public key, blockchain allows the first person (person A) to use their private key to attach information
regarding the transaction to the public key of the second person (person B). This information together forms
part of a block, which contains a digital signature as well as a timestamp and other relevant information
about the transaction, but not the identities of the individuals involved in that transaction. That block is then
transmitted across the blockchain network to all of the nodes, or other component parts of the network,
which will then act as validators for the transaction.
All of this sending of information and validating of blocks requires huge amounts of computing power. In
practical terms, it may seem unrealistic to expect millions of computers around the world to all be willing to
dedicate computing power and other resources to this endeavour. One solution to this issue for the
blockchain network is mining. Put simply, this concept summarizes a situation in which individuals who each
act independently in their own self-interests tend to behave in ways contrary to the common good of all
users as a result of depleting a resource through their action at a collective level. In the process of blockchain
validation, an individual who gives up a small portion of his or her computational power in order to provide
a service to the network thereby earns a reward.
A good example is in the case of a cryptocurrency. By acting out of self-interest (aiming to earn the reward)
that person has been incentivized to help serve the needs of the broader network. For blockchain networks,
this is a crucial step toward insuring that cryptocurrencies cannot be spent in multiple transactions at the
same time, a concept known as double-spending. In order to protect against double-spending, blockchain
networks have to ensure that cryptocurrencies are both uniquely owned and imbued with value. One way of
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providing this service is to have the nodes within the blockchain network act as components of the ledger
system itself, maintaining a history of transactions for each coin in that network by working to solve
complicated mathematical problems. These nodes serve to confirm or reject blocks representing bits of
information about transactions. If a majority of node operators arrive at the same solution to a problem, the
block is confirmed, and it is added to the chain of blocks that exist before it. This new block is timestamped
and is likely to contain information about various aspects of past transactions.
This is where there is room for variation depending upon the particular network: some blockchain networks
include certain types of information in their blocks, while others include different sets of information.
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It is this last aspect of blockchain that some people believe provides the most potential for future applications
in the future. The data making up blocks in a blockchain such as the one corresponding to bitcoin, for
example, is linked with the past transactions that have taken place between different individuals, acting as a
public record of all past transactions. But the data included in blocks could be essentially anything. For
governments, for example, aspects of blockchain technology might prove useful when it comes to authorizing
transactions, which is normally done through compliance regimes.
As with any new technology, however, it is not entirely clear how to best make use of the powerful
capabilities of blockchain. As time goes on, it is likely that continued experimentation will unveil new ways
of utilizing blockchain for a variety of different purposes, as well as new methods of utilizing blockchain in
order to make it more effective, efficient, secure and powerful. In the meantime, the largest blockchain
networks, such as those for digital currencies like bitcoin, are only continuing to grow.
5.3

Key advantages and disadvantages of DLT/Blockchain

pr

For all its complexity, blockchain’s potential as a decentralized form of record-keeping is almost without limit.
From greater user privacy and heightened security to lower processing fees and fewer errors, blockchain
technology may very well see applications beyond those outlined below. Fundamentally, DLT is an alternative
design approach that allows for a decentralized business and operational model when compared to existing,
centralized design approaches that can be used for similar purposes. This makes possible a greater deal of
automation, faster processing, and greater scalability potential. In specific contexts, a DLT-based design
approach can provide many of the benefits discussed below.

Ap

In the right context, distributed ledgers can potentially have a number of advantages over traditional
centralized ledgers and other types of shared ledgers. The most important potential advantages of DLT are
listed below, though generalizations are difficult because of the large variety of designs and specifications
that blockchains can have. DLT/blockchain advantages are:
•

Decentralization and disintermediation. DLT enables direct transfers of digital value or tokens
between two counterparties and decentralized record-keeping, removing the need for an
intermediary or central authority that controls the ledger. This can translate into lower costs, better
scalability and faster time to market. Blockchain does not store any of its information in a central
location. Instead, the blockchain is copied and spread across a network of computers. Whenever a
new block is added to the blockchain, every computer on the network updates its blockchain to
reflect the change. By spreading that information across a network, rather than storing it in one
central database, blockchain becomes more difficult to tamper with. If a copy of the blockchain fell
into the hands of a hacker, only a single copy of the information, rather than the entire network,
would be compromised.
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Greater transparency and easier auditability. All network members have a full copy of the
distributed ledger (which can be encrypted). Changes can only be made when consensus is
established, and they are propagated across the entire network in real-time. This feature, combined
with the lack of a central authority or limited involvement of a central authority, has the potential to
reduce fraud and eliminate reconciliation costs. Even though personal information on the blockchain
is kept private, the technology itself is almost always open source. That means that users on the
blockchain network can modify the code as they see fit, so long as they have a majority of the
network’s computational power backing them. Keeping data on the blockchain open source also
makes tampering with data that much more difficult. With millions of computers on the blockchain
network at any given time, for example, it is unlikely that anyone could make a change without being
noticed.

•

Automation & programmability. DLT enables programming pre-agreed conditions that are
automatically executed once certain conditions hold. This is referred to as “smart contracts“, for
example invoices that pay themselves when a shipment arrives or share certificates which
automatically send owners dividends or cash-for-work programs that pay beneficiaries out once the
contracted work is completed. Smart contracts can be done in traditional centralized ledger systems
as well, but the design of centralized ledger systems requires such actions to be implemented only
after the concerned parties have agreed to the underlying transaction as recorded in the central
system, which in some contexts can take upwards of a day. In contrast, in a DL, the counterparties
by definition agree the moment the transaction is completed, as both have the same record of the
transaction. Also, the result of the execution of the smart contract itself will take additional time to
propagate and be reconciled in a traditional ledger system.

•

Immutability & verifiability. DLT can provide an immutable and verifiable audit trail of transactions
of any digital or physical asset. While in most cases, immutability is desirable, it can create problems
related to recourse mechanisms if the system fails. Immutability of the ledger, however, does not
mean that a countervailing transaction to annul a disputed transaction cannot be created. This is in
line with how dispute resolution works, for example in payment card systems. The original record
would, however, in this case still remain.

•

Accuracy of the Chain. Transactions on the blockchain network are approved by a network of
thousands or millions of computers. This removes almost all human involvement in the verification
process, resulting in less human error and a more accurate record of information. Even if a computer
on the network were to make a computational mistake, the error would only be made to one copy
of the blockchain. In order that error to spread to the rest of the blockchain, it would need to be
made by at least 51% of the network’s computers — a near impossibility.
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•

•

Private Transactions. Many blockchain networks operate as public databases, meaning that anyone
with an internet connection can view a list of the network’s transaction history. Although users can
access details about transactions, they cannot access identifying information about the users making
those transactions. It is a common misperception that blockchain networks like bitcoin are
pseudonymous, when in fact they are only confidential. That is, when a user makes public
transactions, their unique code called a public key, is recorded on the blockchain, rather than their
personal information. Although a person’s identity is still linked to their blockchain address, this
prevents hackers from obtaining a user’s personal information, as can occur when a bank is hacked.

•

Gains in speed and efficiency. DLT offers the potential of increasing speed and lowering inefficiencies
by removing or reducing frictions in transactions or in clearing and settlement processes by removing

© 832735 LOCARD Project Partners

18

15/10/2019

D4.3 State of the art report on blockchain technologies

intermediaries and automating processes. Transactions placed through a central authority can take
up to a few days to settle. If you attempt to deposit a check on Friday evening, for example, you may
not actually see funds in your account until Monday morning. Whereas financial institutions operate
during business hours, five days a week, blockchain is working 24 hours a day, seven days a week.
Transactions can be completed in about ten minutes and can be considered secure after just a few
hours. This is particularly useful for cross-border trades, which usually take much longer because of
time-zone issues and the fact that all parties must confirm payment processing.
Cost reductions. DLT offers the potential for significant cost reductions due to removing the need for
reconciliation as DLT-based systems by definition contain the “shared truth“ and hence there is no
need to reconcile one version of “truth“ with that of one’s counterparties. Additional sources of cost
reduction could be lower infrastructure costs for maintaining a DL, as well as reductions in frictions
and fraud. Typically, consumers pay a bank to verify a transaction, a notary to sign a document, or a
minister to perform a marriage. Blockchain eliminates the need for third-party verification and, with
it, their associated costs. Business owners incur a small fee whenever they accept payments using
credit cards, for example, because banks have to process those transactions. Bitcoin, on the other
hand, does not have a central authority and has virtually no transaction fees.

•

Enhanced cybersecurity resilience. DLT has the potential to provide a more resilient system than
traditional centralized databases and offer better protection against different types of cyber attacks
because of its distributed nature, which removes the single point of attack. Once a transaction is
recorded, its authenticity must be verified by the blockchain network. Thousands or even millions of
computers on the blockchain rush to confirm that the details of the purchase are correct. After a
computer has validated the transaction, it is added to the blockchain in the form of a block. Each
block on the blockchain contains its own unique hash, along with the unique hash of the block before
it. When the information on a block is edited in any way, that block’s hash code changes — however,
the hash code on the block after it would not. This discrepancy makes it extremely difficult for
information on the blockchain to be changed without notice.

pr

ov
ed

•

Ap

While there are significant upsides to the blockchain, there are also significant challenges to its adoption. The
roadblocks to the application of blockchain technology today are not just technical. The real challenges are
political and regulatory, for the most part, to say nothing of the thousands of hours (read: money) of custom
software design and back-end programming required to integrate blockchain to current business networks.
Here are some of the challenges standing in the way of widespread blockchain adoption. DLT/blockchain
disadvantages are:
•

Technology Cost. Although blockchain can save users money on transaction fees, the technology is
far from free. The „proof of work” system that bitcoin uses to validate transactions, for example,
consumes vast amounts of computational power. In the real world, the power from the millions of
computers on the bitcoin network is close to what Denmark consumes annually. All of that energy
costs money and according to a recent study from research company Elite Fixtures, the cost of mining
a single bitcoin varies drastically by location, from just $531 to a staggering $26,170. Based on
average utility costs in the United States, that figure is closer to $4,758. Despite the costs of mining
bitcoin, users continue to drive up their electricity bills in order to validate transactions on the
blockchain. That’s because when miners add a block to the bitcoin blockchain, they are rewarded
with enough bitcoin to make their time and energy worthwhile. When it comes to blockchains that
do not use cryptocurrency, however, miners will need to be paid or otherwise incentivized to validate
transactions.
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Speed Inefficiency. Bitcoin is a perfect case study for the possible inefficiencies of blockchain.
Bitcoin’s „proof of work” system takes about ten minutes to add a new block to the blockchain. At
that rate, it is estimated that the blockchain network can only manage seven transactions per second
(TPS). Although other cryptocurrencies like Ethereum (20 TPS) and Bitcoin Cash (60 TPS) perform
better than bitcoin, they are still limited by blockchain. Legacy brand Visa, for context, can process
24,000 TPS.

•

Illegal Activity. While confidentiality on the blockchain network protects users from hacks and
preserves privacy, it also allows for illegal trading and activity on the blockchain network. The most
cited example of blockchain being used for illicit transactions is probably Silk Road, an online „dark
web” marketplace operating from February 2011 until October 2013 when it was shut down by the
FBI. The website allowed users to browse the website without being tracked and make illegal
purchases in bitcoins. Current U.S. regulation prevents users of online exchanges, like those built on
blockchain, from full anonymity. In the United States, online exchanges must obtain information
about their customers when they open an account, verify the identity of each customer, and confirm
that customers do not appear on any list of known or suspected terrorist organizations.

•

Central Bank Concerns. Several central banks, including the Federal Reserve, the Bank of Canada and
the Bank of England, have launched investigations into digital currencies. Further research would also
be required to devise a system which could utilize distributed ledger technology without
compromising a central bank’s ability to control its currency and secure the system against systemic
attack.”

•

Hack Susceptibility. Newer cryptocurrencies and blockchain networks are susceptible to 51% attacks.
These attacks are extremely difficult to execute due to the computational power required to gain
majority control of a blockchain network, but NYU computer science researcher Joseph Bonneau said
that might change. Bonneau released a report last year estimating that 51% attacks were likely to
increase, as hackers can now simply rent computational power, rather than buying all of the
equipment.

pr
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•

Blocks in DLT/Blockchain
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A blockchain is a chain of chronological blocks. A block is an aggregated set of data that is collected and
processed to fit inside it through the process of mining. Each block is identified via a cryptographic hash and
timestamp. When a new block is formed, it will contain a cryptographic hash of the previous block, a
timestamp, and transaction data (generally represented as a Merkle tree), so that blocks can form a
chronologically ordered chain from the first block ever generated in the entire blockchain (also called the
Genesis Block) to the newly formed block. This process is repeated over-and-over again to grow and maintain
the network.
In the case of a bitcoin blockchain, each block contains data (such as bitcoin transactions), Block Header,
Block Identifies, and Merkle Trees.
1. Block headers contain metadata about that particular block, such as:
o

the cryptographic hash from the block chronologically before it

o

Mining competition

o

Data structure to summarize the transactions in the block – also called the Merkle Tree Root.
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2. Block identifiers are essentially the cryptographic hash to uniquely identify the particular block.
3. Merkle Trees refer to the structure of transactions in the block.
By design, a blockchain is resistant to modification of the data. It is „an open, distributed ledger that can
record transactions between two parties efficiently and in a verifiable and permanent way". For use as a
distributed ledger, a blockchain is typically managed by a peer-to-peer network collectively adhering to a
protocol for inter-node communication and validating new blocks. Once recorded, the data in any given block
cannot be altered retroactively without alteration of all subsequent blocks, which requires consensus of the
network majority. Although blockchain records are not unalterable, blockchains may be considered secure
by design and exemplify a distributed computing system with high Byzantine fault tolerance. Decentralized
consensus has therefore been claimed with a blockchain.
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Sometimes separate blocks can be produced concurrently, creating a temporary fork. In addition to a secure
hash-based history, any blockchain has a specified algorithm for scoring different versions of the history so
that one with a higher value can be selected over others. Blocks not selected for inclusion in the chain are
called orphan blocks. Peers supporting the database have different versions of the history from time to time.
They keep only the highest-scoring version of the database known to them. Whenever a peer receives a
higher-scoring version (usually the old version with a single new block added) they extend or overwrite their
own database and retransmit the improvement to their peers. There is never an absolute guarantee that any
particular entry will remain in the best version of the history forever. Blockchains are typically built to add
the score of new blocks onto old blocks and are given incentives to extend with new blocks rather than
overwrite old blocks. Therefore, the probability of an entry becoming superseded decreases exponentially as
more blocks are built on top of it, eventually becoming very low. For example, bitcoin uses a proof-of-work
system, where the chain with the most cumulative proof-of-work is considered the valid one by the network.
There are a number of methods that can be used to demonstrate a sufficient level of computation. Within a
blockchain the computation is carried out redundantly rather than in the traditional segregated and parallel
manner.

Ap

Peer-to-peer blockchain networks lack centralized points of vulnerability that computer crackers can exploit;
likewise, it has no central point of failure. Blockchain security methods include the use of public-key
cryptography. A public key (a long, random-looking string of numbers) is an address on the blockchain. Value
tokens sent across the network are recorded as belonging to that address. A private key is like a password
that gives its owner access to their digital assets or the means to otherwise interact with the various
capabilities that blockchains now support. Data stored on the blockchain is generally considered
incorruptible.
5.5

Relation to Digital Currencies

Whilst not directly pertinent to LOCARD, an understanding of digital currencies illuminates the background
of some key features of DLT that are relevant to LOCARD requirements
DLT has been closely linked to digital currencies since its inception because – as noted earlier - it was invented
as the underlying technology of the cryptocurrency Bitcoin. The inventor of Bitcoin, writing under the
pseudonym Satoshi Nakamoto, described the technology in a 2008 white paper [7] as an„electronic payment
system based on cryptographic proof instead of trust, allowing any two willing parties to transact directly
with each other without the need for a trusted third party.” Nakamoto has not been identified until this day,
having erased his entire online presence in 2011.
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As discussed previously, blockchain technology for Bitcoin was designed to solve for the problem of “doublespending“, which inhibited a full evolution of money into the digital world, similar to the digital
transformations of music, emails, and documents. Before Bitcoin, to avoid double-spending, a trusted central
party was needed to validate transactions to ensure ownership of account and balance. DLT’s critical
innovation in the context of digital currencies is that it provides a cryptographic solution for providing security
and protecting system integrity in a decentralized ledger that is maintained by a network of anonymous
participants without any need for trust across one or more institutions.
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The Bitcoin blockchain was designed with the specific intention of creating a digital currency that is free from
government control and anonymizes the identities of its network participants. “Unlike HTML or HTTP, Bitcoin
was an ideological project from the start“ [29], deeply embedded in the anti-censorship ideology of the online
community from which it emerged, known as “cypherpunks“, who espouse a radical strand of technolibertarianism. While Bitcoin was the original application of DLT, and the first to achieve scale, the technology
has a large number of potential applications far beyond digital currencies.
The anonymity offered for transacting rapidly online attracted the attention of criminals and Bitcoin has been
used for financing illicit activities. However, even though the identities of transacting partners can be
anonymous, all Bitcoin transactions are recorded in a distributed ledger that is visible to the public and it is
possible to associate Bitcoin transactions with specific anonymous entities (This is why the term
“pseudonymous“ is often used in the context of Bitcoin.). The anonymity provided by Bitcoin can be
compared to the anonymity provided by an email address. All Bitcoin transactions contain a wallet address
of the sender and the receiver, which can be thought of as pseudonyms, similar to email addresses.

5.6
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Several features of the Bitcoin blockchain have harmed the cryptocurrency’s reputation and cause concerns
for governments and regulators. This includes the lack of regulation of many of the bitcoin exchanges and
the rise of ransomware computer malware that demands ransom paid in bitcoin to provide anonymity.
Another issue of concern is bitcoin’s data loss problem: if you lose your private key to your wallet, you lose
all your money. Traditional, centralized banking is much more resilient to this. These are all features specific
to applications and industries surrounding bitcoin, rather than features of DLT infrastructure. To date, there
have not been any serious integrity problems arising from the core bitcoin blockchain itself.

Key features of DLT/Blockchain

Ap

Single ledgers with layered permissions that are shared, accessed, and edited by a network of vetted
participants have existed for a long time but the concept of a decentralized, distributed and immutable ledger
was realized for the first time through DLT. Three features of DLT that are generally considered key to the
technology are outlined below:
•

the distributed nature of the ledger,

•

the consensus mechanism, and

•

cryptographic mechanisms.

It should also be emphasized that DLT is not one single, well-defined technology. Instead, a plurality of
blockchains and distributed ledgers are active or are under development today and their designs and precise
configurations vary depending on the creators’ goals and the DL’s purpose and developmental stage.
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5.6.1

Distributed nature of the ledger

Recordkeeping has always been a centralized process that requires trust in the record keeper. The most
important innovation of DLT is that control over the ledger does not lie with any one entity but is with several
or all network participants – depending on the type of DL. This sets it apart from other technological
developments such as cloud computing or data replication, which are commonly used in existing shared
ledgers. De facto, this means that in a DL, no single entity in the network can amend past data entries in the
ledgers and no single entity can approve new additions to the ledger. Instead, a pre-defined, decentralized
consensus mechanism is used to validate new data entries that are added to the blockchain and thus form
new entries in the ledger. There exists, at any point in time, only one version of the ledger and each network
participant owns a full and up-to-date copy of the entire ledger. Every local addition to the ledger by a
network participant is propagated to all nodes. After validation is accepted, the new transaction is added to
all respective ledgers to ensure data consistency across the entire network.
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This distributed feature of DLT allows self-interested participants in a peer-to-peer network to collectively
record verified data in their respective ledgers, for example transaction records, without relying on a trusted
central party. The removal of the central party can increase speed and potentially remove costs and
inefficiencies associated with maintaining the ledger and subsequent reconciliations. Importantly, it can also
enhance security because there is no longer a single point of attack in the entire network. To corrupt the
ledger, an attacker has to gain control over the majority of servers in the network; corrupting a single or
several participants does not compromise the system’s integrity.
However, security risks in the software application layers built on top the DL can become additional attack
surfaces. Weaknesses in this layer can cause losses to the users of a DL system, even when the core
technology remains safe and secure.
5.6.2

Consensus mechanism
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The distributed nature of the DL requires the participants in the network (nodes) to reach a consensus
regarding the validity of new data entries by following a set of rules. This is achieved through a consensus
mechanism that is specified in the algorithmic design of the DL and can vary depending on its nature, purpose,
and underlying asset. In a DL, in general any one of the nodes can propose an addition of a new transaction
to the ledger, however there are implementations which propose specialized roles for nodes where only
some nodes can propose an addition. A consensus mechanism is necessary to establish whether a particular
transaction is legitimate or not, using a predefined specific cryptographic validation method designated for
this DL. The consensus mechanism is also important to handle conflicts between multiple simultaneous
competing entries - for example, different transactions on same asset are proposed by different nodes. This
mechanism ensures correct sequencing of transactions and prevents take-over by bad actors. The consensus
mechanism and sequencing protect against the aforementioned double-spend problem.
5.6.3

Cryptographic hash functions and digital signature

Cryptography is at the core of DLT, in particular for blockchain implementations. Each new data entry, i.e. a
transaction record, is “hashed”, which means that a cryptographic hash function is applied to the original
message. A hash takes data of any size input and computes a digital fingerprint similar to a human fingerprint
that cannot be changed unless the data itself is changed. The hash output is a so-called “digest“ of a defined
length which looks random and unrelated to the original input but is in fact deterministic. This means that
for one original input only one hash is possible, and it is highly improbable for another input to have the same
hash value. In other words, this means that applying the same hash function to the same input always yields
the same output. In contrast to encryption, which is a two-way process, hashing is a one-way process. A
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message can be encrypted and then decrypted but it is impossible to revert a hash output back to its original
message using either the hash function or any other cryptographic method. DLT cryptographic solutions also
apply a time stamp to the original message. These transaction hashes are collated into a “transaction block“
that can contain any number of transactions but typically has a limited total size. The block size limit of the
Bitcoin blockchain is the subject of intense debate in the Bitcoin community. Satoshi Nakamoto decided to
cap the size of a block at one megabyte, or about 1,400 transactions. Blocks could be made bigger but bigger
blocks would take longer to propagate through the network, worsening the risks of forking. The hash enables
detection of any tampering of the underlying transaction data, as when a hash is computed again, it will
produce a different hash than the originally generated hash.
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The blocks are signed with a digital signature (see Fig. 5 [1]), which binds the sender to the contents of the
block, akin to a signature on a contract. DLT uses “public key cryptography“ for digital signatures, Figure 4,
which is a common method that is used in a wide array of other applications, such as HTTPS internet protocol,
for authentication in critical applications and also in chip-based payment cards. Digital signatures are widely
accepted as equivalent to physical signatures by law in many countries. Network participants each have a
private key, which is used for signing digital messages and only known by the individual user, and a public
key which is public knowledge and is used for validating digital signature of the sender, i.e. the identity of the
sender who signed digital message. The public key is also used to identify the recipient.

Figure 5: Public Key Cryptography for Digital Signatures

The process by which data is recorded in a blockchain-based distributed ledger is by forming an append-only
chain of “transaction blocks“. In chronological order that contains hash digests of the transactions (digital
messages) to be added to the ledger, a proof-of-work (or a different consensus mechanism output), and a
digital signature of the block by the sender’s private key, and public keys of the sender and the intended
recipient of the transaction. This chain starts with the first-ever entry in the ledger (the„genesis block“) and
each appended block contains hashed information of the previous block, setting the chronological order of
the chain.
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Figure 6 [1] below depicts an example of a blockchain structure: The last block (block 5) was added to an
existing blockchain (blocks 1-4, block 1 being the “genesis block“). Each block contains a unique “proof-of work” protocol, a reference to the previous block that determines the correct chronological ordering of
blocks, a series of hashed digests of transaction information which cannot be changed, and a digital signature.
In this figure, block 5 represents the newest addition to this blockchain which updates the ledger.
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Once a new block is added to the chain via a specified consensus mechanism, the chain cannot retroactively
be changed, and blocks cannot be deleted or amended without redoing the proof-of-work protocol for each
block. This means that as the chain grows in length, this becomes progressively more difficult because all
nodes are constantly competing for solving proof-of-work puzzles and adding new blocks to the chain. In
doing this they only consider the transaction blockchain that reflects the greatest amount of computational
work. Each successful addition to the chain is broadcast to the entire network and all nodes have an up-todate copy of the entire blockchain.

5.7

Figure 6: Blockchain Structure

Types of DLT/Blockchain

Generally, there are evolutionary two types of ledgers: centralized and distributed ledger. The latter in turn
could be generally divided in two groups: permissionless and permissioned, see Fig. 7` [1].
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Figure 7: Types of Ledgers

More specifically, DLT and/or Blockchains could be of three types:
1. Public or permissionless
2. Private or permissioned
3. Federated (Hybrid) or Consortium
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Blockchain is a continually evolving technology. Because of its foundational technology characteristics, new
applications are being continuously developed on top of its framework. This means that there are new sets
of requirements to support said innovations. These new requirements mean a specific blockchain that works
for one application, may not work for another. This problem is solved by creating different types of
blockchains.
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DLT arrangements can be defined in terms of different dimensions: access to the network (open/closed) vs.
roles within the network (restricted/unrestricted) – see taxonomy in Fig. 8 [1]. Many companies employ a
hybrid approach where they provide the technology for permissioned networks to be built on public
blockchain infrastructure and thereby restrict roles in a DLT system with open access [30].

Figure 8: Distributed Ledger Taxonomy

We explore the three most common types of blockchain below.
5.7.1

Public blockchains

Distributed ledger systems can be open (permissionless) or permissioned, and there are fundamental
differences between the two. A public blockchain, also called permissionless ledger, has absolutely no access
restrictions. Anyone with an Internet connection can send transactions to it as well as become a validator
(i.e., participate in the execution of a consensus protocol). Usually, such networks offer economic incentives
for those who secure them and utilize some type of a Proof of Work or Proof of Stake algorithm. Public
blockchains allow anyone to contribute data to the ledger with all participants possessing an identical copy
of the ledger. Since there is no single owner of the ledger, this methodology is more suitable for censorship
resistant applications (e.g. Bitcoin).
Some of the largest, most known public blockchains are the bitcoin blockchain and the Ethereum blockchain.
Bitcoin and Ethereum are the most prominent examples of completely permissionless blockchains, where
network participants can join or leave the network at will, without being pre-approved or vetted by any
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entity. All that is needed to join the network and add transactions to the ledger is a computer with the
relevant software. There is no central owner and identical copies of the ledger are distributed to all network
participants.
Since Bitcoin’s start in 2009, over 600 different public and private distributed ledger networks have emerged,
though only a handful have achieved scale and a more advanced stage of development. Most blockchain
applications (see below) are built on public blockchains – predominantly Bitcoin and Ethereum.
5.7.2

Private blockchains
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A private blockchain is permissioned.One cannot join it unless invited by the network administrators.
Participant and validator access is restricted. This type of blockchains can be considered a middle-ground for
companies that are interested in the blockchain technology in general but are not comfortable with a level
of control offered by public networks. Typically, they seek to incorporate blockchain into their accounting
and record-keeping procedures without sacrificing autonomy and running the risk of exposing sensitive data
to the public internet.
Sometimes called permissioned ledgers, it only allows invited participants to join the network. These
networks are controlled by either a single or series of designated network administrators. Private blockchains
allow for distributed identical copies of a ledger, but only to a limited amount of trusted participants only. As
the network may have an owner(s), this methodology is better suited for applications requiring simplicity,
speed, and greater transparency.
In the private blockchain, you will not get access unless you are authorized to enter the network. Private
blockchains are basically permissioned distributed ledger system. Only a single authority or organization has
to write access to the network. Read permissions could be public or even restricted. This unique organization
makes the decision.
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Some private blockchains include public readability feature, while others don’t. So, you see this solely
depends on the characteristic of a specific private blockchain, and it is not related to the overall architecture
of the system. Here some nodes are pre-determined to make changes to the network, and no other nodes
will have any level of access to that. Private blockchains are best suited for organizations that want to verify
the transactions internally, away from the public eye. But this disrupts the decentralized aspect of public
blockchains. That is why private blockchains are not considered to be a full decentralized network.
On the other hand, it can deal with the disadvantages of public blockchain such as scalability, privacy, and
slower output. But to get rid of these you will have to sacrifice security. So, it is mostly suited for an
organization where there is a significant amount of trust.

In permissioned DLs members are pre-selected by someone – an owner or an administrator of the ledger –
who controls network access and sets the rules of the ledger. This solves for a number of concerns
governments and regulators have about permissionless distributed ledgers such as identity verification of
network members, whom to license and regulate, and legal ownership of the ledger. But it also reduces a
chief advantage of permissionless blockchains: the ability to function without the need for any single entity
playing a coordinating role, which necessarily requires other participants to trust this entity. However, even
in permissioned DLs, in general there is no need for an administrator for the execution of transactions.
Permissioned DLs, which regulate network access, typically do not require a computing power-intensive
proof-of-work to verify transactions but rely on different algorithmic rules to establish consensus among
members. In permissionless DLs, which don’t regulate network access, there is no requirement of any trust
between the participants and a complicated proof-of-work is hence used to generate consensus about ledger
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entries. In contrast, in the case of a permissioned DL, the administrator bears the responsibility to ensure
that the participants in the DL are reliable. In permissioned DLs, any node can propose an addition of a
transaction, which is then replicated to other nodes, potentially even without any consensus mechanism.
Main differences between permissionless and permissioned DLs are given in the Table 1 [1].
In reality, this is not a binary categorization but the degree of openness and decentralization of distributed
ledger systems falls on a spectrum with fully open, permissionless blockchains such as Bitcoin on one end of
the spectrum and permissioned blockchains hosted by private entities on the other, and the precise features
vary from platform to platform.
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Some industry players make a distinction between public/private (in terms of access) and permissioned/
permissionless (in terms of roles) distributed ledgers. Ripple, for example, has a permissioned ledger but the
data is validated by all participants, therefore their system can be considered a public, permissioned ledger.
A permissioned DLT where the data is validated only by a set of participants would be considered a private,
permissioned ledger.
Private (Permissioned) Blockchains

Central party

No central owner or administrator

Has some degree of external administration or
control

Access

Anyone can join

Only pre-selected participants can join the network

Level of Trust

Network members are not required to trust each
other

Higher degree of trust among members required (as
collaboration among members could alter the
ledger)

Openness

Ledger is open & transparent – shared between all
network members

Different degrees of openness and transparency of
the ledger are possible

Security

Security through wide distribution in a large scale
network

Security through access control combined with DLT
in smaller scale networks

Speed

Slower transaction processing restricts transaction
volume

Faster transaction processing allows for higher
transaction volume

Identity

User identity
pseudonyms

Identity verification
owner/administrator

Consensus

Difficult proof-of-work
mechanism

pr

Public (Permissionless) Blockchains

anonymous

or

as

by

consensus

Ap

required

protected

typically

required

by

Variety of consensus mechanisms possible (typically
less difficult & less costly than proof-of-work in
permissionless blockchains)

Asset

Typically:
native
cryptocurrencies.
But
implementations are possible where a token is used
which can represent any asset.

Any asset

Legal
ownership

Legal concerns over lack of ownership as no legal
entity owns or controls the ledger

Greater legal clarity over ownership
owner/administrator is typically a legal entity

Examples

Bitcoin, Ethereum

R3’s Corda, Hyperledger Fabric

as

Table 1 Differences between open (permissionless) and permissioned blockchains

5.7.3

Federated blockchains

A Federated blockchain simply explained is a combination between different characteristics both public and
private blockchains have by design. It allows determining what information stays private and what
information is made public. Further decentralization in relation to primarily centralized private blockchains
can be achieved in various ways. Instead of keeping transactions inside their own network of community run
or private nodes, the hash (with or without payload) can be posted on completely decentralized blockchains
such as bitcoin. This allows users to operate on different blockchains, where they can selectively share data
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or business logic. By submitting the hash of a transaction (with or without the sensitive business logic) on
public blockchains like bitcoin or Ethereum, some of the privacy and blockchain concerns are resolved, as no
personal identifiable information is stored on a public blockchain. Depending on the Federated blockchain
architecture, multicloud solutions allow to store data in compliance with General Data Protection Regulation
and other geographical limitations while also leveraging bitcoin's global hashpower to decentralize
transactions.
Federated blockchains, also called consortium blockchains, are considered semi-decentralized and employ
characteristics of both public and private blockchains. Federated blockchains contain sets of permissions,
similar to private blockchains, however, instead of a single organization controlling it, a group of agreed upon
organizations control it. Administers of each organization can restrict users’ reading rights as they desire and
only allow a limited set of trusted nodes to execute a consensus protocol.
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Private blockchain and federated blockchain is kind of similar but with a bit of twist. Federated blockchain or
blockchain consortium works with best of both private and public blockchain worlds [3]. Federated
blockchain will remove the sole organization influence in the network. This means that multiple entities will
be using the network and re-establish a decentralized type system.
So, instead of only one organization is in charge you will get multiple organizations using the network for
their benefit. Think of it as a hub where multiple organizations can exchange information and work
simultaneously. This way any consumer will be able to fast forward any kind of work that requires multiple
companies. These groups will come together in this federated blockchain system and make necessary
changes to keep and make the network work more efficiently. These groups are best known as federation or
consortium. That’s why the naming of this type blockchain is blockchain consortium or federated blockchain.

Ap

pr

Imagine e.g. that a blockchain consortium has ten banks working together in the network. From these ten
organizations, a node will be pre-selected to make changes on the network. These nodes have the authority
to read or write transaction; they can also allow or restrict participants on the network. To add a block to the
ledger, there should be a decision reaching mechanism inside the consortium. By this way, the network helps
to ensure that no can exploit their superior access. This feature is something that you will not see in private
blockchains. The mechanism of reaching a decision is based on the voting system. So, blockchain consortia
need to work on Proof of Vote mechanism in order to reach that decision. This is a new type of consensus
mechanism. Bitcoin first introduced the decentralized consensus mechanism called Proof of Work. After that
many other blockchain applications adapted this new type of consensus mechanism, e.g. Proof of Stake in
Ethereum public blockchain. However, this type of mechanisms is best suited for a public blockchain rather
than a blockchain consortium. Proof of work or Proof of stake or any other type of public consensus
mechanism cannot cope with the requirements of the blockchain consortia.
That’s why Proof of Vote or rather a voting consensus was introduced in this regard. The primary purpose of
this new technology is to follow up on the selected nodes. Here every node will need to vote in order to
validate a block. The number of voting required will be pre-determined. This means that for ten selected
nodes it might take seven nodes vote or even ten nodes vote to validate a block. The developers of the
network will determine this feature. By using this different mechanism, the organizations make sure that
every block is on point and no is misusing their power. Blockchain consortium could be the new technology
for the enterprise level companies. Main characteristics of the federated blockchain are given on Fig. 9 [3].
Public blockchain has a good level of security, but they lack speed and efficiency when too many users join
the network. On the other hand, Private blockchain offers a much scalable and faster solution, but it is not
fully decentralized. It has a similar kind of security flaws just like a centralized system. In a sequel, we will
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consider how federated blockchains are overcoming all the shortcomings of both these blockchains, i.e. what
benefits this new type of blockchain consortia brings [3].
Faster Speed
The one thing that’s been dragging Public blockchain applications is the slow speed of transaction. Whenever
there are too many users on the system, the network deliberately slows down. This type of situation makes
all the transaction process extremely slow and sometimes impossible to finish. But in Blockchain consortium
examples you would be able to get a much faster transaction speed. Here not all the people can transact or
validate a block. So, when a selected group of people does it, the transactions becomes too fast.
Scalability

Ap

pr
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You will not face any kind of scalability issues in the federated blockchain, because the number of nodes
needed for validation is always controlled. The network does not just allow any member to join the network
and start validating transactions. They go through a secured procedure and authorization to reach the inner
network. So, everything on the network is always controlled and maintained differently and it is a reason not
facing any type of scalability issues.

Figure 9: What is a Federated Blockchain?

Low Transaction Costs
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Although public blockchains claim to provide a lower cost for transactions, still that’s not always the case. As
we said earlier, the more people join the network, the slower the transaction gets. This gives rise to a more
complicated situation and ultimately increases the overall cost of a transaction. But that’s not the case with
federated blockchains. Here, the transactions are much faster and less complicated. So, regarding costs, the
overall price decreases to a great extent. Thus, by using this new technology, you will be able to get a cheaper
transaction cost.
Low Energy Consumption
Public blockchains run on energy consuming consensus algorithms. On the other hand, mining takes a lot of
computational power. This computational power requires more electricity than average computing. In the
long run, the need for energy keeps increasing and increasing. If this situation keeps up, the world will not
be able to supply the minimum requirement of energy for mining.

No Risk of 51% Attack
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Federated blockchain on the other hand, only uses a selected group of nodes to validate. So, the complexity
issue is much lower in this case. Also, it does not use the typical consensus algorithms rather it uses a voting
system to validate the nodes. This does not require much computational power, and so it saves a lot of
energy.

51% attack can easily disrupt the usual nature of the network. In public blockchains, anyone can join the
network and validate a block. But this comes with both merits and demerits. If a group of miners unite
together and increase the number of hashing in the system, it can easily take over other participants’
activities. This situation happens if 51% of the users take over the overall mining power in the network. In
this way, they can exploit and even change or reverse a transaction to benefit them.

pr

Federated blockchain, on the other hand, will not allow any random strangers on the network. They always
have a limited number of nodes validating the blocks. This way, they maintain the integrity of the network,
thus, removing any possible 51% attack chances.
No Risk of Criminal Activity

Ap

Being anonymous blockchain applications raised the bar too low for criminals. Now criminals can access the
network and freely use it for their benefit. But in the federated blockchain, you will have to go through an
authentication process to access the system. So, the anonymous nature gets removed, and everyone would
know how many and exactly who they are dealing with here. This discourages the criminals for using this
type of technology. That’s why federated blockchains are really safe in the long run and blockchain consortia
gaining popularity.
Regulations

Public blockchain technology lacks the superior regulations needed in the network. No network can work
seamlessly without some regulations. However, you will not find any in the public ledger system.
But in blockchain consortia, every node works in a regulated environment. All the organizations connected
in the network follows some strict rules and maintain a good relationship among them. So, when you are
working on the enterprise level, it is an excellent catch to work with blockchain consortia.
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5.8

Examples of DLT/Blockchain

Examples of DLs are given in the Table 2. As we said before, in this document we are focused to non-financial
examples of DLT
Examples of DLs
•
•
•
•

Permissioned
Focused on commercial cross-border and inter-bank payments
Offers alternative to correspondent banking
Raised $55 million in Series B funding in Q3 2016

Fabric
(Hyperledger
Project)

•
•
•

Permissioned
Open-source
Focused on helping financial institutions mitigate settlement risk and lower
reconciliation costs
Collaboration between the Linux Foundation and over 80 financial and
technological companies including IBM, DTCC, JP Morgan, Accenture,
CISCO

•

ov
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Ripple

•
•
•
•

Permissioned
Created by R3, a consortium of over 70 financial institutions
Open-source
Focus on financial applications

Quorum

•
•
•
•
•

Permissioned
Enterprise-focused Ethereum version
Open-source
Brainchild of JP Morgan
Uses smart contracts to facilitate transactions within the blockchain

pr

Corda (R3 CEV)

Table 2 Examples of Distributed Ledgers

5.8.1

Ripple

Ap

Ripple is a technology that acts as both a cryptocurrency and a digital payment network for financial
transactions. It was first released in 2012 and was co-founded by Chris Larsen and Jed McCaleb [31,32]. The
coin for the cryptocurrency is pre-mined and labeled XRP. Ripple is the third-largest cryptocurrency by market
cap, following Bitcoin and Ethereum. Ripple is more known for its digital payment protocol than its
cryptocurrency, XRP. Ripple operates on an open-source and peer-to-peer decentralized platform that allows
for a seamless transfer of money in any form, whether USD, Yen, litecoin, or bitcoin.

To understand how the system works, consider a money transfer structure where the two parties on either
end of the transaction use their preferred middlemen to receive the money.
Ripple uses a medium known as Gateway that serves as the link in the trust chain between two parties
wanting to make a transaction. Gateway acts as the credit intermediary that receives and sends currencies
to public addresses over the Ripple network. Anyone or any business can register and open a gateway which
authorizes the registrant to act as the middleman for exchanging currencies, maintaining liquidity, and
transferring payments on the network.
Key features:
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•

Ripple is a technology mostly known for its digital payment network and protocol, however, it also
has its own cryptocurrency, XRP.

•

Ripple's main process is a payment settlement asset exchange and remittance system that is similar
to the SWIFT system for international money and security transfers that is used by banks and
financial middlemen.

•

Rather than use blockchain mining, Ripple uses a consensus mechanism through a group of servers
to confirm transactions.

•

Ripple transactions use less energy than Bitcoin, are confirmed in seconds and cost very little, versus
Bitcoin transactions which use more energy, take longer to confirm and include high transaction
costs.

ov
ed

The digital currency, XRP, acts as a bridge currency to other currencies. It does not discriminate between one
fiat/cryptocurrency and another, and thus, makes it easy for any currency to be exchanged for another. Each
currency on the ecosystem has its own gateway e.g. CADBluzelle, BTCbitstamp, and USDsnapswap. If David
wanted bitcoins as payment for the services rendered to Lawrence, Lawrence does not necessarily have to
have bitcoins. He can send the payment to his gateway in Canadian dollars (CAD), and David can receive
bitcoins from his gateway. One gateway is not needed to initiate a complete transaction, multiple gateways
can be used, forming a chain of trust rippling across the users.
Holding balances with a gateway exposes the user to counterparty risk which is also a risk that is apparent in
the traditional banking system. If the gateway does not honour its IOU (I owe you) or liability, the user could
lose the value of his money held at that gateway. Users that don’t trust a gateway, can, therefore, transact
with a trusted gateway that in turn deals with the “untrusted“ gateway. This way the IOU will be with the
trusted or creditworthy-certified gateway. Counterparty risk does not apply to bitcoins and most other
altcoins since a user’s bitcoin is not another user’s IOU or liability.
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The Ripple network does not run with a proof-of-work system like bitcoin or a proof-of-stake. Instead,
transactions rely on a consensus protocol in order to validate account balances and transactions on the
system. The consensus works to improve the integrity of the system by preventing double-spending. A Ripple
user that initiates a transaction with multiple gateways but craftily sends the same amounts to the gateway
systems will have all but the first transaction deleted. Individual distributed nodes decide by consensus which
transaction was made first by taking a poll to determine the majority vote. The confirmations are instant and
take roughly 5 seconds. Since there is no central authority that decides who can set up a node and confirms
transactions, the Ripple platform is described as decentralized.
Ripple keeps track of all IOUs in a given currency for any user or gateway. IOU credits and transaction flows
that occur between Ripple wallets are publicly available on the Ripple consensus ledger. But even though
financial transaction history is publicly recorded and made available on the blockchain, the data is not linked
to the ID or account of any individual or business. However, the public record of all dealings, make the
information susceptible to de-anonymization measures.

The Ripple payment system is increasingly being used by banks, versus Bitcoin, which is used primarily by
individuals and organizations as a digital currency. Ripple improves on some of the drawbacks attributed to
traditional banks. Transactions are settled within seconds on the Ripple network even though the platform
handles millions of transactions frequently. This is unlike banks which could take days or weeks to complete
a wire transfer. The fee to conduct transactions on Ripple is also minimal, with the minimum transaction cost
required for a standard transaction set at 0.00001 XRP, compared to the large fees charged by banks for
conducting cross-border payments. The token ticker for Ripple is XRP. As of August 2019, Ripple was the
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third-largest cryptocurrency by market cap of $13.37 billion, following Bitcoin (BTC) at $205.03 billion, and
Ethereum (ETH) at $24.18 billion.
5.8.2

Hyperledger Fabric

Hyperledger Fabric is a modular blockchain framework which acts as a foundation for developing blockchainbased products, solutions and applications using plug-and-play components that are aimed for use within
the private enterprises [33,34].
Hyperledger Fabric was initiated by Digital Asset and IBM, and has now emerged as a collaborative crossindustry venture which is currently hosted by the Linux Foundation. Among the several Hyperledger projects,
Fabric was the first one to exit the “Incubation” stage and achieve the„Active” stage in March 2017.
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Traditional blockchain networks cannot support private transactions and confidential contracts that are key
for businesses. Hyperledger Fabric was thus designed to be a modular, scalable and secure foundation for
offering industrial blockchain solutions. Hyperledger Fabric is defined as the open source engine for business
blockchain, and takes care of the most important features for evaluating and using blockchain for business
use cases. They are discussed as follows.
Within private industrial networks, the verifiable identity of a participant is a primary requirement.
Hyperledger Fabric supports permissioned memberships, which requires all network participants to have
known identities. Many business sectors, like healthcare and finance, are bound by data protection
regulations that mandate maintaining data about the various participants and their respective access to
various data points. Fabric supports such permission-based membership.
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The modular architecture of Hyperledger Fabric separates the transaction processing workflow into three
different stages – smart contracts called chaincode that comprise the distributed logic processing and
agreement of the system, transaction ordering, and transaction validation and commitment. This segregation
offers multiple benefits – reduced number of trust levels and verification that keeps the network and
processing clutter-free, improved network scalability, and better overall performance.
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Additionally, Hyperledger Fabric’s support for plug-and-play for various components allows easy reuse of
existing features and readymade integration of various modules. For instance, if a function already exists that
verifies the participant’s identity, an enterprise level network simply needs to plug and reuse this existing
module instead of building the same function anew.
The participants on the network have three distinct roles – endorser, committer and consenter. In a nutshell,
the transaction proposal is submitted to the endorser peer, based on the predefined endorsement policy
about the number of endorsers required. After sufficient endorsements by the endorser(s), a batch or block
of transactions is delivered to the committer(s). Committers validate that the endorsement policy was
adhered to, and that there are no conflicting transactions. Once the both the checks are made, the
transactions are committed to the ledger.
Since only confirming instructions like signatures and read/write set are sent across the network, the
scalability and performance of the network is enhanced. Only endorsers and committers have access to the
transaction, and security is improved with a fewer number of participants having access to key data points.
For example, the manufacturer wants to ship the chocolates to a specific market at a specific price but does
not want to reveal that price in other markets. Since the movement of the product may involve other parties,
like customs, a shipping company, and a financing bank, it is possible that the private price is revealed to all
such involved parties if standard blockchain is used to support such transactions. Hyperledger Fabric
addresses this issue by keeping private transactions truly private on the network, and only participants who
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need to know are aware of the necessary details. Such data partitioning on the blockchain allows the specific
data points to be accessible only to the parties who need to know.
Hyperledger Fabric is a blockchain framework implementation and one of the Hyperledger projects hosted
by The Linux Foundation. Intended as a foundation for developing applications or solutions with a modular
architecture, Hyperledger Fabric allows components, such as consensus and membership services, to be
plug-and-play. Hyperledger Fabric leverages container technology to host smart contracts called “chaincode”
that comprise the application logic of the system.
5.8.3

R3 Corda
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As time goes on, the blockchain world has been separating into two distinct parts. On one hand, public
blockchains with their associated cryptocurrencies have enjoyed a remarkable recent comeback, minting
many a multi-millionaire. On the other hand, use of permissioned or enterprise blockchains has been growing
quietly but steadily, seeing their first live deployments across multiple industries during 2017.
One interesting question to consider is the appropriate level of similarity between these two types of chain.
Both implement a shared database using peer-to-peer networking, public–private key cryptography,
transaction rules and consensus mechanisms that can survive malicious actors. That is a great deal of
common ground. Nonetheless, public and private blockchains have different requirements in terms of
confidentiality, scalability and governance. Perhaps these differences point to the need for radically divergent
designs.
The Corda platform, developed by the R3 banking consortium, adopts a clear stance on this question [35,36].
While some aspects were inspired by public blockchains, Corda was designed from scratch based on the
needs of R3’s members. Indeed, although R3 still uses the word„blockchain” extensively to help market their
product, Corda has no chain of blocks at all. More than any other “distributed ledger” platform, Corda departs
radically from the architecture of conventional blockchains.

pr

Following bitcoin’s and Corda’s terminology, we denote the rows deleted by a transaction as its„nputs”, and
those created as its„outputs”. Any row deleted by a transaction must have been created by a previous
transaction. Therefore each transaction input consumes (or„spends”) a previous transaction’s output. The
up-to-date content of the database is defined by the set of„unspent transaction outputs” or„UTXOs”.
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In a blockchain, a transaction is valid if it fulfils the following three conditions:
1. Correctness. The transaction must represent a legitimate transformation from inputs to outputs. For
example, in a financial ledger, the total quantity of funds in the inputs must match the total in the
outputs, to prevent money from magically appearing or disappearing. The only exceptions are
special„issuance” or„retirement” transactions, in which funds are explicitly added or removed.
2. Authorization. The transaction must be authorized by the owner of every output consumed by its
inputs. In a financial ledger, this prevents participants from spending each other’s money without
permission. Transaction authorization is managed using asymmetric (or public–private key)
cryptography. Every row has an owner, identified by a public key, whose corresponding private key
is kept secret. In order to be authorized, a transaction must be digitally signed by the owner of each
of its inputs. (Note that rows can also have more complex„multisignature” owners, for example
where any two out of three parties can authorize their use.)
3. Uniqueness. If a transaction consumes a particular output, then no other transaction can consume
that output again. This is how we prevent Alice from making conflicting payments to both Bob and
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Charlie. While the transactions for both of these payments could be correct and authorized, the
uniqueness rule ensures that only one will be processed by the database.
In a conventional blockchain, every node checks every transaction in terms of these three rules.
A blockchain is literally a chain of blocks, in which every block links to the previous one via a “hash” that
uniquely identifies its contents. Each block contains an ordered set of transactions which must not conflict
with each other or with those in previous blocks, as well as a timestamp and some other information. Just
like transactions, blocks propagate rapidly across the network and are independently verified by every node.
Once a transaction appears in a block, it is “confirmed”, leading nodes to reject any conflicting transaction.
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The fundamental difference in Corda is easy to explain: Each node only sees some, rather than all, of the
transactions processed on the network. While a single logical and conceptual ledger is defined by all these
transactions, no individual node sees that ledger in its entirety. To draw a comparison, at any point in time,
every dollar bill in the world is in a particular place, but nobody knows where they all are.
Тhe key differences between Corda and conventional blockchains are as follows. In Corda, there is no unified
blockchain which contains all of the transactions confirmed. Nodes only see those transactions in which they
are directly involved, or upon which they depend historically. Nodes are responsible for checking transaction
correctness and authorization but rely on trusted notaries to verify uniqueness.

5.8.4

Quorum
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Of course, there is a lot more to Corda than this: the use of digital certificates to authenticate identity,
“network maps” to help nodes find and trust each other, per-state “contracts” which define correctness from
each state’s perspective, a deterministic version of the Java Virtual Machine which executes these contracts,
“flows” which automate transaction negotiations, “time windows” which restrict transactions by time,
“oracles” that attest to external facts and “CorDapps” which bundle many things together for easy
distribution. While each of these features is interesting, equivalents for all can be found in other blockchain
platforms.
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Quorum is an enterprise focused Ethereum version which tries to improve blockchain technology with its
own solution. One of the most important sectors that blockchain aims to revolutionize includes Finance
[37,38]. “Enterprise-focused” Ethereum blockchain is one of the simplest ways in which we can describe
Quorum. Quorum is the brainchild of JP Morgan who wants to advance blockchain technology in the financial
industry.
Quorum offers high-speed processing and performance while maintaining transaction details hidden. It also
works flawlessly in a permission group where participants know each other. In short, Quorum tries to build
a blockchain solution that can cater to the needs of the financial industry. However, its usage is not confined
to the finance industry only.
As it is based on Ethereum, it uses smart contracts to facilitate transactions within the blockchain. JP Morgan
aim is to implement a Global Network Payments initiative and help banks to use distributed networks. This
will increase efficiency, streamline global payments, enable 24/7 status tracking and payment settlement,
and so on.
The finance sector is controlled by many organizations who deploy their way of handling all the information
out there. It functions properly for the most part. However, it is not perfect. Many issues plague the finance
industry including lack of information control, public transparency and so on. Even the traditional blockchain
solution fails to live up to the need of the finance industry even when they offer features such as immutability
and traceability.
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The solution is a blockchain system that offers private control through automation. Quorum provides just
that and helps each financial organization to customize their blockchain according to their needs. The core
of Quorum tries to solve the financial institute issues. Quorum improves over the existing blockchain solution
and provides the following features that are required to make it work properly.
•

Enhanced contract privacy and transaction

•

Better performance

•

Proper peer and network management

•

Voting-based consensus mechanisms

ov
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Privacy and Transparency: Privacy is always a key aspect of any blockchain solution. Quorum understands it
and hence offers both transaction-level privacy and network-wide transparency. These parameters are also
not locked and can be customized by the business themselves. Smart contracts play a crucial role in the
customization. Also, all the transactions including smart contracts (both private and public), are validated by
every node within the blockchain.
Private smart contracts play differently within the network where its state or working is only known by the
parties or any approved third-party regulators. To ensure security while maintaining privacy, it uses the Zeroknowledge Security Layer that ensures private settlement is done without any compromise. This is one of the
most important Quorum blockchain features.
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Performance and Throughput: Performance has always been a strong suit for Quorum networks. They can
handle hundreds of transactions per second. Also, the transaction speed can be configured according to
smart contracts and the network configuration. With optimization, the number of transactions can be
improved significantly. To ensure better performance, it also utilizes a vote based QuorumChain RAFT
consensus algorithm. It also uses Istanbul BFT consensus algorithm which is contributed by AMIS.
Permission & Governance: As financial institutes are private, it was necessary to allow permission approach.
Quorum does that and ensures proper transactions between a group of known permissioned participants.
However, currently, it is only to be managed manually. Governance can also be managed through a smart
contract-based tool. These tools are built using cybersecurity best practices.
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One of the most critical aspects that make Quorum more appealing to financial institutes is its open source
nature. This also means that it is free to use and there is no Quorum blockchain price. Enterprises can take
full advantage of the fact that it is open source and bring the best out of the Quorum blockchain platform.
Trust: Trust is required for any technology out there. Blockchain brought digital trust and ensured that both
parties played safe through its system. Also, the fact that no centralized authority can partake in the process,
it is considered trustworthy. Open source, on the other hand, brings more trust to already impressive
blockchain projects. This means that the code is verified and authenticated by developers with different
interest, demographics and learning curve. Also, Quorum utilizes signature validation which brings trust in a
permissioned network considering that anonymous network does not utilize them in the first place. Quorum
brings the best of both worlds.
Maturity: As Quorum is based on top of Ethereum, it already inherits all the key properties of Ethereum
blockchain. As Ethereum has gone through a lot of iteration, it automatically benefits and brings out a more
mature blockchain that can be developed and evolved alongside Ethereum. Quorum has also planned to add
new features and also welcome public contribution.
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Community: Open source projects always have a huge community. The same is true for Quorum as it invites
developers across the world to contribute to the blockchain development. The license used by Quorum is
GPL/LGPL which is similar to Ethereum.
Quorum utilizes a different approach when it comes to consensus algorithm than the other enterprise
blockchain solutions. It uses “QuorumChain” which brings consensus based on majority voting. However, not
all nodes are capable of voting. Only a few special nodes are given the ability to vote which in turn verifies
the transaction. To have better fault tolerance, Quorum utilizes Istanbul BFT and Raft-based models.

ov
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Quorum smart contracts can be set to both private and public. Also, it uses Solidity as the tool to program it.
However, there is a limitation. Once a smart contract is set private, it cannot be transformed into the public.
This Quorum privacy design is imposed to protect the interest of organizations who don’t want their smart
contracts to get leaked in any fashion. Similarly, public smart contracts cannot be changed to private ones.
Quorum consensus algorithms are the talk of the town as they provide an alternative to the traditional
POW/POS consensus algorithm. Also, it is a permissioned network, so POW/POS will simply do not work. So,
what consensus algorithms does it use?
Raft is a CFT based consensus algorithm. It enables faster transactions thanks to the 50ms block minting
process. Also, saves storage space by only mining proper blocks and not empty blocks. Other key features
include on-demand block creation and transaction finality.
Istanbul BFT is a Byzantine Fault Tolerance consensus algorithm. Its job is to protect the blockchain. The limit
until which it protects the blockchain includes 30% nodes goes bad. Also, it protects the blocks generated in
the blockchain.
The three main components of the Quorum are the following.
1. Quorum Node

3. Enclave

pr

2. Transaction Manager

Ap

Quorum Node is a command-line tool which is a lightweight fork of Geth. It is forked to ensure that it
continues to grow with Geth. However, it did come with a lot of different modifications to make it work with
Quorum blockchain. For example, QuorumChain consensus algorithm has been introduced in place of Proof
of Work. It is also configured only to allow connection from permissioned nodes ditching the P2P
connectivity. Other than that, the State Patricia trie supports both public and private state. Another key
change is the removal of Gas as it is not required in Quorum blockchain.
The next big component of Quorum blockchain architecture is a constellation. It houses the transaction
manager and enclave. It is a general-purpose system that ensures that information added to the blockchain
remains secure in every possible way. Also, the constellation is not blockchain specific and can be used in
other forms of applications.
Transaction Manager: The Transaction Manager takes care of the Transaction privacy and ensures that the
transaction data is encrypted during the process. To facilitate the whole process, it can store, allow access
and other important data to facilitate the transactions. However, it does not have access to any sensitive
information such as private keys. The key here is cryptography which ensures that the data is kept safe
throughout the process. Transaction Manager can also be scaled thanks to its stateless/restful state.
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Enclave: Enclave facilitates different cryptographic techniques such as participant authentication, transaction
history, and other key functions. It ensures that all the operations are performed optimally with focus on
scalability. Transaction Manager delegates the encryption/decryption job to Enclave.
As we already mentioned that Quorum blockchain is created for the Finance sector. However, this being said,
it has an extensive range of application even within the Finance industry. There are many ways Quorum
blockchain can be used within the industry. Some use-cases are:
Tokenizing Gold Bars: Quorum will be used to tokenize gold bars. This will give an incentive to the miners and
also help improve the expansion of Quorum blockchain itself. It will also open new trading opportunities and
help blockchain to get adopted faster.

ov
ed

Customized Quorum Private Blockchains: Banks or any private financial institutions can take full advantage
of Quorum blockchain. The permissioned nature enables Quorum to be used in all types of settings. The
ability to customize from the onset is what makes it an ideal candidate.
Quorum blockchain is a promising blockchain technology. The fact that it is a „soft-fork” of Ethereum makes
it more ideal for real-world implementation. It is permissioned and hence can be used by the private
organization as their go-to blockchain technology. Another great aspect of Quorum blockchain is its
performance, ability to customize through smart contract, and overall transparency.
5.9

Challenges and risks related to DLT/Blockchain

5.9.1

Technological Challenges

Bleeding Edge/Lack of Maturity. DLT remains at an early stage of development and there are still
serious concerns about the robustness and resilience of DLT especially for large volume transactions,
availability of standardized hardware and software applications, and also ample supply of skilled
professionals. However, large traditional IT players like IBM and Microsoft, as well as financial sector
players like Visa and MasterCard have started developing DLT products and services, which could
eventually provide the same level of trust and confidence as traditional IT systems offer today.

Ap
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The technology is still evolving, and many regulatory and legal issues are yet to be resolved. For the time
being, it is still unclear which DLT applications will actually deliver advantages over existing technological
solutions and it is likely that overall gains will be incremental rather than sweeping in the medium term. In
addition, there are several challenges related to migrating existing infrastructure to DLT. The most commonly
cited technological, legal, and regulatory challenges related to DLT are listed below.

•

Scalability and Transaction Speed. Current iterations of permissionless distributed ledgers face
issues related to scalability of blockchains, both in terms of transaction volume and speed of
verifications. Existing permissionless blockchains have limited transaction speed. Bitcoin, for
example, can only process between 4-7 transactions per second due to the limitation of the block
size at one megabyte, a subject of controversy in the bitcoin community. (Block size could be
increased but bigger blocks would take longer to propagate through the network, worsening the risks
of forking.) This problem, however, could be resolved over time and is most pronounced in the
Bitcoin system. Other permissionless DLT systems like Ethereum report higher transaction
throughputs. In addition, permissioned blockchains have greater capacity and can process higher
transaction volumes but these lack global scale and come at the expense of a more centralized, less
transparent platform, which removes many of the benefits from the distributed, open nature of
public DLT systems.
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Interoperability and Integration. Different DLT systems will need to be interoperable with other
ledgers and integrated with existing systems if they are to be introduced at scale into the financial
system. In addition, the cost of integrating DLT into financial infrastructures like payment and
settlement systems will require industry wide coordination and collaboration and require significant
expenses. There are efforts underway to develop DL frameworks specifically for the financial sector,
notably the CORDA framework by R3 CEV and Fabric by Hyperledger project. These two frameworks
are an effort to address specific requirements raised by industry practitioners in areas such as:
o

allowing transactions between counterparties in a peer-to-peer manner; need for validating
identity of counterparties;

o

limiting visibility of transactions on a need-to-know basis; need for regulators to have access
to transactions;

o

ensuring equivalence between smart contracts and actual legal prose;

o

using existing industry standard software tools;

o

interfaces between multiple distributed ledgers; and

o

supporting a variety of consensus models, including one approach of just having the
transacting counterparties participate in the consensus.
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•

These frameworks, in essence, explore using DL approaches within prevailing business and regulatory
practices. CORDA is specifically focused on the financial sector whereas Hyperledger seeks to provide
a broader framework with initial applications proposed for the financial sector and for supply chain
management.
Cybersecurity. No software is immune from technical vulnerabilities. Statistics show that there are
around 15-50 bugs per 1000 lines of code [39]. Failures such as the DAO attack on the Ethereum
blockchain have shown that any weaknesses in smart contracts can be exploited to create undesired
effects. Network security relies on the distributed nature of the ledger and the presumption that
attackers will not be successful in changing the algorithms that determine the core rules of the DLT
system. A possible attack on a permissionless, distributed ledger with consensus mechanism is the
“51% attack“ where a bad actor takes over 51% of a network’s computing power and can effectively
lie to the network by manipulating consensus. The assumption that no entity – now or in the future
– could command more than half of the computing power of all servers on a particular blockchain
critically depends on the robustness of the underlying network. The applications that are written to
interface with these DL’s need to be carefully reviewed and monitored. What if an attacker gains
access to a permissionless system, obtains identity credentials, and then succeeds in multiplying until
the majority of network participants are under the attacker’s control? Also, what if future
developments in computing like quantum computing render today’s cryptographic methods trivial
to break? Recent incidents of standard Distributed Denial of Service (DDoS) attacks on multiple
Ethereum nodes show that traditional cyberattack techniques can be successfully applied to DLT
systems as well. Despite these concerns, it is worth noting that while successful hacks have occurred
at the access interfaces to DLT, the technology at the core of the Bitcoin blockchain and other DLT
systems has currently never been compromised [1].
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•

Governance. The absence of a centralized infrastructure and a central entity leads to concerns about
ensuring effective governance of the overall infrastructure. The cases of Ethereum forks and
proposals for changes in Bitcoin’s protocol show how difficult and contentious it is to reach decisions
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on critical changes in DLT infrastructure. Financial sector regulators have historically relied on
instituting effective governance arrangements on central infrastructures and other regulated
entities. In the context of permissionless DLT, it is often unclear to whom governance arrangements
apply. In the case of permissioned DLT, the administrator can be subject to specific governance
arrangements, but depending on the nature of the particular DLT system, the administrator may not
in all cases have adequate means to enforce these arrangements among network participants.

5.9.2

Chain forking. Forks arise when the blockchain in a distributed ledger splits into two competing paths
forward which then need to be resolved. In many cases, forks can resolve on their own. For instance,
in the case of Bitcoin, forks occur quite regularly as a by-product of the distributed consensus
mechanism and are quickly resolved when additional blocks are added to one block while the other
block is abandoned by the entire network. In other cases, forks that remain unresolved can create
two competing blockchain histories [40]. There exist three general types of forks:
An accidental fork can occur if platform updates are accidentally incompatible with the
previous code, meaning that nodes begin using two different versions of the software until
the incompatibilities are fixed [41].

o

A soft-fork is backward-compatible, meaning that the blocks mined by nodes using upgraded
software are considered valid by nodes that have not upgraded their software, but the
reverse does not hold true: blocks mined by non-upgraded nodes are not valid to upgraded
nodes. (This encourages all nodes to upgrade their software).

o

A hard-fork is not backward-compatible, meaning that the software upgrade has introduced
a new rule which is not considered valid until a node upgrades. In this case, if members of
the community of nodes do not agree with the new rules, they can choose not to upgrade to
the new consensus and instead continue trading on the original (pre-fork) blockchain using
the old software – creating a divergence of the cryptocurrency (like in the case of Ethereum
Classic and Ethereum One or Core). Bit Cash was a hard fork of Bitcoin in the summer of
2017, where the blocksize was increased to allow for more transactions to be processed.
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Comparative Costs and Performance
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Each prospective DLT listed in the previous section has a different cost/performance statistics as below[42]:
DLT Name

Transaction Cost (gas)

Transactions per Second

Ethereum

200

3*

Ripple

1,500

0.00001 XRP (10 drops)**

Fabric (Hyperledger Project)

3,500 – 20,000

Development and Maintenance
costs only

Corda (R3 CEV)

~170

Development and Maintenance
costs only

Quorum

>100 (~140)

None

* Operation used is ADD found here for 3μs compute.
** 1 XPR = 0.328446 as of 21/05/2019. It sometimes increases due to higher than usual load.
Table 3 Comparative costs and performance of DLs
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5.9.3

Legal and Regulatory Challenges
Regulatory Vetting and Industry Standards: Regulatory vetting and development of industry
standards are necessary but are still in very early development phases. Some regulators around the
world are actively studying the technology, but targeted regulatory frameworks for DLT are yet to
emerge.

•

Legal Clarity over Ownership and Jurisdiction: In payment and settlement systems, there are specific
concerns related to how the „point of finality” of a transaction would be defined in a DL environment.
In addition, there are concerns about cross-border DL systems in terms of the jurisdiction of the
underlying data and transactions. Regulating open, permissionless distributed ledger systems is
particularly complicated as no legal entity is in control of the distributed ledger. Regulation of private,
permissioned ledgers is comparatively more straight-forward as there is usually an administrator or
owner of the system that can be subject to regulation or existing regulatory frameworks for
outsourcing arrangements could be used.

•

KYC & CDD: For adoption in the financial system, DLT systems will need to comply with Know-YourCustomer (KYC) and Customer Due Diligence (CDD) requirements in Anti-Money
Laundering/Combating the Financing of Terrorism (AML/CFT) regulations. Most permissionless DLT
systems disguise the identity of network members by using public key encryption, which will make it
difficult to comply with existing AML/CFT regulations and would allow transactions with un-vetted
parties. Many exchanges, for example Coinbase, are offering quicker verification and transaction
times if users verify more information to comply with KYC requirements. Permissioned DLT systems
solve for this problem because network access is controlled and identity verification of the
participant is typically required for the vetting process, which could require AML/CFT compliance of
all network participants.

•

Recourse Mechanisms: As a defining characteristic of distributed ledgers is immutability, there are
concerns about how transaction disputes will be resolved, in particular how erroneous transactions
will be voided. These concerns could be addressed by integrating a reversal transaction framework,
which will have the effect of a separate transaction being initiated to returning rights to the
underlying digital asset back to the original sender. (As noted earlier, this is in fact how the dispute
resolution system process currently works in payment card systems and also in electronic funds
transfer systems.) This would, however, require the existence of some overall rules framework which
can be invoked to initiate reversals in specific circumstances. Without such a framework in place,
incomplete or erroneous transactions could lead to issues with accessing funds. Traditionally, the
administration of a rules framework is managed by a central entity – often referred to as a “scheme
owner“ – for example Visa, MasterCard, and other payment card brands; or entities like NACHA
(Electronic Payments Association) for electronic funds transfers in the US. In permissioned DLs, this
role can be played by the administrator of the DL. In permissionless DLs, this role is expected to be
automated through smart contracts. Another concern relates to the question over liability for losses
arising from weaknesses in underlying DLT. This concern is easier to address in permissioned DL
systems than in permissionless systems.
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5.9.4
•

Other Challenges
Privacy: In permissionless ledgers, such as Bitcoin and Ethereum, all transactions are open and visible
to all network members, though they can be encrypted and the identity of the user is hidden. In
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certain contexts, the identity of the participant can be inferred based on transaction patterns or other
markers. Permissioned DLs encounter the same issue. This is one of the key concerns of applying DLT
to financial market infrastructures and it is one of the issues which CORDA and Fabric propose to
address in their design.
•

5.10

Environmental costs. Using proof-of-work as a consensus mechanism creates a large electricity
footprint as vast amounts of computing processing power are used up for „mining”. This concern
mainly applies to permissionless blockchains that use proof-of-work protocols.

Applications of DLT/Blockchain

ov
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DLT has a breadth of potential applications beyond cryptocurrencies in a wide variety of other industries.
Applications that are written on a public blockchain utilize the blockchain infrastructure but they can be
distinct from the underlying cryptocurrency (for example Bitcoin) or have a notional value of cryptocurrency
tagged to it as a digital representation of the underlying asset. An overview of potential DLT applications is
given in the Table 4.
The two biggest trends in the development of blockchain applications are:

1) commercial Fintech start-ups are developing digital applications for a variety of purposes that utilize
the public blockchain infrastructure, mostly Bitcoin and Ethereum; and
2) industry consortiums are forming to research and develop private, permissioned blockchain to
solve industry-specific enterprise solutions. LOCARD falls in this type of application.
This document will focus on the non-financial sectors.

DLT-based applications in non-financial sectors
•

Digital identity platforms. Identity becomes a token, which can be
affirmed as needed and record of identity validation stored also on the DL
Storing personal records: birth, marriage & death certificates

pr

Identity

•
•
•

Supply chain management (management of inventory and disputes)
Product provenance & authenticity (e.g. artworks, pharmaceuticals,
diamonds)
Trade finance
Post-trade processing
Rewards & loyalty programs
Invoice management
Intellectual property registration
Internet of Things

Ap

Trade & Commerce

•
•
•
•
•
•

Agriculture

•
•
•

Governance

•
•
•

Financial services in the agricultural sector like insurance, crop finance
and warehouse receipts
Provenance of cash crops
Safety net programs related to delivery of seeds, fertilizers and other
agricultural inputs

E-voting systems
E-Residence
Government record-keeping, e.g. criminal records
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•
•
•

Reducing fraud and error in government payments
Reducing tax fraud
Protection of critical infrastructure against cyberattacks

Healthcare

•

Electronic medical records

Humanitarian & Aid

•
•

Tracking delivery & distribution of food, vaccinations, medications, etc.
Tracking distribution and expenditure of aid money

Table 4 Overview of potential DLT applications (at varying stages of development)

While blocks on the blockchain can store data about monetary transactions - blockchain is also a reliable way
of storing data about other types of transactions, as well. Blockchain technology can be used to store data
about property exchanges, stops in a supply chain, and even votes for a candidate.
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Descriptions of some of these applications can demonstrate the potential of the use of DLT in a more general
environment.
Professional services network Deloitte recently surveyed 1,000 companies across seven countries about
integrating blockchain into their business operations. Their survey found that 34% already had a blockchain
system in production today, while another 41% expected to deploy a blockchain application within the next
12 months. In addition, nearly 40% of the surveyed companies reported they would invest $5 million or more
in blockchain in the coming year. Here are some of the most popular applications of blockchain being
explored today.
5.10.1 DLT/blockchain use in Healthcare

Blockchain technology has also been explored for data storage and protection in a range of different
industries. Along with charity and supply chain, the healthcare sector is among the most discussed use cases.

pr

Health care providers can leverage blockchain to securely store their patients’ medical records. When a
medical record is generated and signed, it can be written into the blockchain, which provides patients with
the proof and confidence that the record cannot be changed. These personal health records could be
encoded and stored on the blockchain with a private key, so that they are only accessible by certain
individuals, thereby ensuring privacy (see Fig. 10 [43]).

Ap

Some of the features that allow cryptocurrency blockchains to act as a secure record of financial transactions
are also applicable to storing medical data. Since most blockchains are designed as distributed systems that
record and protect files through the use of cryptography, it is extremely difficult for someone to disrupt or
change the data without having the approval of all other participants of the network. Therefore, immutability
is one of the features that enable the creation of incorruptible databases for medical records [44-46].
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Figure 10: A possible blockchain healthcare architecture

Moreover, the peer-to-peer architecture used in blockchains allows all copies of a patient's record to be
synchronized with one another as updates are made, even though they are stored in different computers. In
fact, each network node holds a copy of the entire blockchain, and they communicate regularly to ensure
data is up to date and authentic. Thus, decentralization and data distribution are also important aspects.
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It is worth mentioning that blockchains are distributed but not always decentralized (in terms of governance).
Decentralization is not a binary thing, so depending on how nodes are distributed and on the overall
architecture, distributed systems may present variable degrees of decentralization. In the context of
healthcare, blockchains are usually built as a private network, as opposed to the public ones that are typically
used as cryptocurrency ledgers. While anyone can join and contribute to the development of a public
blockchain, private versions require permission and are managed by a smaller number of nodes.
Potential advantages

Increased security. As mentioned, one of the most important use cases of blockchains in the healthcare
industry is leveraging the technology to create a secure and unified peer-to-peer (distributed) database.
Thanks to blockchains’ immutability, data corruption should no longer be a concern. The blockchain
technology can be used to effectively register and track the medical data of thousands of patients.
Unlike traditional databases that rely on a centralized server, the use of a distributed system allows for data
exchange with higher levels of security, while also cutting down on the administrative costs that the current
system imposes. The decentralized nature of blockchains also makes them less vulnerable to technical
failures and external attacks that often compromise valuable information. The security provided by
blockchain networks can be particularly useful for hospitals, which are often dealing with hacker invasion
and ransomware attacks.
Interoperability. Another advantage of blockchain-based medical records is their ability to enhance
interoperability among clinics, hospitals, and other health service providers. Technological differences in data
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storage systems often make it difficult for organizations to share documents. Blockchains, however, can solve
this problem by allowing authorized parties to access a unified database of patient files or even medicine
distribution records. So rather than attempting to interface with each others' internal storage, service
providers can work together on a single one.
Accessibility and transparency. In addition to simplifying the process of record sharing, blockchain systems
may also give patients increased levels of accessibility and transparency over their own health information.
In some circumstances, requesting for the validation of changes made to patients’ documents can ensure the
accuracy of the records, and if employed properly, this kind of verification can provide an extra layer of
security against both human error and intentional falsifications.
Besides disintermediation, data integrity and provenance, healthcare providers see transparency (55.2%) as
one of the top advantages of using blockchain in their industry. Consider how it works in the financial sector.
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This technology provides a decentralized register of ownership by recording every transaction made through
the system. It stores all details starting from the formation of a data block, and ending with any digits related
to a specific transaction. Every device that is a part of the system stores a copy of this block. Before making
a transaction, the system confirms whether a blockchain version coincides with another in the network.
Therefore, each blockchain user can identify the owner of a particular data block at any time. Furthermore,
the blockchain is not only a secure way to send money, but a fully protected data sharing method that widens
its potential use in healthcare.
Reliable supply chain management. Blockchains can provide a reliable method for tracking pharmaceuticals
through the entire manufacturing and distribution process, thus cutting down on the widespread problem of
drug counterfeiting. In conjunction with IoT devices used to measure factors such as temperature, blockchain
technology could also be used to verify proper storage and shipping conditions or to authenticate drug
quality.
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Clinical trials recruiting. Another use of blockchain in healthcare is to improve the quality and effectiveness
of clinical trials. Medical data on blockchains could be used by trial recruiters to identify patients who could
benefit from the drugs being tested. Such a recruitment system could greatly improve clinical trial enrolment,
as many patients are never made aware of relevant drug trials and therefore are never given an opportunity
to participate in them. While trials are conducted, blockchains can be used to ensure the integrity of the data
being collected.
Data Provenance and Integrity. With an ongoing increase in patient numbers, healthcare providers have to
manage more and more health data on a regular basis. As the data volume increases each year, it becomes
harder for hospitals and clinics to process and store information. Data managed by medical organizations
includes:
•

Patient health information (PHI);

•

Electronic health records (EHR);

•

Data collected from IoT devices (Internet of Things) or monitoring systems; and,

•

Medical insurance claims.

Secure information sharing methods, which allow both healthcare providers and their covered entities to
verify the correctness of data, are crucial for ensuring proper medical services. This is where blockchain
comes in useful, as one of its main advantages is data integrity. When information is recorded and encrypted,
it becomes impossible to change or remove.
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One of the blockchain approaches that allows for the secure recording and sharing of information is
anchoring data to the public blockchain. This method involves generating a proof of data integrity. Using this
proof, any user can verify the data timestamp without the need to rely on third-parties. This method allows
users to:
•

Verify PHI integrity;

•

Perform unchangeable medical audits;

•

Prove the integrity of clinical research results;

•

Reduce audit expenses and ensure regulatory compliance; and,

•

Ensure data safety.
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HIPAA requires the usage of safe methods of communication between those who deal with PHI stored in
electronic form. That is why data encryption plays a crucial role in ensuring data privacy and safety.

pr

Insurance Claims. Streamlining insurance claims can be another use case of Federated (consortium)
blockchain [3]. Basically, people have to deal with a lot of paper works when it comes to claiming insurance.
Also, in specific scenarios, the process takes too much time that could cause more issues. For example, in
hospitals when a particular patient has a health issue and needs emergency surgery, claiming the insurance
for that could put him in a life risk. If the hospital and insurance companies can unite in a network where
they can exchange the information without any hassles, then it would be easier to handle. This type of
scenario also demands a safer network as they are dealing with sensitive, confidential records of the patient.
Federated blockchain, in this case, can unite these two types of institutions and give them the security they
need. Not only healthcare but other insurances claims would be more streamlined in this aspect maintain
the privacy concerns. So you will be able to get a much faster and safer output if you use federated
blockchain.
Blockchain could also be used to combat medical insurance fraud, a problem which is estimated to cost the
American healthcare system around $68 billion each year. Immutable records stored on blockchains and
shared with an insurance provider can prevent some of the most common types of fraud, including billing for
procedures that never took place and charging for unnecessary services.

Ap

Potential limitations

Although it offers many advantages to both patients and providers, blockchain still has some obstacles to
overcome before it eventually reaches widespread adoption in the medical sector.

Compliance. Taking the US as an example, healthcare companies that are interested in adopting blockchain
technology are required to comply with existing data regulations, such as the Health Insurance Portability
and Accountability Act of 1996 (HIPAA). Basically speaking, HIPAA outlines standards for data storage,
sharing, and protection in the healthcare sector. So in order to be fully compliant, US-based companies would
need to deploy customized blockchain record systems, with increased privacy features and limited
accessibility.

Initial costs and speed. On the provider end, blockchain solutions are likely to involve a high initial
investment, a fact that certainly prevents wider adoption. In addition, distributed systems tend to be
significantly slower than centralized ones in terms of transactions per second. A big blockchain network, with
numerous nodes, would probably need more time to transmit and synchronize data when compared to
centralized systems. This is especially concerning for huge databases that would eventually need to store and
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track information of millions of patients. The problem would be even worse for large sized image files, such
as computed tomography or MRI scans.
Blockchain in Healthcare: Usage
The main reason why medical organizations hesitate to use blockchain is the lack of knowledge around this
technology. A quarter of respondents are still at the stage of education and exploration, which is why
responsible state organizations should make the corresponding information more widespread among
caregivers. Healthcare providers suppose that this technology must pass several milestones before any
adoption is possible, including [45]:
Technical proof of concept (PoC) (65.4%);

•

Security proof (38.5%);

•

Privacy proof (34.6%); and,

•

Regulatory approval (23.1%).
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We can spend a lot of time wondering why caregivers hesitate to implement blockchain in their organization,
though the answer is far simpler than it may seem: they simply do not know enough about this technology
and its advantages.
Caregivers feel quite optimistic about fast blockchain implementation, with 37.9% predicting that it will take
only five years to adopt it across medical organizations. For now, these organizations and professionals need
examples of blockchain, and how it can be helpful in their field. Here, we will cover examples of blockchain
use in the healthcare industry, describing existing issues in the sector and considering possible solutions
through the use of this technology.
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Blockchain in healthcare examples include the following usage issues [45]:
•

Drug traceability;

•

Data security in clinical trials; and,

•

Patient Data Management.

Ap

Data security in clinical trials and Patient Data Management examples have most relevance in that the issues
are similar to those in LOCARD.
Problem: Data Security in Clinical Trials. Clinical trials are used to determine the effectiveness of particular
medicines which cure specific diseases. These tests can either prove or disprove an offered hypothesis.
During clinical trials, researchers obtain and record a great deal of information concerning statistics, test
results, quality reports, etc. Each scientist is responsible for specific research, making it difficult to control
everyone. Those data can then be easily modified or hidden in order to change the whole outcome of the
research performed. Criminals are interested in recording the results that are beneficial for them, even if the
data does not coincide with the reality.
Blockchain-Based Solution. This technology allows users to prove the authenticity of any document
registered in the system. It provides proof-of-existence by adding data in the form of the transaction and
validating the information by all system nodes. As mentioned above, blockchain records immutable data.
This characteristic will allow for the storage of results from clinical trials in a secure way, making it impossible
to modify data. Two doctors from Cambridge University conducted a 2016 study to see how blockchain can
provide proof-of existence for clinical trials. They found that comparing a unique data code, which is set by
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the system, with the original makes it possible to verify whether the data of clinical trials has been modified,
thanks to the inner SHA256 calculator which generates a unique hash every time a modification is made to
the data.
Problem: Patient Data Management. Patient data privacy is strictly regulated by the Health Insurance
Portability and Accountability Act (HIPAA), and requires PHI to be totally secure. There is, however, another
problem related to PHI: sometimes, patients need to share their medical records with third parties (e.g. with
pharmacies when they need to buy specific medicines). So, how can blockchain help protect data while
providing partial access at the same time?

ov
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Blockchain-Based Solution. The Blockchain creates a hash for each PHI block, together with a patient ID.
Using an API, covered entities can receive the necessary information without revealing a patient’s identity.
In the same way, a patient can decide whom to provide with access and whether this access will be either
full or partial. Furthermore, a patient can set specific third parties that would have to give their permission
for sharing the PHI, if the patient is not sure in what he or she is doing.
Summary of the use of blockchain in Healthcare

From creating and sharing immutable medical records to increasing transparency in the pharmaceutical
supply chain, blockchain networks have several promising use cases in the healthcare sector. Though there
are some technical, logistical, and regulatory challenges, the implementation of these systems will likely plays
a significant role in the future of medical data storage and transfer. Some real use cases of applying
blockchain in Healthcare systems are described in [47].
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Blockchain is an effective technology that can help prevent data breaches in the healthcare industry. It is a
secure and reliable method of recording, storing, and sharing sensitive data. Caregivers will definitely benefit
from implementing this technology, while remaining HIPAA compliant with this method of trustworthy digital
protection.
5.10.2 DLT/blockchain use in organizational record security

Ap

The process of recording property rights is both burdensome and inefficient. Today, a physical deed must be
delivered to a government employee at the local recording office, where is it manually entered into the
county’s central database and public index. In the case of a property dispute, claims to the property must be
reconciled with the public index.
This process is not just costly and time-consuming—it is also riddled with human error, where each
inaccuracy makes tracking property ownership less efficient. Blockchain has the potential to eliminate the
need for scanning documents and tracking down physical files in a local recording office. If property
ownership is stored and verified on the blockchain, owners can trust that their deed is accurate and
permanent.
Use cases like these are much in need regarding big enterprises. Security breaches are no longer a rare event.
Almost every multinational company must deal with this mess one way or another. Also, the costing of
maintaining the level of security needed is tremendously high. Even so, many companies are not able to deal
with the problem. Blockchain does provide an excellent solution to deal with it, as the network has a great
load of security. An example of blockchain use in education systems is given on Fig. 11 [48].
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Figure 11: A possible blockchain education architecture
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However, the again we come to the issue with the privacy. These organizations require privacy at its best,
but public blockchain application cannot do that. So, enterprise level companies might be reluctant to use
this new technology if they work with federated blockchain, they can surely achieve the level of security
without any hassles. Federated blockchain examples are much secure than private blockchains and they also
provide privacy [3]. For this reason, organizations can leverage the distributed ledger system here and keep
their records safe. The best part is that the costing for keeping all their data here would cost them much less
than a separate database. Also, as only a handful of nodes will have access to the network no one can actually
exploit the documents without alerting others. The result is that you get both security and decentralized
system at the same time.
5.10.3 DLT/blockchain use in supply chain use

Ap

Suppliers can use blockchain to record the origins of materials that they have purchased. This would allow
companies to verify the authenticity of their products, along with health and ethics labels like “Organic,”
“Local,” and “Fair Trade.” As reported by Forbes the food industry is moving into the use of blockchain to
increasingly track the path and safety of food throughout the farm-to-user journey.
Managing a supply chain is one of the basic requirements of any organization that deals with goods. Seeing
that every process is on the spot and tracking the goods until it reaches the customer is a tremendous
blessing.
The problem with supply chain management occurs in the transferring process. Even if a luxury good gets
manufactured from the authentic company, there are several intersecting points where it can get altered.
The companies are currently fighting with this kind of service disruption so that the consumers get what they
pay for here. Not only that but maintaining the overall creation of a luxury good is also necessary.
So, why not just use a typical blockchain platform? The problem is with confidentiality. Many consumers do
not want their documentation of billing to get put in front of the public eye. It is an obvious demand and
something that the enterprises need to honour. The typical public blockchain cannot get used in this regard.
On the other hand, private blockchains are not that secured as federated blockchain examples. Namely, if
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one company buys goods from another, the process can get much more comfortable if they work in a single
network. This is how they can all track and manage the supply chain without any third-party invasion. Supply
chain management can be one of the best use cases of consortium blockchain so far [3]. An example of
blockchain use for supply chain management is given in [49] and shown of Fig. 12.

Figure 12: Current Indonesian wild-caught, fresh / frozen tuna supply chain process map
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5.10.4 DLT/blockchain use in multiparty aggression

Ap

This is another great use case of consortium blockchain. Blockchain applications deal with a storage issue
when there is too many information in the database. If enterprise-level organizations want to utilize
conventional blockchain technology, they would require a greater storage facility. In this case, federated
blockchain offer multiparty aggression [3]. Through this method the organization under blockchain consortia
would be able to exchange information based on their customers.
As an example, imagine that two banks A and B have the same customer under them. They both require
authentication information to provide access to the user. However, storing this information separately would
require and waste a lot of space. The solution is to combine the redundant data and exchange it whenever
necessary. This way can save a lot of storage and fully utilize the storage space, especially important with
many customers. The amount of redundant data would be huge. Using multiparty aggression in this scenario
will save a lot of space and time.
5.10.5 DLT/blockchain use in electronic voting systems

Voting with blockchain carries the potential to eliminate election fraud and boost voter turnout, as was
tested in the November 2018 midterm elections in West Virginia. Each vote would be stored as a block on
the blockchain, making them nearly impossible to tamper with. The blockchain protocol would also maintain
transparency in the electoral process, reducing the personnel needed to conduct an election and provide
officials with instant results [50,51].
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One of the most important aspects of voting in place is securing information and that it is counted correctly.
The current voting practice is by paper and pen with manual counting. That means that there is room for
human error during the voting count. With blockchain technology, we would be able to store the information
of who has voted and who they voted for, which could be anonymous dependent on how we do the
permission. There are multiple solutions to this problem.
5.10.6 DLT/blockchain use in identity management systems
Blockchain Identity Management offers a decentralized and secure solution that puts users back in control
via a distributed trust model. The blockchain technology is benefiting several industries with transparency,
security and many more features, adding value to their businesses. Thus, it is to be believed that it is all set
to transform the current working of identity management as well, in a highly secure manner [53].

ov
ed

Sharing multiple IDs leads to privacy concerns and data breaches. Therefore, the blockchain can pave the
path to self-sovereign identity through decentralized networks. A self-sovereign identity assures privacy and
trust, where identity documents are secured, verified and endorsed by permissioned participants.
Everyone uses identity documents on a regular basis, which get shared with third-parties without their
explicit consent and stored at an unknown location. Whether a person needs to apply for a loan, open a bank
account, buy a SIM card, or book a ticket, use of identity documents can be experienced in our day-to-day
lives. Companies such as government institutes, banks, and credit agencies are considered to be the weakest
point in the current identity management system as they are vulnerable to theft and hacking of data. Thus,
the blockchain comes with the possibility to eliminate the intermediaries while allowing citizens to manage
identity on their own. Here are some of the challenges that exist in Traditional Identity Management:
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Identity theft. People share their personal information online via different unknown sources or avail services
which can put their identification documents into the wrong hands. Also, online applications maintain
centralized servers for storing data; it becomes easier for hackers to hack the servers and steal the sensitive
information. The breach statistics indicate how quickly a hacker can steal the personal information or other
confidential information.

Ap

A combination of usernames and passwords. While signing up on multiple online platforms, users have to
create a unique username and password every time. It becomes difficult for an individual to remember a
combination of username and password for accessing different services. Maintaining different authentication
profiles is quite a challenging task.
KYC (Know Your Customer) Onboarding. The current authentication process involves three stakeholders,
including verifying companies/KYC companies, users, and third-parties that need to check the identity of the
user. The overall system is expensive for all these stakeholders. Since KYC companies have to serve requests
of different entities such as banks, healthcare providers, immigration officials, and so on, they require more
resources to process their needs quickly. Therefore, KYC companies have to charge a higher amount for
verification which is passed to individuals as hidden processing fees. Moreover, third-party companies have
to wait for a long time to onboard the customers.
Lack of Control. Currently, it is impossible for the users to have control over the personally identifiable
information (PII). They do not have an idea of how many times PII has been shared or used without their
consent. Moreover, individuals do not even know where all their personal information has been stored. As a
result, the existing identity management process requires an innovative change. Using blockchain for identity
management can allow individuals to have ownership of their identity by creating a global ID to serve multiple
purposes.
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Blockchain offers a potential solution to the above challenges by allowing users a sense of security that no
third party can share their PII without their consent.
Using blockchain, a platform can be designed to protect individuals’ identities from breaches and thefts.
Moreover, it can allow people the freedom to create self-sovereign and encrypted digital identities, replacing
the need for creating multiple usernames and passwords.
Benefits of using Blockchain Identity Management from the user’s point of view (an example from [53]):
Unique ID: Each user who registers on Blockchain identity management system will get a unique
identity number. The user’s unique ID number consists of all personally identifiable information in
an encrypted format that is stored on their device backed by IPFS. Users can simply share their
unique ID with any third-party to authenticate themselves directly through the Blockchain Identity
Management.

•

Consent: A blockchain identity management system will not store any users’ information. Moreover,
the system uses Smart contracts to enable the controlled data disclosure. Thus, data manipulation is
not possible on the blockchain. Identity management system linked with blockchain is highly secure
for identity holders as well. No transaction of users’ information can occur without the explicit
consent of the user. It makes the user control their personally identifiable information.

•

Decentralized: No personal identification documents of the users will be stored in a centralized
server. All the documents that identify users get stored on their device backed by IPFS, making it safe
from mass data breaches. Using the Blockchain identity management backed by IPFS does not allow
any hacker to steal the identifiable information. Since the system will be decentralized, there will be
no single point of failure (SPOF). Single point of failure represents the part of the system; if it fails,
the system will stop working. Therefore, the absence of SPOF ensures that the system will never
compromise.

•

A universal ecosystem: The blockchain identity management does not set to any geographical
boundaries. So, users can use the platform across the borders to verify their identity.

pr
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•

Impact of using Blockchain Identity Management on Users and Businesses:
User-optimized: Blockchain ecosystem is highly cost and time efficient. Moreover, the cost incurred
in verifying identities gets lowered both for business and users.

Ap

•
•

Transparent: Everyone connected to the network can trace the transactions recorded on the
blockchain. Verifiable authenticity exists for every made transaction.

•

Obscure: It ensures the privacy of the transactions for the parties connected to the blockchain.

•

Decentralized: Instead of the storing the data on a single centralized server, decentralization enables
the distribution of information on every node in the network, reducing the chances of a single point
of failure.

•

Universal Identity: Users can ask the organization to verify their identity across the border as well.

5.11

Self Sovereign Identity

Successful implementation of the Blockchain identity management can enhance the level of security and
privacy. The immutable and decentralized ledger allows third parties to validate the user’s data without
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wasting time and money. As an example, the blockchain identity management could explore a self-sovereign
identity management model [53].
The first model of digital identity was a siloed one. Each organisation issues a digital credential to a user to
allow him to access its services. Each user needs a new credential for every new organisation he engages
with. This provides a “poor overall user experience”. Just remember all the websites you had to register and
create new passwords and login details for.
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The second model of digital identity is called the “Federated” one. Because of the poor user experience of
the first model, third parties began issuing digital credentials that allow users to login to services and other
websites. The best examples of this are “Login with facebook” and “Login with Google” functionalities.
Companies “outsourced” their identity management to major corporations who have an economic interest
in amassing such large databases of personal data. This, of course, raises privacy and security concerns.
Facebook, Google and others became the middlemen of trust.
The emergence of Blockchain technology is what allowed the third model: Self-Sovereign Identity. Through
the use of the blockchain technology (e.g. Sovrin [53]), the technology of Self-Sovereign Identities may
become a reality. A Self-Sovereign Identity is an identity you own. It is yours. Only you hold it, on your own
personal digital identity wallet, and only you decide who gets to “see” it and what of it they get to “see”.
This avoids the honeypot problem. There is no centralised storage of identity that may be subject to breaches.
Meaning that for hackers to steal 50 million identity records they would have to hack those 50 million people
individuallywhich is considerably more difficult.
Characteristics of Self-Sovereign Identity:

User-centric. Each user owns his own data and does not rely on a central entity to prove claims about
himself

•

Consent and Control. Each user has full control and consent on what personal information he his
sharing and with whom.

•

Interoperability. Self-Sovereign Identity uses a common identity metasystem. This allows users to
verify their identity across multiple platforms and locations (that use the same metasystem).

pr

•

Ap

A Self-Sovereign Identity is thus portable, private and secure. An overview architectural self-sovereign
scheme is given on Fig. 13 [57].
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Figure 13: Architecture of the identity and access management system using a blockchain with smart contracts.

5.12

Smart contracts

A smart contract is a computer code that can be built into the blockchain to facilitate, verify, or negotiate a
contract agreement. Smart contracts operate under a set of conditions that users agree to. When those
conditions are met, the terms of the agreement are automatically carried out.

Ap
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Smart contracts, in the context of DLT, are programs that are written on the underlying distributed ledger
and are executed automatically by nodes on the network. Any instruction that could be executed by a
computer could theoretically be run by a smart contract. Transactions or data recorded on the distributed
ledger trigger the smart contract and the actions taken are in turn recorded in the ledger. Another way of
putting this is that smart contracts “allow for logic to be programmed on top of the blockchain transaction“
[58]. The same applies to other DLs, as smart contracts can also be executed by DLs that are not blockchains.
Smart contracts have to be verifiable by each node on the network, meaning that all nodes on the network
must see the same data.
The term was first coined by cryptographer Nick Szabo in a 1997 paper where he used a vending machine to
illustrate the idea of a smart contract [58]. The vending machine, a mechanical device, controls ownership of
an asset, the candy bar, and executes the transfer of ownership when triggered by a defined input, the event
of entering a coin into the machine. The vending machine therefore enforces the terms of the pre-agreed
“contract“ that defines the underlying assets, inputs, and consequential actions. A ubiquitous modern
analogy would be automatic trading rules, executed by a computer program, that initiate sales or purchases
of securities at a pre-defined strike price. Potential applications of smart contracts could be used in the
derivatives markets, mergers & acquisitions, and in securities transactions, among many others.

DLT systems provide a platform that allows for smart contracts, written in computer code, to actually control
real-world assets, such as real estate, shares, land titles, or escrows, without the need for a third party that
controls the release of the assets, such as a broker, a land title administrator or an escrow agent, for example.
This is due to the fact that the nodes in the distributed network have the ability to enforce a contract by
executing code.
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Smart contracts have captivated idealists because they make automated companies possible which do not
rely on any human inputs – no managers or board directors - except financial backers. Ethereum is the
second-largest public blockchain - after Bitcoin - and it is optimized for smart contract applications. A number
of DAOs (Decentralized Autonomous Organizations) have been launched on the Ethereum platform, which
are, in effect, venture capital funds for automated businesses. CoinDesk defines a DAO’s goal as to codify the
rules and decision making apparatus of an organization, eliminating the need for documents and people in
governing, creating a structure with decentralized control. It works as follows:
A group of people write the smart contracts (programs) that will run the organization.

•

There is an initial funding period, in which people add funds to the DAO by purchasing tokens that
represent ownership – this is called a crowdsale, or an initial coin offering (ICO) – to give it the
resources it needs.

•

When the funding period is over, the DAO begins to operate.

•

People then can make proposals to the DAO on how to spend the money, and the members who
have bought in can vote to approve these proposals. [59]
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•

However, confidence in Ethereum was put to a test after a successful attack on such an entity – referred to
as “The DAO Hack” - in June 2016 in which an attacker diverted 3.5 million units of Ethereum’s cryptocurrency
“ether”, worth around US$50 million at the time of the hack. The DAO, which was run by a German start-up
called Slock.it, had broken crowdsourcing records by raising the equivalent of US$120 million of ether in one
month, which constituted 14% of all ether ever issued. A hacker exploited a flaw in the DAO software, an
application run on Ethereum, but the core Ethereum blockchain itself was not hacked. This hack is an example
of an exploit of a security vulnerability that existed in the application layer on top of the blockchain, which
are a major security concern.
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In response to the attack, the Ethereum community made a controversial decision to complete a socalled@hard fork” in the Ethereum blockchain in order to recover the stolen funds. As a result, the Ethereum
blockchain was broken down into two separate, active cryptocurrencies: ether (containing the hard fork that
restored the stolen funds, also referred to as Ethereum One or Ethereum Core) and Ethereum Classic (original
transaction record with stolen funds still under control of the hacker). A survey among 240+ technical leaders
in the blockchain community conducted by CoinDesk revealed that 63% reported no change in their use of
Ethereum after the fork even though one third had originally opposed the hard fork [60].In addition to
technical vulnerabilities, the use of automated smart contracts combined with DLT also raise a number of
legal and regulatory issues, for example related to liability, jurisdiction, amendments and voidability of
contracts.

Blockchain technology is very powerful and capable of performing complex operations; far beyond simply
understanding just how many bitcoins you have currently have in your digital wallet. This is where the idea
of smart contracts come to fruition [61], thus, leveraging this powerful technology for equally complex jobs.
Although they are new, smart contracts are already becoming a cornerstone for enterprise blockchain
applications and are now considered to be one of the pillars of blockchain technology.
When you think of a contract, you probably envision two people sitting down together to write, agree, and
sign a piece of paper. The efficiencies brought upon by the digitization of business, has prompted
technologists to take aim at revising one of the most important components of modern day business – the
contract. Our simple explanation of what a smart contract is, can be described as a computer program that
acts as an agreement where the terms of the agreement can be pre-programmed with the ability to selfexecute and self-enforce itself.
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The main goal of a smart contract is to provide a superior system for contractual agreements solely based on
computer code; than what currently exists based on antiquated judicial processes.
Modern-day blockchain based smart contracts (also called self-executing contracts, blockchain contracts, or
digital contracts) utilize Byzantine Fault Tolerant algorithms and Cryptographic hashing via blockchain
technology decentralization methods. Because smart contracts are pure computer program code, the logic
imputed into the code is vitally important. Smart contract logic is derived from human logic and legal system
legislation commonly used in business. The combination of computer science principles such as cryptography
and distributed computing, in conjunction with centuries old judicial precedents, create a self-sustaining and
efficient successor for legal agreements.
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The future of contracts will likely be a Federated human-plus-code model where contracts are verified for
authenticity via blockchain, but human intervention is still possible for cases where errors need to be
corrected or judicial recourse is required.
Traditional contractual agreements, such as those created by a legal professional, are predominantly paper
based and heavily rely on third parties for enforcement. Third party enforcement is not only very time
consuming, but also very ambiguous. If things go astray, contract parties often must rely on the public judicial
system to remedy the situation, which can be very costly and time consuming.
Smart contracts, often created by computer programmers through the help of smart contract development
tools, are entirely digital and written using programming code languages such as Solidity, C++, Go, Python,
Java. This code defines the rules and consequences in the same way that a traditional legal document would,
stating the obligations, benefits and penalties which may be due to either party in various different
circumstances. This code can then be automatically executed and enforced by a distributed ledger system.
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In order to understand how smart contracts work, it is important to first make the distinction between the
smart contract code and how/what that code is being applied to. A smart contract can be broken down into
two separate components:
•

Smart Contract Code – The code that is stored, verified, and executed on a blockchain.

•

Smart Legal Contracts – The use of the smart contract code that can be used as a complement, or
substitute, for legal contracts.

Ap

A smart contract could work on a distributed ledger [54] as follows:
1. Coding. Because smart contracts work like computer programs, it is very important that they do exactly
what the parties want them to do. This is achieved by inputting the proper logic when writing your
smart contract. The code behaves in predefined ways and does not have the linguistic nuances of
human languages, thus, it has now automated the “if this happens then do that” part of traditional
contracts.
2. Distributed Ledgers. The code is then encrypted and sent out to other computers via a distributed
network of ledgers (i.e. Blockchain). If this is done via public permissionless blockchain such as bitcoin,
the contract is sent out similar to the way that a network update of a bitcoin transaction would occur.
This can also be done in a permissioned or federated blockchain platform.
3. Execution. Once the computers in this network of distributed ledgers receive the code, they each come
to an individual agreement on the results of the code execution. The network then updates the
individual ledgers by recording the execution of the contract, and subsequently monitors them for
compliance within the terms of the smart contract. In this type of system, single party manipulation is
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obverted because control over the execution of the smart contract is no longer possible because
execution is no longer in the hands of a single party.
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6 Future of Distributed Ledger Technologies
First proposed as a research project in 1991, blockchain is comfortably settling into its late twenties. Like
most millennials its age, blockchain has seen its fair share of public scrutiny over the last two decades, with
businesses around the world speculating about what the technology is capable of and where it is headed in
the years to come. With many practical applications for the technology already being implemented and
explored, blockchain is finally making a name for itself at age twenty-seven, in no small part because of
bitcoin and cryptocurrency. As a buzzword on the tongue of every investor in the nation, blockchain stands
to make business and government operations more accurate, efficient, and secure. As we prepare to head
into the third decade of blockchain, it is no longer a question of “if" legacy companies will catch on to the
technology — it is a question of “when."
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Beyond cryptocurrencies (such as Bitcoin), DLT has value in applications which require chains of provenance,
attestation of data and decentralised trust for IoT devices for instance. According to a report by the UK’s
Digital Catapult, it is envisioned that the commercial model most likely to succeed in the short term is
permissioned, rather than permissionless blockchain. This is where ledgers are hosted between known
groups of participants and visibility, access and editing rights to shared data are regulated. Some key areas
highlighted as being particularly promising include supply chain traceability, smart contracts (software
programs executing across distributed networks) and Govtech (Government data that must be secure but
needs to be shared with and accessible by others).
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The mathematical sciences have a key role to play in helping to realise the potential of DLT and move the
technology forward. The mathematics that underpins distributed ledgers is not trivial: not only does the
technology rely on cryptography, but robustness and security of the protocol relies on the mathematical
behaviour of the system. Moreover, new functionality such as smart contracts are realised through cuttingedge advances in cryptography, and the need to develop alternatives to energy-expensive proof-of-work calls
on careful mathematical engineering.
In order to move the space forward from a developmental standpoint, there are technological limitations
that must be overcome before mass adoption can occur [52].
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1. Interoperability — One of the biggest problems hindering DLT adoption is lack of interoperability. DLT not
only needs to connect to other DLT, but it needs to connect with legacy systems. It is especially crucial for
smart contracts since smart contracts need external data inputs to trigger their contract logic and connection
to off-chain outputs, like traditional payment systems that conduct legally compliant payments in fiat
currencies. Most data needed to trigger smart contracts is stored outside their native blockchains and most
people want smart contracts settlements in fiat currencies on existing systems. Smart contracts that are
disconnected from the world’s data, legacy systems, and other DLT networks will be severely limited in their
functionality.
Due to the consensus mechanisms that underpin blockchain technology, smart contracts cannot access
external data without risking the underlying security of its ledger. Oracles are a subset of DLT that facilitate
the connection between on-chain smart contracts and off-chain websites and APIs. Oracles are digital agents
that find and verify real-world data and cryptographically submit the information to the smart contract. They
are bidirectional in that they retrieve external data and feed it into the smart contract and send data out of
the smart contract and on to other systems.

Today, smart contracts use centralized oracles to retrieve external data. While it does work, it raises some
major concerns, mainly which a centralized Oracle becomes a central point of attack and possesses uptime
vulnerabilities for the smart contract. Why go through the hassle of creating a decentralized smart contract
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only to have a centralized oracle feeding it data? Centralized oracles put in jeopardy the key features of
decentralization, reliability, and immutability that make distributed ledgers so valuable.
Ultimately, interoperability should go a long way in solving the blockchain trilemma. Allowing seamless
interoperability between chains can create chain specialization, whereas certain DLT can be optimized for
certain features. For example, Ripple, Stellar or Nano may be most suited for quick micropayments, while
Bitcoin is best for storing and sending large amounts of value. Another example is using EOS for smart
contracts that need fast and cheap on-chain transactions, while smart contracts that need top end security
can use Ethereum. Interoperability means one blockchain does not have to do everything. Instead, smart
contracts can leverage the different advantages of different projects according to their specific needs.
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2. Scaling — The other major hurdle that must be conquered is scaling. As stated above, interoperability can
go a long way towards solving the scalability problem by allowing projects that need faster transaction speed
to easily leverage scalable chains. However, scalable chains might be unfavourable for transacting large
amounts of money through due to trade-offs with security.
One such solution to the problem is private and permissioned blockchains that allow fast speeds at the sake
of decentralization. It looks as if many large firms will start out using permissioned systems as a risk-averse
way to take advantage of DLT. On the other hand, permissionless DLT systems look primed to take over for
certain use cases due to their network effects, trust maximization, and cost-effectiveness. It is similar to
today, where intranets still exist and serve a real purpose, but the Internet acts as the global gateway of
communication. However, to make public DLT the standard, it will need cost-effective scaling.
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Ultimately, scaling should happen through a variety of methods. Interoperability, scaling, and layer 2
protocols will offload scaling to other DLT systems, while the underlying blockchain protocols are either
upgraded or replaced by new generation blockchains and blockchain alternatives that offer better tech. The
focus seems to have shifted towards having a very secure base layer, then adding layers on top of it according
to market demands. It makes sense because even if on-chain scaling improves, the one blockchain for all
approach seems utopian and unachievable. There is simply too much data being produced at an increasing
rate and a plethora of different needs, that a multi interconnected blockchain universe built around
specialization seems most practical. It can work too, as long as there is a standard for secure connectivity
between networks.
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3. Privacy — Most companies have no interest in using DLT unless their transactional data is kept private. In
a competitive business environment, companies cannot divulge details about their business dealings because
competitors can gain valuable information from it. Also, individuals, in general, care about keeping their
transactional data private. In many jurisdictions, there are data security laws that require companies to keep
consumers’ transactional data private.
The easiest way to maintain privacy is to utilize private or permissioned blockchains. Private blockchains are
the best way for companies to establish POCs in a private and secure sandbox, then spread to community
blockchains and eventually on to public blockchains. Risk is heavily reduced, especially when developers and
engineers are new to technology. While it does come with the downsides of the network being patented and
access being restricted, it is still the most logical first step for established institutions. They simply cannot
afford data leaks and operational uncertainties that still surround public DLT.
For permissionless DLT to prosper, it needs to figure out ways to maintain privacy without sacrificing other
network properties. Some of the most profound research being done to solve this problem is in zeroknowledge proofs (ZKPs). ZKPs offer a way to prove an on-chain transaction happened without providing any
details about the transaction, such as the sender, receiver, and amount. It is the foundation of Zcash, a private
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cryptocurrency. ZKPs are improving quickly in their capabilities and will likely be one of the most important
pieces of tech to solve the privacy problem of public DLT. Some interesting developments in this field, include
zk-SNARKs, zk-STARKS, bulletproofs, and the Aztec Protocol.
Trusted hardware, such as Intel SGX, is another major piece of technology facilitating privacy on public
networks. Trusted hardware allows computer code to be run in a trusted execution environment (secure
enclave), akin to it running in a black box that cannot be seen or tampered. It is being introduced for
blockchain consensus nodes through projects like Enigma and oracle nodes for projects like Chainlink. It not
only brings privacy to processing and data transfer but allows more functionality, such as running code like
WebAssembly (Wasm) or improving scaling through secure, low-cost off-chain processing. Finally,
interoperability is another solution to privacy, since use cases requiring it can be reliably offloaded to privacyfocused DLT.
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4. Governance— Given blockchains are decentralized protocols, how does a protocol agree on innovation
without centralization? Permissioned or private chains have clear governance models because the blockchain
is patented and owned by a known entity. That does come with its own problems, but the pecking order is
clearer. However, open source DLT has to rely on off-chain governance models or build on-chain governance
directly into the base layer protocol.
The most common form of governance today is off-chain governance. Bitcoin uses this approach.
Improvements are proposed by its BIP proposal system, which is usually debated and voted on by the large
mining pools, the core developers, and large business infrastructures like exchanges and merchant
processors. While there is more decentralization, Bitcoin is slow to innovate and has been subject to hard
forks. This approach is appealing since it is like direct democracy in action, but it does create community
divides and increase the social attack surface of networks. It also comes with some centralization around
mining (Bitmain) and development (Blockstream).
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Most other blockchain projects operate similar to Ethereum, where power is split between the company or
foundation that controls development, miners or stakers that secure the chain and exchanges/large
development companies that provide business infrastructure and investment. It is a bit more centralized than
Bitcoin since there is no voting mechanism for changes. However, people can hard fork the network if they
disagree with new developments. In general, off-chain governance naturally finds some way of centralizing
and is almost impossible to avoid.
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There is also on-chain governance, with projects such as EOS, Tezos, and Dfinity being some of the early
innovators. On-chain governance allows holders to vote directly or through a representative on development
proposals and even chain rewrites. While this decentralizes decision making to some degree, it is still rather
centralized since voting usually requires a certain monetary stake in the network like with Tezos, or must go
through a representative like in EOS. Also, chain rewrites, while handy when hacks occur, come at the
expense of immutability since the state of the blockchain can be manually changed.

In the end, both models should see a ton of continued development. There does not seem to be a clear
answer because, just like in political governance, there is no perfect answer. There are only trade-offs. Onchain and off-chain governance can both lead to centralization without the education of users. While no one
wants a dictatorship, the other reality is that too much decentralization can lead to poor or stalled decision
making. Most users are simply not technically literate enough to adequately vote on complex protocol
changes. There are also problems of mob rule and tragedy of the commons that can occur. Blockchain
governance is one of the most complicated problems in the space to solve and will likely never see a perfect
solution. Chain specialization paired with interoperability should help alleviate differences by giving people
choices.
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5. Developer Support— The DLT space desperately needs more developers looking at the problem. The more
eyes on the code and the more brains pondering solutions to the problems, the quicker the vulnerabilities
are patched and the faster innovations occur. All new technologies have a lack of talent in the beginning, but
with demand come supply. Look for education offerings in DLT to rapidly increase, as companies, both legacy,
and start-up, willingly spend money to train the next generation of developers. Universities and specialized
classes will also compete to fill the void for opportunistic developers looking for good paying work. It is
possible that DLT developers could become one of the fastest growing careers in the market.
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7 Research Related to LOCARD Project
7.1

Research on Blockchain technology
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Nowadays, centralised organisations - both public and private -, amass large quantities of personal and
sensitive information. Although the GDPR aims to regulate the processing of this kind of data, there is still a
big gap to cover [63]. Furthermore, personal information is growing at a dizzying pace rendering its
management requirements highly scalable and secure, two difficult tasks to be achieved by centralised
models. As a result, Blockchain is considered as an opportunity for enhancing the security aspects of big data
[64,65] and its scalability when combined with other efficient storage systems that implement data mining
methods. Therefore, researchers and developers are already aware of the capabilities of the blockchain
technology and explore various applications across a vast array of sectors [66,67]. However, challenges must
be addressed before fully mature and interoperable blockchain-based applications can be adopted, especially
in terms of scalability and privacy (GDPR).
One of the biggest and most-heated debates that persist to this day is the issue of scaling, with which data
storage is strongly related. We distinguish two approaches in terms of data storage: on-chain and off-chain
storage. On-chain storage implies storing all data regarding to transactions, smart contracts and their
contents in the Blockchain (e.g. UTXO and TX fields in bitcoin and Ethereum, respectively). On the contrary,
off-chain strategy only needs to store a pointer to data which are stored in distributed databases that provide
high throughput, high capacity, low latency, permissioning and a rich query support. Such distributed file
systems enable hash-based location/retrieval access to files within a peer-to-peer network, such as IPFS, Storj
or Freenet [68,69].
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On-chain storage characteristics are limited in regard to data size and upload/download speed, since only a
low amount of data can be included in each transaction and its validation can take minutes (e.g. Bitcoin).
Note that the more complex and richer the information is the more transactions we will need to store it.
Moreover, the storage cost depends on the number of transactions and the price per transaction. On the
contrary, off-chain storage offers unlimited storage and 1 instead of n steps is needed in order to upload or
retrieve data from Blockchain. In terms of auditability, integrity and authenticity having all the information
in the Blockchain is an advantage since it enables verifiability per se, whilst off-chain requires further
processing and permission (which may be good if we want to increase security and privacy). Nevertheless,
the popularity growth of Blockchain networks implies a higher number of users and, thus, a higher
congestion, which translates into lower transaction speed, hindering on-chain storage. Finally, another
advantage of off-chain storage is that they enable mutability because off-chain data can be deleted, leaving
an informationless/meaningless hash pointer stored in the Blockchain, something unfeasible if data are
stored on-chain.
The conflict between the right to be forgotten and the immutability of Blockchain is one of the main concerns
of researchers and practitioners, especially when sensitive data is involved [70]. However, despite that
cryptocurrencies as bitcoin may require immutability, this characteristic may not be appropriate for new
Blockchain-based applications, especially for these that require more dynamic operations and updates (i.e.
in both transactions or Smart Contracts (SCs)). Ateniese et. al. [71] proposed an approach to make the
blockchain redactable (i.e. re-writing, compressing or inserting blocks) by means of an enhanced standard
chameleon hash [72,73], which is collision-resistant unless a trapdoor is known. Thus, the knowledge of the
trapdoor key enables redaction operations such as deletion, modification, and insertion of any number of
blocks. Moreover, their solution is feasible since it requires only minor modifications to the current structure
of the blocks.
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Although we can find research on the security and privacy of Blockchain technology [74,75], less attention
has been paid in SCs, mainly because their recent adoption and their heterogeneous configurations and
opportunities. As SCs are similar to programs, they frequently contain errors. Such errors can cause hefty
losses, since most applications are oriented towards a cryptocurrency implementation. Recent examples of
vulnerabilities include the DAO attack [76] (which led to a loss of around 47 M$) and the Parity wallet bug
which allowed the theft of around 280 M$ [77]. Moreover, in February of 2018 more than 34,200 vulnerable
SCs were found [78] out of the one million scanned. The very nature of SCs makes their operation sometimes
difficult to understand as they drastically differ from classical programming environments, easing the task of
hiding illegal behaviours. These could range from the relatively blunt implementation of a Ponzi scam [79]
disguised as some sort of investment opportunity yielding incredibly high returns, to more subtle schemes
that compromise private keys or do not guarantee the return of funds to investors when funding goals are
not met. Out of the many written proposals to date for avoiding some of the most notable SC vulnerabilities
or abuses [80], we believe that the most promising is the one which approaches the problem by limiting the
expressiveness of the underlying programming language [81]. Moreover, SC checkers, which implement a
framework to verify the correctness and the fairness of SC will act as a valuable tool to enhance the security
and verifiability of SCs [82,83].

7.2
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Innovations in trusted data-management using blockchain technologies: LOCARD will study how to support
scalability and efficiency for storing and sharing vast amounts of data with Blockchain technologies. Based
on the Blockchain technology that will be used for the LOCARD platform we will investigate methods to
increase the efficiency by storing data in an easier to use off-chain mechanism. The latter is expected to
significantly improve the provided functionality and improve its scalability. Moreover, LOCARD will
investigate methods for identity management in Blockchain and ways to guarantee that only a set of users
would be able to access the content, allowing for legal admissibility. Again, this will benefit the Blockchain
used for development by improving its identity management and access control. Finally, we plan to study
security of SC trying to identify vulnerabilities and possible countermeasures which could prevent losses
(monetary and data) and increase trust in the underlying Blockchain technology.

InterPlanetary File System (IPFS)

Ap

IPFS stands for Interplanetary File System [4,84]. At its core it is a versioned file system which can store files
and track versions over time, very much like Git. It also defines how files move across a network, making it a
distributed file system, much like BitTorrent. In combining these two properties, IPFS enables a new
permanent web and augments the way we use existing internet protocols like HyperText Transfer Protocol
(HTTP).
Simply put, the internet is a collection of protocols that describe how data moves around a network.
Developers adopted these protocols over time and built their applications on top of this infrastructure. One
of the protocols that serve as the backbone of the web is HTTP.

HTTP is a request-response protocol. A client, for example a web browser, sends a request to an external
server. The server then returns a response message, for example, the Google homepage back to the client.
This is a location-addressed protocol which means when I type google.com into my browser, it gets translated
into an IP address of some Google server, and then the request-response cycle is initiated with that server.

Problems with HTTP. For example, you are sitting in a lecture hall, and the professor asks you to go to a
specific website. Every student in the lecture makes a request to that website and are given a response. This
means that the same exact data was sent individually to each student in the room. If there are 100 students,
then that is 100 requests and 100 responses. This is obviously not the most efficient way to do things. Ideally,

© 832735 LOCARD Project Partners

65

15/10/2019

D4.3 State of the art report on blockchain technologies

the students will be able to leverage their physical proximity to more efficiently retrieve the information they
need.
HTTP also presents a big problem if there is some problem in the networks line of communication and the
client is unable to connect with the server. This can happen if an ISP has an outage, a country is blocking
some content, or if the content was simply deleted or moved. These types of broken links exist everywhere
on the HTTP web.
The location-based addressing model of HTTP encourages centralization. It is convenient to trust a handful
of applications with all our data but because of this much of the data on the web becomes siloed. This leaves
those providers with enormous responsibility and power over our information.
How does IPFS work?
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IPFS seeks to create a permanent and distributed web. It does this by using a content-addressed system
instead of HTTP’s location-based system.
An HTTP request would look like http://10.20.30.40/folder/file.txt

An IPFS request would look like /ipfs/QmT5NvUtoM5n/folder/file.txt
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Instead of using a location address, IPFS uses a representation of the content itself to address the content.
This is done using a cryptographic hash on a file and that is used as the address. The hash represents a root
object and other objects can be found in its path. Instead of talking to a server, you gain access to this
“starting point” of data. This way the system leverages physical proximity. If someone very close to me has
what I want, I will get it directly from them instead of connecting to a central server. In the lecture example
from earlier, the students in the classroom can pull the data from each other without all having to establish
their own communication with the server. With HTTP you are asking what is at a certain location whereas
with IPFS you are asking where a certain file is. In order to accomplish this, IPFS synthesizes a few successful
ideas from other peer-to-peer systems.
Distributed Hash Table
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To store data, IPFS uses a Distributed Hash Table, or DHT. Once we have a hash, we ask the peer network
who has the content located at that hash and we download the content directly from the node that has the
data I want. Data is transferred between the nodes in the network using mechanisms like BitTorrent. A user
looking for some content on the IPFS web finds neighbours who have access to that content. They then
download small bits of the content from those neighbours. On top of the DHT and the BitTorrent protocols,
IPFS uses a Merkle Tree. This is a data structure like the one Git uses as a version control system and the
protocol used in the bitcoin blockchain. In Git, it is used to track versions of source code, whereas in IPFS it is
used to track content across the entire web.

IPFS and Blockchains

Because of the similarity in their structure, IPFS and blockchains can work well together. In fact, Juan Benet,
the inventor of IPFS calls this a “great marriage.” IPFS is one of a few projects that are part of a group called
Protocol Labs, which was also founded by Benet [4]. Some projects from Protocol Labs closely related to IPFS
are IPLD (Inter-Planetary Linked Data) and Filecoin. IPLD is a data model for distributed data structures like
blockchains. This model allows for easy storage and access of blockchain data through IPFS. Users willing to
store IPFS data will be rewarded with Filecoin. IPLD allows users to seamlessly interact with multiple
blockchains and has been integrated with Ethereum and Bitcoin.
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IPFS and other projects from Protocol Labs are ambitious by nature. The idea of a permanent web that is
resilient and efficient was no doubt also the goals of the original inventors of our internet protocols. However,
over time as our usage of the web changed, weaknesses in these protocols became evident. Although it is in
its early stages, IPFS shows promise in being a crucial piece of a new decentralized technology stack.
7.3

Research on end-to-end trusted computing
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The proliferation of data on a Blockchain directly contradicts the goal to keep the application state
confidential and to maintain privacy for its users. Although cryptographic protocols (such as secure multiparty
computation and zero-knowledge proofs) offer attractive solutions for privacy on a Blockchain, they are not
yet mature enough to run general-purpose computations easily and to be widely deployed. We argue that a
promising alternative is the use of Trusted Execution Environments (TEEs) for running SCs. Software Guard
Extensions [85] (SGX) is the most prominent TEE technology today and available together with commodity
CPUs. It establishes trusted execution contexts called enclaves on a CPU, which isolate data and programs
from the host operating system in hardware and ensure that outputs are correct. An enclave might run only
a small dedicated part of an application or can contain an entire legacy system, including some operatingsystem support. By using a TEE, one does not have to trust the host system of the enclave, which runs the
Blockchain node and participates in protocols. Thus, a server-side TEE solution can boost the security
properties of Blockchains and the related SCs. It is worth noting that Microsoft recently has filled two patents
that fuse TEE with Blockchain technology [86,87].
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However, it is important to stress some pitfalls that arise from the combination of TEEs with Blockchains.
Since Smart Contracts executed inside TEEs are, in principle, stateless they are susceptible to rollback attacks,
which should be prevented to maintain privacy for the application. On the contrary, in Blockchains with nonfinal consensus protocols, such as the proof-of-work in Ethereum and others, the contract execution must
handle rollbacks by design [88]. This implies that TEEs for securing Blockchain execution cannot be directly
used for such Blockchains; this approach works only when the consensus decisions are final. Thus, there is a
need to design an architecture that allows the smart-contract execution within Intel SGX technology
preventing rollback attacks and without introducing overheads to the execution of SCs.
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On the client side, TEE can be used to enhance the security of the private keys and all related transactions
that take place at the level of the user’s device [89]. It is well known that there is no authentication in
Blockchain, only encrypted or plaintext data. Thus, there is a need to design an “identity wallet” that would
protect identity attributes at the client side as well as to propose new protocols for seamless authentication
in Blockchain technology. A prominent technology that delivers TEE in devices is ARM Trustzone [90].

Innovations in blockchain end-to-end security: In LOCARD we will leverage TEE technology for the design
and implementation of an end-to-end trusted computing infrastructure for the purpose of increasing the
overall security of the Blockchain solution through isolation and sealed storage offered by TEE. We will
investigate recent advancements in the field of trusted computing, such as Intel SGX and ARM TrustZone,
and their integration with Blockchain software stacks that offer the development of SCs. Security storage of
users’ credentials including the user private keys of the Blockchain as well as protocols to support the
decentralized identity management will be considered. Apart from TEE solutions, we will also consider the
new TPM 2.0 as a means to secure Blockchain related sensitive operations. Currently, there is no known TEE
implementation for SCs and such successful integration would significantly increase user trust and would
provide a good selling point for trusted Blockchain deployment.
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8 Particular LOCARD Requirements for Blockchain (and Identity
Management)
LOCARD is a unique project that must support scalability and efficiency for storing and sharing vast amounts
of data by storing data in an easier to use off-chain mechanism. The latter is expected to significantly improve
the provided functionality and improve its scalability. Moreover, LOCARD must consider, within its policy,
identity management in blockchain and ways to guarantee that only specific sets of users would be able to
access the content, allowing for legal admissibility. Subsequently LOCARD has to consider a number of factors
in its access policy to be successful. These requirements include:
Technology
Legal
Ethics
Privacy

•

Societal

•

EU Regulations
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•
•
•
•

•

International Conventions

In particular the access to the LOCARD blockchain needs to consider:
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• Access Levels
• Actors
• Roles
• Users
These requirements might be either global or local and need to be considered as “Upward Driven” i.e.
allowing each node of the platform to define its own users, roles, access levels and policies, but controlled
within a common set of policies and governance. The consideration of existing schemes already in operation
by stakeholders and also the legal validity of eIDs must be prioritised, as well as guaranteeing users’ privacy
and protecting them from further exposure, LOCARD will also consider the use of a common blockchain
pseudo-anonymisation strategy, where users may be assigned to more than one identity to obfuscate their
transactions. This is a measure to prevent deanonymization of victims and investigators without
compromising their inputs or their validity. Below is one possible configuration demonstrating the interplay
between blockchain and Identity Management Systems. Figure 14 describes the overall design of the
interplay between the blockchain and IDMS components in LOCARD.

Figure 14: Possible interplay between blockchain and IDMS
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8.1

LOCARD Master Policy
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The LOCARD Master Policy comprises the ‘Rules of the Game’ that all participants in LOCARD must obey
(‘Project Policies’), coupled with specific rules imposed by local nodes (‘Local Policies’). These policies are
illustrated below in Figure 15 and are yet to be determined in detail.

Figure 15: LOCARD Master Policy
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The LOCARD Master Policy will be derived from the following requirements as listed previously
and with the following responsibilities for their descriptions
Policy Component

Responsible Work Package

Blockchain and IDMS Technical

3, 4

Societal, Ethical, Legal and Privacy

2

EU Policies

2,4

Local Node (LEA) Policies

4
Table 5 LOCARD Policy Components

The goal is to ensure that the policies and rules of all participants are respected. This ensures uptake and
continual usage of LOCARD, with new participants joining over time.
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8.2

LOCARD Blockchain Manager and Identity Management

LOCARD utilises a Blockchain Manager component to manage data disclosure and on-chain identity
management, as described in figure 9. This component is described in D4.4 and exploits the benefits of
Blockchain for privacy and policy enforcement, by mapping these interactions between the LEAs and the
LOCARD Blockchain. The LOCARD Blockchain Manager will create the Smart Contracts that bind each entity
to specific actions.
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The goal of the Blockchain Manager is to initialise the federated permissioned blockchain, manage the users
and their transactions and cater for the automatic generation of the Smart Contracts. In this regard, LOCARD
will allow the participating entities to use predefined sets of Smart Contract as skeletons that will meet the
end-user Local Node Policy requirements and the LOCARD project policies.
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9 Conclusion
The range of distributed ledger technologies is broad and varied depending on the end application, the
intended sector, and the level of maturity of the technology. Additionally, the operational cost, not only in
terms of licensing, but also computational effort must be considered, especially as LOCARD is expected to be
heavily used.
The decision as to which distributed ledger technology that LOCARD will ultimately use will be taken in Work
Package 3. However, the background to that decision process, and the shortlisting of the technology is
described in this document based on maturity and scalability, with support for smart contracts and identity
management to enforce the range of requirements of policies through the LOCARD Blockchain Manager.
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Whilst intended as a stand-alone document, this should be read in conjunction with its sister deliverable D4.4
which explains the Identity Management component of the requirements.
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10 Project Description

Participant Legal Names
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Athina-Erevnitiko Kentro Kainotomias Stis Technologies
STAG
Fundacion Apwg, European Union Foundation
Motivian Eood
Imc Diachirisi Pliroforion Kai Epikinonion Anonymos Etairia
Universita Degli Studi Di Padova
Telefonica Investigacion Y Desarrollo Sa
European Electronic Messaging Association Aisbl
Neurosoft Cyprus Limited
Vrije Universiteit Brussel
Vlaamse Ict Organisatie
Infotrend Innovations Co Ltd
Universita Ta Malta
Kentro Meleton Asfaleias
Technische Universitat Berlin
Norges Teknisk-Naturvitenskapelige Universitet Ntnu
Hellenic Police
Inspectoratul General Al Politiei Romane
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•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
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Digital evidence is currently an integral part of criminal investigations, and not confined to pure cybercrime
cases. Criminal behaviours like financial frauds, intellectual property theft, industrial espionage, and terrorist
networks leverage the Internet and cyberspace. The very ubiquity of digital devices, e.g. smartphones, in
modern society makes digital evidence extremely relevant for investigations about all kinds of criminal
behaviour like murder, contraband activities, and people smuggling, to name a few. Due to its nature, the
use of digital evidence in a court of law has always been challenging. It is critical that it should be accompanied
by a proper chain of custody, guaranteeing its source and integrity. LOCARD aims to provide a holistic
platform for chain of custody assurance along the forensic workflow, a trusted distributed platform allowing
the storage of digital evidence metadata in a blockchain. Each node of LOCARD will be able to independently
set its own permission policies and to selectively share access to digital evidence with other nodes when
deemed necessary and upon proper authorization through fine-grained policies. LOCARD's modularity will
also allow diverse actors to tailor the platform to their specific needs and role in the digital forensic workflow,
from preparation and readiness, to collection, to analysis and reporting. LOCARD will have a crowdsource
module to collect citizen reports of selected violations, a crawler to detect and correlate online deviant
behaviour, and a toolkit for investigators that will assist them in collecting online and offline evidence. This
will be powered by an immutable storage and an identity management system that will protect privacy and
handle access to evidence data using a Trusted Execution Environment. Blockchain technology will not only
guarantee that information about the evidence cannot be tampered with but allow interoperability without
the need for a trusted third party.
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